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NATO will adopt this year a new Strategic Concept that sets out how it will address collec-
tive security in the face of old and new challenges. For the first time, China is expected to be
mentioned as a challenge to the alliance.

NATO has since 2019 stated that China’s economic, political, and military power present
challenges to it at home and abroad, but it has not yet confirmed how it will tackle these.

NATO seeks to work more closely with partners in the Indo-Pacific to uphold the rules-
based international order rather than operating in the region itself. Similarly, it has identi-
fied objectives to strengthen its capabilities in emerging and disruptive technologies (EDTs).

To contribute to regional security in the Indo-Pacific and Euro-Atlantic regions, NATO
should combine these two objectives to leverage and extend its network of partners in the
Indo-Pacific, and combine efforts in standard setting and innovation in EDTs. To combine
innovation with like-minded countries, NATO could also work with the EU to develop
digital partnerships and adhere to common data-governance policies.
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Introduction
In 2022, NATO finds itself in new territory. It is
in the process of writing a new Strategic Concept,
which will completed prior to the Madrid summit in
June.! While Russia remains a belligerent actor and
threat to the alliance’s collective security, other chal-
lenges have arisen that the allies have yet to counter
collectively. In particular, the political, economic,
and military rise of China as well as its authoritarian
turn have caused NATO to look further east than it
has in the past and to consider whether the alliance
as it currently stands is up to the task of countering
the multifaceted challenges that China presents.
While the allies have agreed and stated publicly
that China does present challenges, there is less
consensus as to how to address these. First, the
nature of the challenges that China poses at times
fall outside of NATO’s traditional thematic remit
or it impacts areas of national rather than NATO
competence, such as the development and adop-
tion of investment-screening regulations to restrict
access to strategic sectors in national markets.
Second, the allies each have a different bilateral rela-
tionship with China. Considerations about how to
balance security and prosperity are weighed differ-
ently across NATO capitals, complicating efforts to
speak with a unified voice.

While the allies have agreed and
stated publicly that China does
present challenges, there is less
consensus as to how to address these.

While China does not pose a direct military
threat to NATO, the increasing pace of its mili-
tary modernization and its focus on becoming a
global power in emerging and disruptive technol-
ogies (EDTs) should be of concern to the allies. It
raises, in particular, questions about future compet-

1 NATO, Strategic Concepts, November 29, 2021.
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itiveness in areas like artificial intelligence (AI),
quantum technologies, and outer space. While
NATO considers how to address the China chal-
lenge at home through greater coordination in areas
of technological development, it should also seek
to leverage the strengths of its like-minded part-
ners, and bring partner countries that are important
actors in EDTs, such as Australia and Japan, into
NATO’s programing in this field. This brief recom-
mends that, in addition to its efforts to create syner-
gies in innovation around EDTs, NATO should
leverage similar security-related agreements in the
Indo-Pacific that also seek to develop emerging
technologies. Furthermore, to align the innovation
capacities of the alliance and its like-minded part-
ners, greater cooperation should be sought between
NATO and the EU as well as partner countries in
the Indo-Pacific in areas such as data free flow with
trust, with the EU taking the lead.

The Changing View of China

A decade ago, the view within NATO of the relation-
ship with China was vastly different to what it is today.
In the early 2000s, the alliance began engaging with
China on a political level.? In 2011, NATO’s leader-
ship considered the country a potential partner for
promoting global peace and stability.* In an example
of cooperation on areas of joint concern and interest,
China and NATO conducted several joint anti-piracy
drills and exercises in the Horn of Africa on an ad hoc
basis throughout the 2010s until 2018.

However, by 2019 the bilateral relationships
between China and some NATO members, notably
the United States, had worsened considerably within
the wider context of strategic competition. While
Washington had already “pivoted to Asia” (at least
in rhetoric) in President Barack Obamas second
term, the Trump administration lobbied heavily

2 Jonathan Marcus, “China seeks dialogue with NATO,” BBC News,
November 14, 2002.

3 NATO, NATO - delivering security in the 21st century, speech by
NATO Secretary General Anders Fogh Rasmussen, July 7, 2012.



https://www.nato.int/cps/en/natohq/topics_56626.htm
http://news.bbc.co.uk/1/hi/world/asia-pacific/2478897.stm
https://www.nato.int/cps/en/natohq/opinions_88886.htm?selectedLocale=en
https://www.nato.int/cps/en/natohq/opinions_88886.htm?selectedLocale=en
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in Europe and within NATO for a greater focus on
countering the security challenges that China poses.
This included a China-focused discussion at the April
2019 NATO foreign ministers’ meeting where Secre-
tary of State Mike Pompeo called for the alliance to
adapt to new threats from China as well as Russia.*
While the United States continued to engage with its
European and NATO partners on China throughout
2019 and early 2020, European countries also became
more critical of China in 2020 as a result of the coro-
navirus pandemic.’

NATO’s language on China has changed signifi-
cantly from earlier discussions around cooperation
and common interests. Instead, in the language it uses
in official documents like the NATO 2030 Reflection
Group Report and summit communiqués as well as in
press conferences paints a picture of a China that has
already risen, presenting new and unique challenges to
the alliance that it may not be equipped yet to counter.
Despite this, however, NATO leaders still stop short of
labelling China a threat or an adversary.

NATO'’s language on China has
changed significantly from earlier
discussions around cooperation
and common interests.

China, at present, does not pose a direct military
threat to NATO. Instead, the main nature of the chal-
lenge lies in Beijings growing international strength
as an economic and political actor. China’s GDP grew
from $1.211 trillion in 2000 to $16 trillion in 2021.°
This growth has been based on the country’s increasing
role as a global manufacturer and exporter since its
reforms and opening up in the 1980s. The importance

4 Lesley Wroughton and David Brunnstrom, “Pompeo calls on NATO to

adapt to new threats from Russia,” China, Reuters, April 4, 2019.
5 PEW Research Center, Large majorities in most places have negative

opinions of China, June 29, 2021.
6  Stella Qiu and Ryan Woo, “Factbox: Has China’s $16 trillion economy

fully recovered?,” Reuters, April 16, 2021.
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of trade in China’s GDP growth is clear: in 2019, trade
represented 34.5 percent of GDP.” Undoubtedly, other
factors have contributed to China’s economic strength,
such as the important role played by its real-estate
sector in buffering the country from the shocks of the
global financial crisis in 2009.® Nevertheless, China
is an important hub in global supply chains and an
important (though not necessarily always the most
important) trading partner for NATO allies.

China’s Power Projection

The China challenge goes beyond trade and
economics, however. Under President Xi Jinping,
Beijing is on a path to achieving “the great rejuvena-
tion of the Chinese nation” and the “China Dream”
by bringing the country back to center stage of global
politics. This idea is not entirely new. Though Xi has
brought back personality leadership to Chinese poli-
tics, leaders before him have talked about China’s rise.
Deng Xiaoping spoke of the invigoration of China in
the 1980s. In the 1990s, Jiang Zemin promulgated the
idea of the “great rejuvenation of the Chinese nation.”
Xi’s predecessor, Hu Jintao, followed lines similar to
Jiang’s. China’s rise has thus long been a project of
Chinese leaders. Under Xi, wielding the country’s
economic, military, and political heft for the survival
of the Chinese Communist Party (CCP) and to project
influence globally is stated more overtly than it has
in the past. At the 19" Party Congress in 2017, Xi
proclaimed that China’s international influence had
risen to the point that it had “the ability to inspire
and power to shape” the international arena.’ China,
he stated, had “stood up, grown rich, and is becoming
strong,” and in doing so it was “blazing a new trail for
other developing countries to achieve modernization.”

7  World Bank, “Trade (% of GDP) — China”, 2022.

8  Alexandra Stevenson and Cao Li, “What to know about China Ever-
grande, the troubled property giant,” The New York Times, December 9,
2021.

9  Xinhua, Full text of Xi Jinping’s report at 19th CPC National Congress,
November 4, 2017.



https://data.worldbank.org/indicator/NE.TRD.GNFS.ZS?locations=CN
https://www.nytimes.com/article/evergrande-debt-crisis.html
https://www.nytimes.com/article/evergrande-debt-crisis.html
https://www.chinadaily.com.cn/china/19thcpcnationalcongress/2017-11/04/content_34115212.htm
https://www.reuters.com/article/us-usa-nato-idUSKCN1RG1JZ
https://www.reuters.com/article/us-usa-nato-idUSKCN1RG1JZ
https://www.pewresearch.org/global/2021/06/30/large-majorities-say-china-does-not-respect-the-personal-freedoms-of-its-people/pg_2021-06-30_global-views-china_0-02/
https://www.pewresearch.org/global/2021/06/30/large-majorities-say-china-does-not-respect-the-personal-freedoms-of-its-people/pg_2021-06-30_global-views-china_0-02/
https://www.reuters.com/world/china/has-chinas-16-trillion-economy-fully-recovered-2021-04-16/
https://www.reuters.com/world/china/has-chinas-16-trillion-economy-fully-recovered-2021-04-16/
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Chinas global power projection is not just
economic and political but military too. Xi has set the
goal to build the People’s Liberation Army (PLA) into
a global top-tier force that obeys the CCP’s command
and can fight and win wars. According to the 2019
Defense White Paper, the PLAs role is not limited
to defending China’s territory but also to safeguard
Chinese interests in cyberspace, outer space, and the
electromagnetic space as well as overseas and develop-
ment interests.”® At home, China has taken a greater
authoritarian turn with the CCP’s power ever-more
central in every aspect of life, from reining in the
private sector to establishing of party committees in
civil society organizations and even an app to promote
Xi Jinping Thought.**

There has also been increasing concern about—
among other things—the increasing levels of CCP
control over segments of Chinese society, including
the detention of and human-rights abuses against
millions of Uyghurs; about Beijing’s quelling of protests
and heightened control over Hong Kong through the
National Security Law for the special administrative
region; and about the leveraging of China’s high-tech
industrial strengths in order to strengthen its surveil-
lance state.’> The changes that China has undergone
extend beyond their domestic context, the country’
littoral, or the Indo-Pacific. Xi’s concept of “compre-
hensive national security” and a framework of laws
on cyber and national security and national intelli-
gence aim to allow the CCP to control the domestic

10 The State Council of the People’s Republic of China, Full Text: China’s
National Defense in the New Era, July 24, 2019.

11 Lily Kuo and Kate Lyons, “China’s most popular app brings Xi Jinping to
your pocket,” The Guardian, February 15, 2019.

12 Patrick Wintour, “Leaked papers link Xinjiang crackdown with China
leadership,” The Guardian, November 29, 2021; Kari Soo Lindberg, Na-
talie Lunch and Pablo Robles, “How Hong Kong’s National Security Law
is changing everything,” Bloomberg, October 5, 2021; and Paul Mozur,

“Inside China’s dystopian dreams: AI, shame and lots of cameras,” New
York Times, July 8, 2018.
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and foreign environment to suit Chinese interests and
national objectives.”

The Implications for NATO

For NATO, China’s rise means expanding the alliance’s
relevance beyond countering Russia to the east and
peace missions in its region. As its military activity,
political influence, trade, and investments become
more global, the challenges that China poses will be
encountered around the world. As NATO Secretary
General Jens Stoltenberg has stated, “China is coming
closer to us”** However, the alliance has been behind
the curve and is attempting to catch up on an already
unfolded reality.

China is increasingly able to deploy its military
further from afield, including in the Euro-Atlantic
area. In 2017, a PLA Navy task group conducted exer-
cises in the Baltic Sea and the Black Sea.” En route to
the Baltic, the PLA Navy conducted live-fire exercises
in the Mediterranean as well.® China has also become
an important provider of military equipment and arms
to its strategic partners and countries that are unable
or ineligible to acquire such capabilities from Western
defense prime contractors. So far in Europe, only
Serbia has received orders of Chinese advanced mili-
tary equipment, in the form of strike-capable unin-
habited aerial vehicles. But China has found demand
in the Middle East, Central Asia, and Africa, such as
in Algeria, Egypt, Iraq, Kazakhstan, Nigeria, Pakistan,

13 China National People’s Congress, National Security Law of the Peoples
Republic of China, July 10, 2015; China National People’s Congress,

National Intelligence Law of the People’s Republic of China, June 27,
2017; and Cyberspace Administration of China, Cybersecurity Law of

the People’s Republic of China, November 7, 2016.
14 Roula Khalaf, “Transcript: ‘China is coming closer to us’ - Jens Stolten-

berg, NATO’s secretary-general,” Financial Times, October 18, 2021.

15 Sebastian Bruns and Sarah Kirchberger, “The PLA Navy in the Baltic: A
view from Kiel.” The Maritime Executive, July 19, 2017.

16 Zhao Lei, “Navy conducts live-fire drill en route to Baltic,” China Daily,
July 12, 2017.



http://npc.people.com.cn/n/2015/0710/c14576-27285049.html
http://npc.people.com.cn/n/2015/0710/c14576-27285049.html
http://www.npc.gov.cn/zgrdw/npc/xinwen/2017-06/27/content_2024529.htm
http://www.cac.gov.cn/2016-11/07/c_1119867116.htm
http://www.cac.gov.cn/2016-11/07/c_1119867116.htm
https://www.ft.com/content/cf8c6d06-ff81-42d5-a81e-c56f2b3533c2
https://www.ft.com/content/cf8c6d06-ff81-42d5-a81e-c56f2b3533c2
https://www.maritime-executive.com/editorials/the-pla-navy-in-the-baltic-a-view-from-kiel
https://www.maritime-executive.com/editorials/the-pla-navy-in-the-baltic-a-view-from-kiel
https://www.chinadaily.com.cn/china/2017-07/12/content_30081519.htm
https://english.www.gov.cn/archive/whitepaper/201907/24/content_WS5d3941ddc6d08408f502283d.html
https://english.www.gov.cn/archive/whitepaper/201907/24/content_WS5d3941ddc6d08408f502283d.html
https://www.theguardian.com/world/2019/feb/15/chinas-most-popular-app-brings-xi-jinping-to-your-pocket
https://www.theguardian.com/world/2019/feb/15/chinas-most-popular-app-brings-xi-jinping-to-your-pocket
https://www.theguardian.com/world/2021/nov/29/leaked-papers-link-xinjiang-crackdown-with-china-leadership
https://www.theguardian.com/world/2021/nov/29/leaked-papers-link-xinjiang-crackdown-with-china-leadership
https://www.bloomberg.com/graphics/2021-hong-kong-national-security-law-arrests/
https://www.bloomberg.com/graphics/2021-hong-kong-national-security-law-arrests/
https://www.nytimes.com/2018/07/08/business/china-surveillance-technology.html
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Saudi Arabia, and the United Arab Emirates.” Its
growing role as a supplier of advanced military tech-
nology risks changing the balance of power in regions
close to the Euro-Atlantic area. China and Russia have
in recent years grown closer in political and defense
terms as a show of strength against the liberal demo-
cratic West. Though their relationship falls short of
a formal alliance, Beijing has offered quiet support
for Moscow’s military aggression toward Ukraine as
well as cooperation in areas of defense technology
such as missile defense systems.”® China’s interests
in playing a security and defense role in the global
commons should also be of note to NATO as the PLA’s
space and cyber capabilities grow. The PLAs growing
conventional and nuclear missile arsenal should be
of particular concern to NATO, given China’s lack of
participation in existing arms-control regimes. While
the focus on China’s nuclear-capable missiles has been
related to the role they play in the PLA’s Indo-Pacific
theatre missions, the increasing range and sophisti-
cation of its missile arsenal should be of concern to
European security and defense too.

While not directed at NATO per se,
China is also developing dual-use
technologies for military and
civilian purposes.

China is also already present in Europe through
investments in national critical infrastructure.
Chinese companies have acquired ownership stakes
in 13 ports in Europe, from Belgium to Greece, and
beyond to Turkey. Though NATO has not declared
China an adversary yet, questions remain about how

17 US Office of the Secretary of Defense, Annual Report to Congress:
Military and Security Developments involving the People’s Republic of
China 2021, November 2021; and Bruce Einhorn, “Combat drones made
in China are coming to a conflict near you,” Bloomberg Businessweek,
March 17, 2021.

18 Xinhua News, “Wang Yi holds telephone talks with US Secretary of
State Blinken,” January 27, 2022; and The Guardian, Russia is helping
China build a missile defence system, Putin says, October 4, 2019.
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the country could leverage ownership of such infra-
structure in the event of worsening ties with the alli-
ance or its individual members.

The Chinese presence in Europe’s telecommuni-
cations networks present a similar concern. During
the Trump administration, the United States pushed
forward a “clean networks” initiative to try and sway
European partners and allies to restrict Huawei tech-
nology from their national 5G telecommunications
networks. Though some have joined, European coun-
triesand NATO allies remain divided with some opting
to restrict Huawei from their networks outright, some
taking a legal approach to “high risk vendors” without
naming Huawei directly, some leaving the decision
to their national telecommunications companies,
and some having either not yet taken any decision or
already welcomed Huawei in their networks.

While not directed at NATO per se, China is also
developing dual-use technologies for military and
civilian purposes as part of its aim to become a world
leader in high-tech manufacturing and in particular
in emerging technologies such as AI by 2030." China’s
toolbox for achieving this includes heavy investment in
sectors such as Al and quantum technologies through
state support and incentivization mechanisms as well
as collaboration with and technology transfer from
innovative industries and researchers in other coun-
tries.”® China’s military technological ambitions thus
also present a competition challenge to the strategic
innovative industrial strengths of NATO members.?!

NATO’s public acknowledgement of these chal-
lenges at leadership level is an important first step
toward countering them. Statements by NATO leaders
in 2019 and a communiqué in 2021 in which NATO
announced it considered China a “systemic challenge”

19  State Council of the People’s Republic of China, The State Council on
printing and distributing circular of the new generation of artificial
intelligence development plan, July 20, 2017.

20 Helena Legarda and Meia Nouwens, China’s pursuit of advanced
dual-use technologies, International Institute for Strategic Studies,
December 18, 2018.

21 Bruce Shen, “Europe faces the tricky ask of policing Chinese invest-
ments”, The Diplomat, August 6, 2021.



http://www.gov.cn/zhengce/content/2017-07/20/content_5211996.htm
http://www.gov.cn/zhengce/content/2017-07/20/content_5211996.htm
http://www.gov.cn/zhengce/content/2017-07/20/content_5211996.htm
https://www.iiss.org/blogs/research-paper/2018/12/emerging-technology-dominance
https://www.iiss.org/blogs/research-paper/2018/12/emerging-technology-dominance
https://webcache.googleusercontent.com/search?q=cache:MTbOIIjQsWwJ:https://thediplomat.com/2021/08/europe-faces-the-tricky-task-of-policing-chinese-investments/+&cd=4&hl=en&ct=clnk&gl=uk
https://webcache.googleusercontent.com/search?q=cache:MTbOIIjQsWwJ:https://thediplomat.com/2021/08/europe-faces-the-tricky-task-of-policing-chinese-investments/+&cd=4&hl=en&ct=clnk&gl=uk
https://media.defense.gov/2021/Nov/03/2002885874/-1/-1/0/2021-CMPR-FINAL.PDF
https://media.defense.gov/2021/Nov/03/2002885874/-1/-1/0/2021-CMPR-FINAL.PDF
https://media.defense.gov/2021/Nov/03/2002885874/-1/-1/0/2021-CMPR-FINAL.PDF
https://www.bloomberg.com/news/articles/2021-03-17/china-s-combat-drones-push-could-spark-a-global-arms-race
https://www.bloomberg.com/news/articles/2021-03-17/china-s-combat-drones-push-could-spark-a-global-arms-race
http://news.cn/world/2022-01/27/c_1128305901.htm
http://news.cn/world/2022-01/27/c_1128305901.htm
https://www.theguardian.com/world/2019/oct/04/russia-is-helping-china-build-a-missile-defence-system-putin-says
https://www.theguardian.com/world/2019/oct/04/russia-is-helping-china-build-a-missile-defence-system-putin-says
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were followed by the NATO 2030 Reflection Group
Report in 2020 that reflected this language.?

While the report discussed the whole range of
challenges and threats to the alliance, China featured
heavily as a main one. It recommended strengthening
the alliance’s political unity and decision-making
to deal with the China challenge. Second, having
acknowledged that areas like investment screening,
countering economic coercion tactics and disinfor-
mation may not lie within NATO’s traditional areas
of competence, the report recommended the alliance
should work with partners such as the European
Union and like-minded countries in the Indo-Pacific.
This was echoed by the Brussels summit communiqué
in June 2021, which stated that NATO will continue
to work as an alliance with like-minded partners, in
particular the EU, with regard to the protection of
critical infrastructure, resilience, securing techno-
logical innovation, and addressing challenges to the
rules-based international system.”® Last, the report
called on NATO to help allies “maintain their tech-
nological edge or respond to critical weaknesses that
could affect the security of the alliance as a whole”?
It stated that constructive dialogue with China is still
possible and recommended identifying opportunities
to jointly address global challenges. The report also
recommended pursuing NATO’s implementation
strategy that would lead to a net assessment of allies’
national efforts in developing and adopting EDTs. To
this end, the NATO Brussels summit communiqué
announced the establishment of a NATO Innovation
Fund and a Defense Innovation Accelerator for the
North Atlantic (DIANA).

Some steps have been taken. NATO already works
closely with the EU on addressing the political and
economic challenges posed by China, and it has
launched initiatives to maintain its technological
edge. However, finding agreement between allies
that have differing bilateral relationships with China

22 NATO, NATO 2030: United for a New Era, November 25, 2020.
23 NATO, Brussels Summit Communiqué, June 14, 2021.
24 NATO, NATO 2030: United for a New Era.
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will be a significant obstacle to implementing further
policies aimed at countering its assertive presence
in the Euro-Atlantic area and toward partners in the
Indo-Pacific.

Meeting the Challenge: Digital Technologies
Due to the nature of the challenges that China poses
to it, NATO’s priority should be to meet them at home.
However, in countering the economic, technological,
and security challenges that China poses, collabora-
tion with partner countries in the Indo-Pacific that are
like-minded and have valuable experience in coun-
tering Beijings assertiveness is equally important.
Nevertheless, as Secretary General Stoltenberg has
stated, NATO is unlikely to face the China challenge
by being physically present in the South China Sea
or elsewhere in the Indo-Pacific region.”> Due to
resource constraints and other concerns, this remains
unlikely in the near future. NATO can best meet the
technological challenge that China poses through
greater collaboration and coordination with regard to
the digital space and emerging and disruptive technol-
ogies. While current NATO activity in EDTs, as well
as in data management and governance, is a step in
the right direction to protect domestic resilience and
to enhance innovation capacities, there are further
options to strengthen the alliance’s technological edge
at home and with partners in the Indo-Pacific.

Expand NATO collaboration on EDTs to
partners in the Indo-Pacific

NATO is in the process of developing the mechanisms,
funding, and strategy behind DIANA and the NATO
Innovation fund, the former aimed at launching in
2023 and the latter potentially totaling to $1 billion.
DIANA aims to be NATO’ version of the United
States’ Defense Advanced Research Projects Agency
and to bring together transatlantic efforts on critical
technologies, working with industry and academia on

25 NATO, NATO 2030 - safeguarding peace in an unpredictable world:
Keynote speech by NATO Secretary General Jens Stoltenberg at the
Sciences PO Youth & Leaders Summit, January 25, 2021.
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Al, big-data processing, quantum-enabled technolo-
gies, autonomy, biotechnology, hypersonic weapons,
and space. Subsequently, the Innovation Fund will
seek initially to invest $81.2 million per year in
transatlantic startups. Importantly, it will work with
pre-vetted investors to ensure that “the technology
will be protected from illicit transfers.”®

While much is still left to be decided on both these
efforts, there are clear areas for practical coopera-
tion with partners in the Indo-Pacific; for example,
with regard to the Australia-United Kingdom-United
States (AUKUS) security pact and the Quadrilateral
Security Dialogue joining Australia, India, Japan, and
the United States.

First, AUKUS aims to promote cooperation
beyond the initially agreed nuclear-powered-subma-
rine program. The agreement seeks to foster “deeper
integration of security and defense-related science,
technology, industrial bases and supply chains”?’
Trilateral collaboration will focus on cyber capa-
bilities, AI, quantum technologies, and additional
undersea capabilities.

Following the first in-person leaders’ summit of
the Quad in September 2021, leaders of the four coun-
tries put forth an initiative to partner on emerging
technologies, space, and cybersecurity, and to culti-
vate next-generation talent.”® Exact timelines for these
initiatives are still unclear. With regard to the latter,
the Quad Fellowship will provide 100 scholarships per
year for students in science, technology engineering,
and mathematics from the four countries to study in
the United States. Ultimately, the program will seek to
develop a network of science and technology experts
among the Quad countries. On critical and emerging
technologies, the countries will work together to
publish a statement of principles that touches on the
design, development, governance, and use of tech-

26 Vivienne Machi, “NATO hopes to launch new defense tech accelerator
by 2023 Defense News, June 22, 2021.

27  Prime Minister’s Office, UK, US and Australia launch new security
partnership, September 15, 2021.

28 White House, Fact Sheet: Quad Leaders’ Summit, September 24, 2021.
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nology; to establish a technical standards contact
group; to launch a semiconductor supply-chain
initiative; to support 5G deployment and diversifica-
tion; and to monitor advances in biotechnologies.”
The Quad countries will also collaborate on cyber-
security issues and establish a space-related working
group that shares climate change-related satellite data,
enables capacity-building in space-related domains in
other Indo-Pacific countries, and consults on norms
and guidelines.

While the overlap is not exact,
there are significant areas for
cooperation between NATO,
AUKUS, and Quad countries.

While the overlap is not exact, there are signifi-
cant areas for cooperation between NATO, AUKUS,
and Quad countries. Australia and Japan are already
NATO partner countries and cooperate politically
with the alliance on a variety of levels from parlia-
ments to heads of state, ministries of foreign affairs
and defense.* Bringing partner countries into NATO’s
programing on EDTs would not only increase the alli-
ance’s innovative capacities but also allow it to align
itself with the priorities of partners in the Indo-Pacific
to a greater extent.

A potential stumbling block for such cooperation
might be the recent tensions between the EU (and
therefore some NATO members) and the AUKUS
countries. Transatlantic relations soured following
the announcement of the establishment of the secu-

29 Ibid.

30 NATO’s “global partners,” such as Australia and Japan, are countries
with whom the alliance engages politically and have access to the same
activities that NATO Individual Partnership Cooperation Programme
countries receive. They work with NATO on areas of common interest,
such as cyber defence, counterterrorism, non-proliferation, and resil-
ience. In some cases, NATO and its global partners cooperate through
NATO military operations or through defence capacity, training, and
educational programmes. See NATO, Relations with partners across the
globe, August 25, 2021.
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rity pact and the related cancellation of the subma-
rine deal worth $90 billion between Australia and
France. The announcement of AUKUS also coincided
with the publication of the EU’s Indo-Pacific strategy,
which highlights the ambition to work with the Quad
in the region.*" There is thus a potential risk that EU
members that are also NATO members, in particular
France, may prioritize technological development
within an EU rather than NATO context.

This risk may be overstated, however. The EU’s
Indo-Pacific strategy focuses primarily on digital
governance and partnerships: the development of
shared technological standards, alone and together
in coordination with like-minded partners, for areas
such enhancing governance around AI based on
democratic principles and fundamental rights. The
EU’s practical engagement with its Indo-Pacific part-
ners on the development of EDTs is still limited. It
only has agreements on areas of practical cooperation
and development with a select few countries in the
Indo-Pacific, such as India and Japan with which it has
agreed to deepen cooperation on 6G, standardization,
A, blockchain, and quantum and other technologies.

The security and defense section
of the EU'’s Indo-Pacific strategy does
not make any mention of cooperation

with like-minded countries in
the Indo-Pacific on EDTs.

Second, the security and defense section of the
EU’s Indo-Pacific strategy does not make any mention
of cooperation with like-minded countries in the
Indo-Pacific on EDTs. The strategy’s main focus here is
on cooperation on disinformation, maritime security,
outer space, cybersecurity, peacekeeping, counterter-
rorism, and arms control. As the EU’s focus on EDTs is
primarily on standard setting, governance, ethics, and

31 European Commission, Joint Communication to the European Parlia-

ment and the Council: The EU strategy for cooperation in the Indo-Pa-
cific, September 16, 2021.
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civilian applications, there may be an opportunity to
collaborate and share the burden with NATO. NATO
could work alongside the EU to ensure standards are
set for EDTs in the defense and civilian realms while
taking the lead on the development and adoption of
defense-related EDTs.

Establish NATO standards on data governance
together with partners in the Indo-Pacific

In 2017, the commander of NATO’s Allied Command
for Transformation, General Denis Mercier, stated that
“data is now a main strategic resource. Processes for
collecting, sharing, exploiting and distributing data
are the main drivers to adapting organizations.”** This
remains true with regard to the military and civilian,
public and private sectors. If shared policies on data
governance promote interoperability, help to estab-
lish rules and norms, and secure data, then divergent
policies could have the opposite effect. If NATO aims
to remain competitive and to increase its innovation
strengths in EDTs and digital technologies, digital
policy coordination should be an area of discussion
within the alliance.

In October 2021, NATO defense ministers agreed
to the alliance’s first-ever strategy for Al, which
includes an ambition to agree on standards of data
collection and use for AI. NATO also has standards
and processes related to big data produced by the
alliance.®* However, if NATO members and partner
countries seek to cooperate and collaborate on the
development and adoption of emerging technolo-
gies and data-driven innovation, then addressing
data governance and trusted cross-border data flows
between allies and across partners is of importance.
To date, some NATO members are aligned through
membership of the EU and its General Data Protection
Regulation (GDPR) and through the European Data

32 Editorial Team, Data Management is Key to NATO Success, Gov Data
Download, June 1, 2017.

33 NATO Science and Technology Organization, NATO guide to data
collection and management (DC&M) for analysis support to operations,
August 27, 2020.
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Governance Act (subject to final approval by the Euro-
pean Parliament and Council of the EU this year).®
However, other allies, such as the United States, have
taken different approaches to data governance and it
remains to be seen whether the new EU-US Trade and
Technology Council can find solutions for transat-
lantic cooperation in this area.*®

Last, if collaboration between the innovative
economies of NATO allies and their partners in the
Indo-Pacific is a goal, then greater like-mindedness
and alignment of data-governance norms should be an
area of consideration in the future within the alliance
and with countries like Australia, India, and Japan.

NATO has agreed already to work with
the EU in areas where the latter has
experience and competence.

This undoubtedly falls outside of the realm of
NATO’s traditional area of competence and more
clearly a suitable role for the European Commission.
This is not an obstacle: NATO has agreed already to
work with the EU in areas where the latter has expe-
rience and competence. Furthermore, the EU is an
active player in bilateral discussions between member
states and non-EU countries about data sharing and
data governance. Its Indo-Pacific strategy already envi-
sions a greater role for the EU in the region in areas
of digital governance through Digital Partnership
Agreements with Japan, Singapore, and South Korea.
The EU has already deepened its digital partnership
with India in 2021 which seeks to promote 5G in line
with global strategies and develop joint visions for

34 European Union, Regulation (EU) 2016/679 on the European Parlia-

ment and of the Council of 27 April 2016, on the protection of natural
persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation), Official Journal of the European Union, May 4,
2016; and Luca Bertuzzi, “Data Governance: new EU law for data-shar-
ing adopted,” Euractiv, December 1, 2021.

35 Nigel Cory, How the EU-U.S. Trade and Technology Council Can

Navigate Conflict and Find Meaningful Cooperation on Data Gover-
nance and Technology Platforms, Information Technology & Innovation

Foundation, December 2, 2021.
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next generations of information and communications
technology, to promote digital cooperation between
private sectors in each country, and to ensure that data
regulation in India and the EU align with each other.
Similarly, the EU and Japan created the world’s largest
area of safe data flows in 2019 when the European
Commission adopted an adequacy decision on Japan
for a data-sharing agreement.*

Conclusion

While countering the challenges that China poses to
NATO will not be easy, the greatest challenge will be
to find agreement and unity between allies on how to
address their shared concerns about China’s rise. The
limitations on NATO’s resources, particularly due to
the requirements of allies to focus on collective secu-
rity and defense at home, will make it difficult for the
alliance to counter the China challenge in the Indo-Pa-
cific. Though a show of commitment by sending mili-
tary assets to the region and NATO’s partners there is
important, addressing the challenges that China poses
to the alliance and its partners alike should be done in
more varied ways.

NATO should focus on expanding its current work
in the digital sphere to cooperation and collaboration
with partner countries in the Indo-Pacific in order to
build a strong ecosystem of like-minded digital actors.
By cooperating on EDTs and sharing data to ensure
that the private and public sectors in allied and partner
countries as well as institutions like the EU remain
competitive, NATO and like-minded countries can
take steps toward bolstering their defense and security
capabilities and preparing for competition as well as
for conflict.

36 European Commission, European Commission adopts adequacy deci-
sion on Japan, creating the world’s largest area of safe data flows, January
23, 2019; European Commission, Joint Communication to the European
Parliament and the Council: The EU strategy for cooperation in the
Indo-Pacific.
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