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In an increasingly fractured world where 
authoritarianism is gaining ground, Taiwan stands as 
one of the strongest and most resilient democracies. 
Taiwan placed first in Asia and 12th globally in the 
2025 democracy index compiled by the London-
based Economic Intelligence Unit. This year, Freedom 
House ranked Taiwan as the sixth-freest country 
in the world with a score of 94 out of 100. These 
are remarkable achievements for a relatively young 
democracy that experienced decades of authoritarian 
rule, lifted martial law in 1987, and conducted its first 
direct presidential election in 1996.  

Taiwan is also an economic powerhouse. With just 
23.5 million people, Taiwan has a GDP of nearly $760 
billion, which puts it close to the top 20 economies of 
the world. Its crucial role in global technology supply 
chains is unquestionable, especially in semiconductor 
manufacturing, where Taiwanese companies produce 
close to 70% of the world’s chips and over 90% of the 
most advanced ones. Taiwan is also driving innovation 
and delivering state-of-the-art solutions in artificial 
intelligence, information technology, and renewable 
energy. 

Taiwan is a global leader in public health, including 
medical technology, public hygiene, and transplants. It 
has one of the best national health care systems in the 
world and among the most competitive biomedical 
industries. Taiwan is also among the world’s leading 
nations in scientific research to improve prevention 
and detection of diseases.

Another area where Taiwan excels is in the provision 
of disaster preparedness and relief, both domestically 
and internationally. Taiwan’s government and 
non-governmental organizations (NGOs) frequently 
provide aid to countries affected by disasters, 
donating supplies, offering financial assistance, and 
dispatching search and rescue teams. After Japan’s 
massive Tohoku earthquake in 2011, Taiwan donated 
over $250 million in combined aid. Following the 2023 
earthquake in Türkiye, Taiwan provided financial aid 
along with a search-and-rescue team. 

Taiwan’s importance to the international community 
is undeniable. As a full member of the World Trade 
Organization (WTO), the Asian Development Bank 
(ADB), and the Asia-Pacific Economic Cooperation 
(APEC) forum, Taiwan has demonstrated that it is 
a valuable and reliable partner. Yet Taiwan is largely 
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excluded from participating in the United Nations 
System, including the World Health Organization, 
the International Civil Aviation Organization, and the 
Kimberley Process aimed at ensuring that diamonds 
are not used to fund violent conflicts or undermine 
legitimate governments. The People’s Republic of 
China (PRC) actively thwarts Taiwan’s participation 
in international organizations by exerting pressure 
within those organizations and on individual member 
countries.

The Taiwan-US-Europe Policy Program (TUPP) 
encourages young professionals from the United 
States and Europe to include Taiwan in their 
research and activities and help Taiwan to expand 
its global networks. Established in 2017, annual 
TUPP delegations were originally composed only 
of Americans, but expanded to include Europeans 
in 2022 in support of GMF’s mission of promoting 
transatlantic cooperation. 

TUPP enables future leaders to acquire a deeper 
understanding of Taiwan and its relations with the 
world. Delegation members are selected through a 
rigorous application process. The annual program 
begins in Washington, DC, where the cohort (five 
Americans and five Europeans) meets with officials 
and experts, and continues with a week-long visit to 
Taiwan to gain firsthand exposure to Taiwan’s politics, 
culture, and history. 

Through their participation in TUPP and especially 
their experience in Taiwan, participants are instilled 
with an appreciation for Taiwan’s history, its 
commitment to the principles of democracy and 
human rights that undergird the existing international 
order, and its potential to contribute more actively to 
international organizations. They also gain a deeper 
understanding of the importance of strengthening 
international support for maintaining peace and 
stability in the Taiwan Strait. 

Over time, TUPP aims to create a body of global 
experts with firsthand knowledge of Taiwan who 
support sustaining and expanding its international ties. 
It is my earnest hope that all the TUPP participants 
will be inspired to work both on and with Taiwan. I am 
grateful to the Henry Luce Foundation, the Global 
Taiwan Institute, and the Taiwan Foundation for 
Democracy for their support of these goals. 

The contributions here, written by the members of 
the 2025 TUPP cohort, underscore the importance of 
deeper study and understanding of Taiwan. I sincerely 
hope that they stimulate greater transatlantic and 
global attention to Taiwan and its future. 
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Keep Calm and Deepen the Europe–Taiwan 
Relationship

By Michal Bokša

Donald Trump’s second term as president of the 
United States has quickly ushered in a period 
of geopolitical adaptations. From the infamous 
Zelensky–Trump Oval Office meeting to the 
overhaul of US trade policy, many European as well 
as Taiwanese politicians and analysts have labeled 
some of the recent developments “regrettable” and 
“unreasonable”, with some even suggesting that the 
United States needs to be replaced as a global leader.1 
However, in these turbulent times, it is important 
(perhaps more than ever before) to avoid chest-
beating statements, and in the paraphrased words of 
Rudyard Kipling, keep our heads when everyone else is 
losing theirs.    

This wider strategic volatility, for all its faults, creates 
a diplomatic window for Europe and Taiwan to 
deepen their engagement. First, with the United 
States imposing tariffs on the People’s Republic of 
China (PRC), Beijing is likely to redirect a significant 
portion of its exports toward Europe.2 To gain favor 
with European political elites, the PRC may, within 
limits, turn a blind eye to a growing degree of informal 
engagement between Europe and Taiwan. Second, 
while Donald Trump’s unorthodox approach to global 
politics raises understandable concerns in both 
Taiwan and Europe, his unpredictability also poses a 
challenge for the United States’ rivals, led by Moscow 
and Beijing. The United States’ decision to eliminate 
Iranian Quds Force Commander Qassem Soleimani 
during Trump’s first term exemplifies the kind of 
abrupt action that adversaries must factor into their 
strategic and geopolitical calculations.3 Although 
some argue that the uncertainties around US policy 

may embolden the PRC to take action on its ambitions 
regarding Taiwan,4 it’s equally plausible that Trump’s 
volatile style could have a deterrent effect, creating 
more room for informal Europe–Taiwan relations to 
expand. Finally, as the United States shifts away from 
a values-based foreign policy, there may be a natural 
gravitational pull between Europe and Taiwan, driven 
by shared democratic principles and mutual strategic 
interests.

Regarding how Europe’s policy should be concretely 
adjusted in pursuit of deeper ties with Taiwan, there 
are several factors to be considered. Importantly, 
mutual ties and security should be advanced not 
only by proactive measures, but also by “desist” 
measures—measures that involve restraint or 
avoidance rather than positive engagement.

Europe and Gray-Zone Diplomacy

European engagement with the Indo-Pacific, 
particularly with Taiwan, has been quietly but steadily 
growing in recent years. This trend has become 
sufficiently pronounced that some observers have 
begun referring to it as a “rebirth” of Europe–Taiwan 
relations.5 While this renewed interest is promising, 
the relationship still has a long way to go. For Europe, 
it is vital to ensure that any support for Taiwan does 
not further escalate tensions across the Taiwan 
Strait—an objective easier to state than to reach. A 
case in point is the 2022 visit to Taiwan by then-US 
House Speaker Nancy Pelosi, which triggered 
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an intense reaction from the PRC. The People’s 
Liberation Army (PLA) launched large-scale and, in 
many ways, unprecedented military drills across six 
zones surrounding Taiwan. The fallout raised serious 
questions about the strategic value of such high-
profile diplomatic gestures, especially when weighing 
any symbolic benefits against the very real risks.6 

European actors should avoid similarly heavy-handed 
overtures, as they rarely produce constructive 
outcomes. Still, as the PRC continues to intensify its 
gray-zone tactics, European governments and the 
EU should develop ways to respond. This requires 
embracing “gray-zone diplomacy”: deepening 
bilateral ties and strengthening Taiwan’s international 
position by subtly adjusting the current engagement 
framework while staying below the threshold of the 
PRC’s retaliation or backlash (as witnessed after the 
Pelosi visit). Within this careful balancing act, there 
remains significant room for meaningful action.

At the policy level, European governments and the 
EU should remain fully committed to a “One China” 
policy, as it constitutes the primary and mutually 
recognized framework for engaging with the PRC. 
While the United States has begun to speculate about 
the possibility of replacing this framework with a 
“cross-Strait policy”,7 for Europe such a discussion 
or signaling would be ill advised and could ultimately 
backfire on Taiwan. Rather than attempting to revise 
the framework itself, Europe should adapt the way it 
operates within it.

First, as part of broader “desist measures”, references 
to a “One China” policy should be minimized, though 
not eliminated. A single, clear statement of adherence 
in strategic documents is sufficient. Repeated 
mentions do little to strengthen ties with Beijing or 
alter realities on the ground. On the contrary, constant 
reaffirmation could embolden the PRC’s increasingly 
aggressive behavior. 

Second, Europeans should avoid defining or 
referencing Taiwan primarily through the lens of a 
“One China” policy. Doing so not only weakens Taipei’s 
international standing but also imposes unnecessary 
constraints on Europe’s broader Indo-Pacific 
engagement. While each European government, 
like the EU itself, has its own “One China” policy, a 
clear distinction between a “One China” policy and 
a separate, coherent Taiwan policy should always be 
maintained.

Third, European governments must assert greater 
ownership over the interpretation of their “One China” 
policies. It should be made clear that these policies 
are defined and implemented in accordance with 
European interpretations, interests, and values. This 
message is increasingly important as the PRC actively 
seeks to reshape the policy’s meaning, blurring the 
lines between a “One China” policy and Beijing’s “One 
China” principle. The latter asserts that Taiwan is an 
inalienable part of China, while the former centers 
on “acknowledging”, but not accepting, the PRC’s 
sovereignty claim over Taiwan.8   

At the international level, both the EU and individual 
European governments should pursue two 
overarching objectives in their approach to Taiwan. 
First, they should focus on strengthening ties with 
Taiwan through multilateral platforms. Second, 
they should work toward the internationalization of 
cross-Strait security issues. These goals are not only 
complementary but also mutually beneficial in the 
long term.

Regarding multilateral engagement, the EU should 
seek to increase its footprint in the Indo-Pacific area in 
general, promoting its regional visibility and enhancing 
its capacity to protect its own economic and political 
interests. Furthermore, as European governments and 
Taiwan frequently face similar challenges, including 
cyber threats, external disinformation campaigns, and 
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media manipulation, there is considerable space for 
deeper collaboration and exchange of best practices. 
The EU should, for instance, actively seek to become 
a full partner of the Global Cooperation Training 
Framework (GCTF), currently consisting of Taiwan, 
the United States, Japan, Australia, and Canada.9  Full 
partnership would not only enable Europe to better 
capitalize on Taiwan’s expertise in addressing issues 
of mutual concern, but also strengthen Taiwan’s 
international standing.

When it comes to the internationalization of cross-
Strait security, European governments and the EU are 
well positioned to play a distinctive role. In addition to 
being viewed as more neutral than the United States, 
the EU as a body has more than 140 delegations 
around the world; combined with the diplomatic 
networks and missions of individual member states, 
the bloc commands one of the most extensive and 
complex diplomatic and political presences across the 
globe.10 European actors should leverage this network 
to raise issues pertaining to cross-Strait security more 
frequently in both bilateral and multilateral forums. 
By doing so, they can increase the reputational 
costs for the PRC associated with military escalation 
or sustained military coercion. As the PRC seeks 
to project the image of a responsible global actor 
outside the Indo-Pacific, it may be more sensitive to 
such peer pressure, especially if it affects its broader 
international standing.11 Importantly, efforts to 
internationalize the cross-Strait issue would not entail 
altering the status quo, but rather reinforce deterrence 
by making potential unilateral changes to the status 
quo by Beijing more costly.

Finally, at the military deterrence level, there is 
relatively little that European governments can 
do. Those few that can directly support freedom 
of navigation (the United Kingdom, France, the 
Netherlands, and Germany are widely considered 
the only European navies capable of patrolling as 

far as the West Pacific) and uphold the international 
order by transiting through the Taiwan Strait should 
continue to do so.12 

Despite their limited capacity to directly influence 
cross-Strait dynamics, European countries could still 
play a meaningful role in reinforcing deterrence in the 
Taiwan Strait by recalibrating their strategic ambiguity. 
Currently, there are effectively two layers of strategic 
ambiguity: The first concerns whether European 
states (or the United States, for that matter) would 
support Taiwan directly in the event of a PRC-led 
escalation; the second, less acknowledged but 
equally important, involves whether key US partners 
(European countries included) would support the 
United States should Washington decide to intervene. 
While the first layer of strategic ambiguity should be 
preserved across the board to maintain diplomatic 
flexibility and avoid unnecessarily provoking Beijing, 
the second should be clarified. European countries 
should make it explicitly known (in concert if possible 
and individually if necessary) that while their stance 
on direct intervention remains undefined, they 
would unambiguously support the United States 
economically, materially, and politically in the event 
of its engagement in a Taiwan contingency. This kind 
of calibrated clarity would bolster US deterrence 
power without forcing Europeans into premature 
commitments. It would also signal to Washington 
that its allies remain credible and valuable strategic 
partners in the Indo-Pacific and to the PRC that a 
cross-Strait escalation could have far-reaching, even 
global repercussions. Such clarity on the second layer 
of strategic ambiguity would be further strengthened 
if it were also supported by Indo-Pacific partners 
including Japan, South Korea, Australia, and New 
Zealand.

In conclusion, European and Taiwanese leaders should 
resist the urge to overreact to shifting headlines or 
dramatic turns in global politics. Despite the current 
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US administration’s bold rhetoric, imposition of 
tariffs, and skepticism toward traditional alliances, 
the United States will likely remain a vital partner 
for both Europe and Taiwan, and vice versa. Even 
if some members of the current US administration 
harbor reservations about traditional partners, as also 
suggested by recent Signal chat leaks, the broader 
strategic alignments that underpin these partnerships 
will not change.13 Instead of dwelling on uncertainties, 
Europe and Taiwan should focus on emerging 
opportunities. Right now, a lot can be achieved with 
very little. Implementing effective “desist” measures 
and clarifying the second layer of strategic ambiguity 
constitute an ideal start.
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“A Taiwan emergency is a Japanese 
emergency”
—and how Japan and Taiwan should prepare for it

By Philipp Buschmann

“A Taiwan emergency is a Japanese emergency … 
People in Beijing, President Xi in particular, should 
never have a misunderstanding in recognizing this”. 
These were former Japanese Prime Minister Shinzo 
Abe’s words of warning in 2021.1

Japan has good reason for concern given its 
dependence on sea lines of communication that 
run through the waters surrounding Taiwan. In the 
event of conflict, disruption to these vital routes 
could severely impact Japan’s economy and national 
security. In a worst-case scenario, Japan might be 
coerced into a state of “Finlandization,” where it 
maintains formal sovereignty but under de facto 
strategic constraints imposed by Beijing. Furthermore, 
a US military intervention in defense of Taiwan would 
inevitably involve the use of US bases on Japanese 
soil and most likely Japan Self-Defense Forces (JSDF) 
bases too. China might interpret Japan’s logistical 
and operational support as direct participation in the 
conflict, thereby drawing Tokyo into the hostilities 
regardless of its initial intentions.

Faced with this complex threat landscape, Japan 
should help Taiwan bolster its defenses to deter an 
attack by China. To this end, this paper recommends a 
number of concrete measures Japan could undertake 
to make Taiwan more defensible, including sustained 
naval patrols, intelligence sharing, evacuation 
planning, regularized coast guard cooperation, 
defense-industrial collaboration, and closer political 
alignment through party channels.

Constitutional and Political 
Constraints

While deepening defense cooperation between Japan 
and Taiwan is strategically desirable, it is bounded 
by several critical constraints—legal, diplomatic, 
and geopolitical. First, Japan’s pacifist constitution, 
particularly Article 9, imposes strict limitations on 
the scope of military cooperation it can undertake. 
Although recent reinterpretations have expanded 
Japan’s ability to contribute to collective self-defense, 
direct military support to a non-recognized entity 
such as Taiwan remains politically sensitive and legally 
ambiguous.2

Second, Taiwan’s lack of formal diplomatic recognition 
by Japan and most of the international community 
complicates institutionalized cooperation. Without 
official diplomatic ties, Japan and Taiwan must rely 
on confidential channels, informal mechanisms, and 
party-level exchanges, which limits the scale and 
visibility of coordination efforts. Any overt moves 
toward formal security ties risk provoking backlash 
not only from Beijing but also from segments of the 
Japanese political establishment wary of destabilizing 
regional relations.

Finally, China’s significant political and economic 
leverage in the region—and its willingness to exert 
pressure—acts as a powerful deterrent against open 
Japanese collaboration with Taiwan. Even symbolic 
gestures of defense cooperation can trigger strong 
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diplomatic protests or retaliatory economic actions 
by the PRC. As such, Japan must tread a careful line, 
weighing the potential benefit of any action against 
the potential backlash from China and balancing the 
need for enhanced deterrence with the realities of 
constitutional constraints. 

Policy Recommendations

After traveling to Taiwan in February 2025 as a 
member of GMF’s Taiwan-US-Europe (TUPP) Policy 
Program and discussing potential avenues for 
enhanced defense cooperation between Taiwan 
and Japan with senior Taiwanese policymakers 
and thought leaders, the author of this paper has 
identified the following areas as most promising—
defined as being high-impact while also being fully 
implementable within the next five to ten years.

Regularized and Expanded Coast Guard 
Cooperation

Japan and Taiwan already conduct joint maritime 
drills under the label of “disaster response training,” 
most recently in July 2024 off the Bōsō Peninsula.3 
These drills should be regularized and expanded to 
include joint exercises in waters near the Southwest 
Islands, most pertinently Yonaguni and Ishigaki. 
Doing so would help build shared capacity against 
Chinese gray-zone tactics such as encroachment 
by maritime militia and coast guard vessels. Joint 
exercises should move beyond symbolic gestures to 
include interagency coordination and standardized 
protocols. Communication infrastructure between 
the Japan Coast Guard (JCG) and Taiwan’s Coast 
Guard Administration should be strengthened for 
real-time data exchange and maritime domain 
awareness (MDA). Finally, these exercises should 
include Humanitarian Assistance and Disaster Relief 

(HADR) components to foster functional, politically 
less sensitive cooperation.

Sustained Maritime Presence and 
Multinational Patrols

To counter Chinese gray-zone pressure, Japan should 
adopt a policy of persistent presence in the Taiwan 
Strait and the Bashi Channel. This would entail the 
regular deployment of Japan Maritime Self-Defense 
Force (JMSDF) and JCG vessels through these 
waterways, transitioning from ad hoc transits to a 
consistent presence. Japan should invite like-minded 
partners such as the United States, Australia, the 
United Kingdom, France, and Canada to conduct 
joint patrols, further enhancing deterrence through 
multilateral signaling. Simultaneously, Japan should 
expand intelligence, surveillance, reconnaissance 
(ISR) operations in the region to improve MDA and 
coordinate with Taiwan to share situational awareness 
in real-time. These measures could contribute 
significantly to early warning in a crisis.

Enhanced Intelligence Sharing and Exchange 
of Personnel; Real-Time Information 
Integration

Though the claim is not confirmed by official sources, 
Japan has reportedly begun intelligence-sharing with 
Taiwan and dispatched plainclothes “military attachés” 
to Taipei.4 These efforts should be expanded. Such 
cooperation is legal under current Japanese law, 
provided the personnel are not in uniform and that 
their roles emphasize advisory and liaison functions. 
Where political sensitivities are too high for more 
formal or overt cooperation, an alternative would 
be to send active-duty Self-Defense Force (SDF) 
officers or civilian officials under the status of visiting 
researchers to research institutions in Taiwan. This 
would provide effective cover for sustained presence 
and liaison while minimizing diplomatic exposure. In 
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parallel, real-time intelligence exchange must become 
institutionalized, especially for MDA and air domain 
awareness (ADA) functions. While informal data 
sharing already exists, formal frameworks—possibly 
involving the United States and eventually South 
Korea or the Philippines—should be pursued. Such a 
framework would enable swift, coordinated responses 
to Chinese actions in both peacetime and crisis 
scenarios, and help normalize high-frequency contact 
between relevant agencies and units.

Infrastructure Preparedness, Evacuation 
Planning, and Joint Radar Networks

Japan should prepare for non-combatant evacuation 
operations (NEOs) and wartime logistics by building 
the necessary infrastructure both in southern Taiwan 
and in Japan’s Southwest Islands. In Taiwan, Japan 
should support efforts to expand and upgrade 
Kaohsiung and Tainan ports and airports. These 
facilities could serve as supply hubs and evacuation 
points during a crisis, ideally under a trilateral 
understanding involving the United States. In Japan, 
the Sakishima Islands (Miyako, Ishigaki, Yonaguni) 
require improved port and airfield facilities to function 
as logistics and evacuation nodes. In 2024 and 2025, 
Tokyo took significant steps toward this end by 
stationing missile units and bolstering emergency 
evacuation planning on these islands.5 These initiatives 
should continue with sustained funding. With over 
20,000 Japanese nationals living in Taiwan, Japan 
must be ready to execute NEOs in concert with US 
forces. Japan has already drawn up evacuation plans 
for its nationals, and there is growing coordination 
with US forces and the Taipei Economic and Cultural 
Representative Office (TECO), Taiwan’s de facto 
embassy in Japan. Joint tabletop and field exercises 
should be conducted to test these evacuation plans 
and adjust for real-world logistical challenges, such as 
bottlenecks in southern Taiwanese ports or airfields. 
Finally, Japan should explore installing its FPS-7-class 

anti-air radars in Taiwan to improve joint situational 
awareness across the Taiwan Strait and the Bashi 
Channel. The goal should be the establishment of a 
joint MDA/ADA radar network connecting Japan’s 
Southwest Islands and Taiwan. Such systems would 
dramatically enhance early warning of Chinese air 
or missile activity and lay the groundwork for future 
integrated air defense collaboration.

Dual-Use Technology Transfer and Naval 
Capability Building

Japan has advanced capabilities in stealth propulsion, 
sonar, radar, and electronic warfare. Japan should 
discreetly transfer relevant technologies—particularly 
to improve Taiwan’s Hai Kun-class submarines and 
surface fleet systems such as missile defense and 
electronic warfare. That said, the current Three 
Principles on Defense Equipment Transfers pose 
a legal barrier, as they assume the recipient is a 
recognized state with whom a formal defense 
equipment agreement can be signed.6 Since Tokyo 
does not have diplomatic relations with Taiwan, 
transfers of directly defense-related technology risk 
violating this framework. A promising alternative 
would be the creation of a joint research and 
development framework that focuses on dual-use 
technologies with civilian applications, thus avoiding 
the appearance of violating the Three Principles. 
Recent changes to Japanese export laws now allow 
radar and other subsystem transfers, even if full ship 
or fighter exports remain prohibited.7 A precedent 
involving negotiations over Sōryū-class submarines 
with Australia in the mid-2010s illustrates the 
potential flexibility under existing legal constraints.8

Institutionalized “2+2” Consultations on the 
Party Level

In the absence of diplomatic ties, Japan and Taiwan 
conducted a “2+2” dialogue between their ruling 
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parties’ foreign and defense representatives in August 
2021.9 This mechanism should be regularized and 
expanded to include other democracies, such as the 
United States, Australia, and the Philippines. While 
this format avoids breaking the taboo of Japanese 
and Taiwanese sitting defense ministers meeting 
directly—likely inviting a highly escalatory response 
from China—it allows for substantive dialogue and 
coordination on security affairs. A multilateral version 
could serve as an informal “mini-Quad” focused on 
Taiwan contingencies.

Japanese Presence in Taiwan and Joint 
European Diplomacy

Taiwan still lacks in-depth expertise on Japanese 
military strategy, legal constraints, and threat 
perceptions. When consulted by the author of this 
paper in February 2025, resident Japan expert at 
Taiwan’s Institute for National Defense and Security 
Research (INDSR) Dr. Wang Tsun-yen suggested 
that Japan send more researchers to Taiwanese 
universities and think tanks while increasing outreach 
via public diplomacy. Likewise, Taiwan should be 
encouraged to develop its own Japan expertise, 
including specialized training programs for foreign 
ministry and defense officials. Taiwan’s limited 
diplomatic footprint in Europe could be partially 
offset by joint Japanese-Taiwanese initiatives. Japan 
should leverage its comparatively stronger presence 
in Europe to help Taipei gain access to European 
defense and diplomatic audiences. Italy, the only G7 
country whose navy has not conducted a FONOP 
through the Taiwan Strait, should be diplomatically 
engaged by Japan to join such efforts.

Charting a Path Forward

This paper has laid out a set of policy 
recommendations for expanding defense cooperation 
between Japan and Taiwan in light of growing 
regional tensions and the increasing threat posed by 
China. It has done so by carefully identifying areas of 
collaboration that are both impactful and feasible—
defined here as implementable under Japan’s 
constitutional and legal constraints, not requiring 
formal recognition of Taiwan as a sovereign state, 
unlikely to provoke an extreme response from Beijing, 
practical within a five- to ten-year timeframe, and 
financially sustainable.

The proposed measures range from enhanced coast 
guard cooperation and real-time intelligence sharing 
to infrastructure readiness and technology transfer 
frameworks built around dual-use systems. While each 
initiative addresses different facets of the regional 
security environment, they are all designed with 
a shared aim: to bolster deterrence and readiness 
without crossing politically or legally untenable lines.

At the same time, it must be acknowledged that 
several of the recommendations—particularly those 
involving technology transfers, covert deployments, 
or multinational frameworks—require further research 
to fully flesh out implementation details. This paper is 
therefore intended both as a policy roadmap aimed at 
offering actionable advice to Japanese and Taiwanese 
policymakers and a foundation for future inquiry.
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Friendshoring Without Friendship
Trump 2.0 and TSMC 

By Johanna M. Costigan

For decades, Taiwanese companies have served as 
the foot soldiers of globalization, according to one 
high-level foreign official. These firms succeeded 
most visibly in electronics and, specifically, 
semiconductor manufacturing. That sector faced 
a direct threat to its globally dependent business 
model in October 2022, when the US Department of 
Commerce introduced export controls on advanced 
chips. The Biden administration framed the rules 
as intended to place limits exclusively on China. 
While they targeted China, in practice the controls 
created widely felt side effects for many members 
of the semiconductor industry, including Taiwan 
Semiconductor Manufacturing Company (TSMC)—
the chip production powerhouse and crown jewel of 
the island. 

In the wake of the controls, TSMC’s founder, Morris 
Chang, made the bleak diagnosis that globalization 
and free trade were “almost dead”.1 Chang also 
accurately predicted there was more policy-driven 
deglobalization to come. In the more than two years 
since then, US export controls have been iteratively 
refined, introducing costs and problems for US, 
European, and Asian firms. 

Now, President Donald Trump seeks to swap Biden’s 
“small yard, high fence” for an all-out America First 
strategy. If imperfect export controls are too blunt 
a tool to successfully target only a small number of 
entities, tariffs certainly are not up to the task.  

President Trump’s transactionalism represents the 
United States’ moral abstention on the global stage. 

That is particularly disconcerting for Taiwan, which 
has for decades relied on rhetorical, values-based 
amity in its nebulous yet critical relationship with the 
United States. TSMC—and the “chips” the Trump 
administration imagines Taiwan can bring to the 
table—will be central to how Taiwan navigates what 
is sure to be a tumultuous four years of US–Taiwan 
relations. 

Taipei’s Relationship with TSMC

Nearly forty years ago TSMC’s founder Morris Chang 
developed the “pure play” foundry model. It provided 
a unique manufacturing solution, allowing other chip 
firms to focus exclusively on design and send orders 
to TSMC for production.2 Since then, TSMC has 
become a household name in Taiwan. The company 
is a source of national pride and, more debatably, 
national security. Global demand for advanced 
semiconductors, including from the United States, is 
growing in tandem with the rise of AI. Some see this 
as reassurance that global democracies would protect 
Taiwan to ensure their access to TSMC-made chips. 

Yet TSMC may be undermining that perceived source 
of security by expanding its operations abroad. In 
March, TSMC announced it would invest an additional 
$100 billion (on top of an already announced $65 
billion) to build three more fabrication plants, two 
advanced packaging fabs, and an R&D center in 
Arizona. In response, former President and opposition 
party leader Ma Ying-jeou criticized the Lai Ching-te 
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administration for allowing TSMC to invest so 
extensively in the US, alleging it was tantamount to 
“selling” the firm as a “protection fee”.3 While public 
opinion is mixed, many in Taiwan are worried that too 
much expansion abroad endangers the island—since 
for years they’ve been hearing that TSMC is what 
makes Taiwan critical to the United States. 

The Lai administration, however, ostensibly sees 
enough value in TSMC’s increasingly global presence 
to support international expansion rather than 
pressure the company to preserve a purely made-
in-Taiwan approach. As President Lai said in a joint 
press conference with TSMC CEO C.C. Wei, “The 
development of the semiconductor industry in Taiwan 
over the past 50 years is the result of the joint efforts 
of industry, government, academia and research.” He 
continued: “Together, we have created the mountains 
that protect our country.”4  

TSMC Deserves Better 

Washington has demanded that TSMC expands 
its manufacturing presence in the US, without 
providing reasonable incentives such as effective 
industrial policy or state support to strengthen the 
semiconductor supply chain in America. That puts 
TSMC in a suboptimal—and in fact, sub-status quo—
position. In Taiwan, TSMC already has access to a 
finely tuned chip production ecosystem. 

Cost efficiency leads to higher profits, and higher 
profits enable TSMC to reinvest more capital into 
R&D. In turn, more research spending allows the firm 
to make the most cutting-edge semiconductors for 
its clients—which, incidentally, are largely American 
companies. However, TSMC’s expanded investment in 
the United States shows that efficiency is no longer 
its sole or possibly its primary driver. For better or 

worse, the world’s most advanced chip manufacturer 
has been brought into the United States’ geopolitical 
competition with China. In that sense, Washington has 
already won.  

As a paper published by Taipei-based Research 
Institute for Democracy, Society, and Emerging 
Technology (DSET) put it: “Regardless of whether it’s 
under Biden or Trump, the US federal government has 
a core policy goal that clashes with Taiwan’s national 
interests: reducing reliance on Taiwan as the sole 
hub for advanced semiconductor manufacturing.”5 
While some US-based manufacturing can work for 
both sides, the paper continues, “preserving Taiwan’s 
efficient and innovative tech ecosystem is crucial for 
maintaining an edge in the U.S.-China tech rivalry”.  

However, it is worth noting that representatives from 
TSMC and government officials are strikingly aligned 
in their assurance that the massive investments 
in US production were driven by client needs. As 
a spokesperson from TSMC put it via email, “The 
intended investment is to support leading AI and 
technology companies such as Apple, Nvidia, AMD, 
Broadcom, and Qualcomm for AI and other cutting-
edge applications.” 

Ironically, some of those leading AI firms might 
prefer TSMC to stay in Taiwan. Nvidia CEO Jensen 
Huang said in May he believes Washington’s export 
control regime targeting China-bound chips has been 
“a failure”.6 Days earlier, Huang announced Nvidia’s 
plans to build out its overseas headquarters in Taipei.7 
At a press conference with C.C. Wei, Trump proudly 
announced that “the most powerful AI chips will be 
made right here in America.”8 But if his goal is to 
ensure that the United States has access to the most 
advanced chips, the better bet would be to do all he 
can to help TSMC maintain its technical advantage. 
That might mean simply doing as little as possible 
to disrupt Taiwan’s effective and efficient domestic 
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supply chain. Without robust industrial policy support 
to complement TSMC’s “friendshoring” efforts, the 
administration should settle for chips made not in 
America, but for America. 

Policy Recommendations

Insulate the semiconductor industry from Trump’s 
tariffs. Direct chip imports are safe for now (though 
additional semiconductor-specific tariffs could 
be coming under Section 232 authority). But the 
majority of chip imports are indirect. They come 
in the form of machinery, electronics, and vehicle 
imports—all of which are subject to the tariffs and 
therefore vulnerable to higher prices and, as a result, 
slowing demand (which will eventually affect profits 
for chipmakers). Only approximately 10% of Taiwan’s 
semiconductor exports to the United States last year 
would have been eligible for the “semiconductor 
exemption”. As Martin Chorzempa from the Peterson 
Institute for International Economics put it, “If you 
are a major chip producer who is making a sizable 
investment in the US, a hundred billion dollars will 
buy you a lot less in the next few years than the 
last few years”.9 The tariffs undermine the value of 
TSMC’s investments and therefore limit the degree 
of manufacturing capacity that $165 billion can 
accomplish in the United States.

In an era of tech-driven geopolitics, good advice 
matters: One high-level Taiwanese official remarked, 
“Being in this job has forced me to learn about tech.” 
Taiwan’s leaders have done their homework much 
better than their American counterparts. Aides need 
to understand enough about the chip supply chain and 
its importance for US interests to convince members 
of the Trump administration, if not Trump himself, that 
TSMC’s current (record-setting) investments in the 
United States are sufficient. 

Policymakers from Taiwan and elsewhere should 
start convincingly explaining why TSMC’s operations 
cannot be entirely replicated abroad. Better and 
more widely distributed messaging about why chips 
cannot primarily be made in the United States should 
be targeted at policymakers as well as the general 
public. Hesitation to do so is understandable given the 
Trump administration’s clear and adamant demands 
for bringing manufacturing to the United States. 
But it’s worth explaining to administration officials, 
in addition to members of Congress, some of the 
basic supply chain advantages Taiwan enjoys (talent 
first among them) and what makes TSMC’s success 
uniquely possible there. 

Alternatively, TSMC’s executives might consider 
making vague promises, publicly, and/or repeating 
existent commitments but framing them as 
something new that Trump can claim as a win. 
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Smart Energy Resilience for Strategic 
Stability
The Role of Taiwan’s Semiconductor Sector

By Natalie Ivanov

Taiwan’s national security depends on its ability to 
keep the lights on. As cross-Strait tensions escalate 
and climate risks intensify, energy resilience has 
become a critical but under-discussed pillar of 
Taiwan’s defense posture.

Climate change and geopolitical instability are 
converging to challenge the resilience of energy 
systems around the world. Nowhere is this more 
evident than in Taiwan, where growing climate risks 
and potential disruptions stemming from geopolitical 
tensions place a premium on secure, adaptable energy 
infrastructure. The government of Taiwan has made 
some progress on diversifying energy sources and 
promoting renewable energy. However, the private 
sector (particularly high-value, high-use industries 
such as semiconductor manufacturing) must be more 
deeply integrated into national energy resilience 
efforts.

Taiwan can enhance its national energy security by 
incentivizing private sector leaders, especially in the 
semiconductor industry, to invest in energy resilience. 
By decentralizing energy infrastructure, scaling short-
term energy storage, reforming electricity markets, 
and expanding emergency preparedness, Taiwan can 
safeguard both its economy and its security. 

Taiwan’s Strategic Energy 
Vulnerability

Taiwan ranks as the sixth-largest economy in Asia and 
is the sixth-highest CO

2
 emitter in the region.1 In 2024, 

Taiwan’s per-capita energy consumption was 4.6 toe 
(ton of oil equivalent, the amount of energy released 
when one ton of crude oil is burned), three times the 
average of other countries in the region (1.6 toe),2 over 
97% of which was imported.3 Its energy mix remains 
dominated by fossil fuels (82%), with renewables 
(offshore/onshore wind, solar) accounting for just 7%.4 
In the event of a blockade or cyber or kinetic threat, 
Taiwan’s energy security would be severely tested, as 
it would have to rely on its energy reserves.

As the Executive Yuan has reported, current energy 
reserves amount to 167 days of oil, 56 days of coal, 
and 14 days of liquefied natural gas (LNG), though the 
government of Taiwan is trying to extend liquefied 
natural gas storage to 21 days.5 These stockpiles 
would be insufficient in a blockade scenario, especially 
when we consider the centralized and vulnerable 
nature of Taiwan’s energy storage infrastructure. 
Framing storage solely in terms of “days of supply” 
fails to account for distributional and operational 
realities during a crisis—one that could last weeks, 
months, or even years, as evidenced by Russia’s war in 
Ukraine.
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Taiwan must invest in curbing demand, building local 
storage, and preparing for emergency rationing. This 
will not only improve resilience but send a strategic 
signal to Beijing: Taiwan can sustain itself in the face 
of energy supply disruptions.

The Semiconductor Industry: A 
Strategic Driver of Energy Demand

Semiconductor manufacturing—Taiwan’s economic 
backbone—is extraordinarily energy-intensive. In 
2023, 55% of Taiwan’s electricity consumption came 
from industrial users, with the Taiwan Semiconductor 
Manufacturing Company (TSMC) alone accounting 
for 8% and projected to consume 24% by 2030.6 
As TSMC produces increasingly advanced 
semiconductors, energy needs grow; the company’s 
electricity consumption more than doubled when they 
started producing 3nm chips in 2023, compared to 
production of 10nm chips in 2016.7

The electronics and chemical sectors are the top 
energy consumers in Taiwan’s manufacturing sector. 
However, it is also worth noting that the electronics 
industry is the driver of Taiwan’s economy (in 2016 it 
contributed 17% of Taiwan’s GDP).8 Further Taiwanese 
economic growth will rely on continuous stable 
access to energy.

Stable energy access is non-negotiable for 
maintaining Taiwan’s competitiveness and reputation 
as a reliable partner in global supply chains. Yet 
national energy resilience cannot be built by 
government alone. The private sector must share 
responsibility for securing Taiwan’s energy future.

What the Industry Is Already Doing

Taiwanese firms are not starting from zero. 
TSMC and others have already participated in the 
government-led Whole-of-Society Resilience 
initiatives.9 Independently, TSMC has committed 
to returning to 2020 levels of energy use by 2030, 
moving to 100% renewable energy by 2040, and 
achieving net zero emissions by 2050.10 It has also 
invested in more efficient equipment and energy 
control systems for cooling.11

Still, these initiatives must be scaled and integrated 
into a broader cross-Taiwan strategic framework.

Four Strategic Pillars for Private-
Sector-Led Energy Resilience

Decentralized Energy Infrastructure

Taiwan’s grid is largely centralized and managed by 
Taipower, a state-run entity.12 Greater geographic 
and institutional diversification of energy assets 
will reduce systemic vulnerabilities by allowing for 
redundancies and easier corrective action in the case 
of cyber or kinetic attacks. Taiwan took a step in the 
right direction with the Electricity Act of 2017, which 
required Taipower to split into two companies, one to 
oversee generation and one to oversee distribution.13 
The Electricity Act also allowed for independent 
power producers (IPPs) to operate, either via the 
existing grid or through Taipower’s, and allowed 
power generated from renewable energy facilities 
to be sold directly to end users under a corporate 
power purchase agreement (CPPA).14 A framework 
is in place to allow for more private investment and 
diversification in the grid. 
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Short-Term Distributed Energy Storage

Without distributed storage, a maritime blockade 
or cyberattack could grind Taiwan’s economy to a 
halt within days. Taiwan must work with industrial 
energy users to deploy a decentralized system of 
smart batteries and microgrids capable of sustaining 
essential operations under pressure. The authorities 
should also incentivize essential industry partners to 
establish their own in-house energy storage systems 
to allow for continued operation during periods of 
limited energy access. Additional redundancies could 
include microgrids that connect to the larger Taipower 
network but that can also run independently in case 
Taipower’s network becomes unreliable. There are 
further arguments for these private energy generation 
and storage systems to resupply energy to the 
public infrastructure as needed, similar to systems in 
California that buy surplus energy from private home 
renewable energy systems.15 

Electricity Market Reform

Taiwan’s electricity is among the cheapest in the world 
due to government subsidies.16 In 2022 and 2023, 
Taipower lost over TWD 425 billion because the cost 
of imported energy exceeded retail prices.17 While 
positive for the general population, cheap energy 
disincentivizes conservation and private investment. 
The Electricity Act of 2017 aimed to establish an 
independent electricity regulatory agency and to 
conduct reviews of provisions for large electricity 
consumers; however, this has yet to be done.18 Taiwan 
began course-correcting with an 11% rate increase 
in 2024.19 Regular price reviews (at least quarterly) 
should be conducted to bring Taiwan’s electricity 

pricing to levels comparable with others in the region 
and reduce Taiwan’s coal use—one of the world’s 
highest per capita.20

Another way to engage the private sector in energy 
resilience activities would be to establish a carbon 
tax and/or a carbon credit system to incentivize 
companies to reduce CO2 emissions, which in turn 
can reduce energy demands.21 The revenue from the 
tax could go towards public and private research and 
development for smart energy-sourcing and storage 
solutions. 

Emergency Planning and Energy Rationing

While it would be difficult to predict exactly what 
an energy shortage would look like during a state of 
emergency, Taiwan has already experienced blackouts 
and other instances of energy shortages, most 
notably a series of energy outages in the summer of 
2022.22 With climate change increasing demand and 
volatility, emergency scenario planning must include 
public-private coordination on load shedding, blackout 
protocols, and industry-specific energy priorities. 
Heavy users such as TSMC should be incentivized to 
invest in on-site backup generation and storage to 
reduce dependence on the public grid during crises.

As part of the Whole-of-Society Defense Resilience 
work, the government of Taiwan should invest in 
studies and collaborations with the public and private 
sectors to establish rationing strategies as a part of 
emergency scenario planning. Protecting Taiwan’s 
people and their security will require investment in 
and buy-in to well-thought-out, aggressive energy 
resilience planning across all sectors. 
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Policy Recommendations

Expand Microgrids Outside of Taipower’s Direct 
Control: Allow and incentivize large users to create 
microgrids that can operate independently in 
emergencies.

Create a Resilience Incentive Framework: Use tax 
credits, grants, and/or regulatory benefits to reward 
private sector entities that invest in smart storage, 
efficiency, or backup systems.

Reform Electricity Pricing Structures: Phase out 
counterproductive subsidies and increase electricity 
rate transparency. Ensure that the pace of reform 
protects low-income consumers.

Enhance Industry Engagement: As part of the 
Whole-of-Society Resilience planning efforts, 
institutionalize public-private coordination on energy 
security, particularly as it relates to situational 
planning for energy shortages and energy rationing 
so that necessary measures allow for the thoughtful 
scaling back of energy use while minimizing long-
term damage to Taiwan’s economy and its citizens’ 
livelihoods.

Conclusion

Taiwan’s energy resilience is not simply a technical 
or environmental challenge—it is a strategic 
imperative. Taiwan’s ability to deter aggression 
increasingly depends on its ability to function under 
duress. The private sector, and particularly Taiwan’s 
semiconductor industry, holds untapped potential 
to safeguard national security through smarter, 
less centralized, and more robust energy practices. 
Policy and private-sector investments must evolve 
to activate this potential. Taiwan has taken important 
steps, but in a time of intensifying global and regional 
pressure, the time to go further is now.
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Taiwan and Germany’s Economic Security
—Too Important to Be Left to the Markets

By Thomas König

Taiwan has been on Germany’s mind—in recent years 
perhaps more than in previous decades. And why 
shouldn’t it be? Taiwan, after all, has attracted more 
than €6.1 billion in German investments with almost 
300 German companies successfully conducting 
business on the ground. 

Not only is Germany the second-largest EU 
investor in Taiwan, but it will also be home to Taiwan 
Semiconductor Manufacturing Company’s (TSMC) 
first semiconductor plant in Europe, in the eastern 
German city of Dresden. The joint venture between 
TSMC, Robert Bosch GmbH, Infineon Technologies 
AG, and NXP Semiconductors NV officially broke 
ground on the site in late 2024. It has also been 
groundbreaking in the sense that it has initiated 
an open debate about the kinds of foreign direct 
investments Germany wants and needs to future-
proof its currently strained economy. 

Navigating contemporary trade relations has never 
been more hazardous and complicated than it is 
now; alliances are shifting, trade routes are in flux, 
and economic interdependencies are increasingly 
weaponized. Within this context, the export-driven 
German economy finds itself at a crucial point 
in its own history: Safeguarding the long-term 
interests of the German economy, ensuring overall 
competitiveness of the German market economy, 
and promoting and protecting innovation “Made in 
Germany” should be key tenets of the economic 
policy of the new administration in Berlin. 

During World War I, French Prime Minister 
Clemenceau famously proclaimed, “War is too 
important to be left to the generals.” The sentiment 
holds true when it comes to economic security as 
well: Economic security is too important to be left 
just to the markets. The government must identify 
economic risks and proactively mitigate them in close 
cooperation with the business community. 

Germany is open for business and will remain so, but 
the government can take concrete steps to signal the 
overall strategic importance of continued, stable trade 
relations with Taiwan. Economic interdependencies 
are a primary feature of a liberal world trade order; 
we have taken these interdependencies for granted 
for the longest time while geopolitical realities have 
shifted right under our noses—and throughout that 
shift, Taiwan has successfully established itself as 
an economic force to be reckoned with. Much of 
the world’s technology is powered by computer 
chips made in Taiwan. TSMC, a single Taiwanese 
company, controls two-thirds of the global 
semiconductor market.1 Whether or not we like these 
interdependencies, they are an economic reality 
that will directly impact the interests of the German 
economy. 

“It’s the economy, stupid” has turned into “it’s 
economic security, stupid”. Germany needs to face 
up to its economic dependencies and make sure that 
risks are minimized to the extent possible. To that end, 
and given the already established stakes, Germany 
should confidently identify Taiwan as an important 
trading partner and signal the importance of 
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continued stable relations between China and Taiwan, 
which have become increasingly tense in recent years.

A brief look at the current German position on 
Taiwan highlights that a policy update is in order. 
The foundation for policy toward Taiwan is the July 
2023 “Strategy on China of the Government of the 
German Federal Republic.” In this 64-page document, 
Taiwan features to only a very limited extent. There 
is no mention of the deep economic interests that 
Germany has in Taiwan. Right in the introductory 
section, Germany reaffirms its commitment to the 
“One-China” Policy: 

The One-China policy remains the basis 
for our actions. We only have diplomatic 
relations with the People’s Republic of 
China. Germany has close and good 
relations with Taiwan in many areas and 
wants to expand them.2

The economic relationship with Taiwan is noted only in 
passing on page 51:  

We also have economic and technological 
interests regarding Taiwan. Taiwan is 
important for Germany both as a location 
for German companies and as a trade 
partner.3

These two sentences barely pay lip service to the 
very real economic interests that Germany has in 
Taiwan. Most recently, on April 10, 2025, the coalition 
agreement of the new Federal Government was 
released; here, too, Taiwan is mentioned only briefly:

Based on our One-China Policy, we are 
continuing to develop our relations with 
Taiwan. Any change to Taiwan’s status 
quo can only occur peacefully and by 
mutual consent.4

At least when it comes to putting pen to paper, 
Taiwan appears to be a mere afterthought in the 
German policy sphere, even though there are very 
concrete, tangible reasons for making Taiwan an 
economic priority.  

With semiconductors alone, the economic 
interdependencies are undeniable: 80% of all 
microchips worldwide are produced with lithography 
optics provided by major German companies such 
as Trumpf, Zeiss, and Dutch counterpart ASML.5 In 
the past five years, German giant Merck has invested 
around half a billion Euros to further center itself in the 
semiconductor supply chain while chemical company 
BASF has announced an investment expansion in 
Taiwan. According to 2024 statistics compiled by the 
German Trade Office in Taipei, only 29% of surveyed 
companies (down from 42% in 2023) cited China–
Taiwan relations as a reason for halting investments. 
Only 29% of German companies in Taiwan cite 
the China–Taiwan tensions as negatively affecting 
supply chains, while almost 60%—up 2 percentage 
points from 2023—reacted negatively to global 
uncertainties. Nevertheless, over 60% of German 
companies expected their Taiwan-based subsidiaries 
to grow.6 And there is room to grow: Mechanical and 
plant engineering with robotic features, aerospace, 
healthcare, and energy and resource management 
still hold great potential for future German–Taiwanese 
cooperation—not to mention semiconductors and AI.

To that end, then-Federal Minister of Education 
Bettina Stark-Watzinger made a historic trip to 
Taiwan in 2023, the first government-level ministerial 
visit in 26 years. While in Taiwan, the minister 
signed a science and technology agreement to 
expand collaboration in areas such as battery 
technology, hydrogen energy, AI application, and 
semiconductors.7 Minister Stark-Watzinger’s visit was 
heavily criticized by Chinese officials who considered 
the visit “associating and interacting with Taiwan 
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independence separatist forces,” 8 but the ministry 
defended the visit as unofficial, noting that the 
main focus of the trip was knowledge exchange and 
tightening of economic ties, and that Stark-Watzinger 
had not met with high-level Taiwanese officials. After 
all, significant economic cooperation is already an 
established part of the Germany–Taiwan relationship. 
A sensible approach to economic relations with 
Taiwan necessitates this kind of exchange.

The state of Saxony (future home of the TSMC 
facility) has continued this trend of economic 
engagement for the sake of economic resilience: In 
2023, Saxony Science Minister Sebastian Gemkow 
opened a science liaison office in Taiwan.9 In 2024, 
State Secretary Thomas Kralinski attended the leading 
semiconductor trade fair SEMICON in Taipei and met 
with his Taiwanese counterpart for discussions. This 
year, the city of Dresden will be represented at the 
SEMICON fair and a visit by Minister President Michael 
Kretschmer, who welcomed Taiwanese Economics 
Minister Jyh-huei Kuo to Saxony two months ago, is 
planned for September 2025.

The economic numbers and inherent potential 
speak for themselves. It should therefore not be 
controversial to say that Germany regards stable 
China–Taiwan relations as a top priority for reasons of 
economic security. Thus, it would seem that Germany 
should make clear that economic ties to Taiwan are a 
strategic priority in which they will continue to invest. 

However, any clear statements regarding the 
economic importance of Taiwan could possibly carry 
consequences for relations between Germany and 
China. After all, China was Germany’s second-largest 
trading partner for goods in 2024, and between 2016 
and 2023, it was Germany’s largest trading partner. 
Why should Germany potentially ruffle any feathers? 

To this day, many policymakers in Berlin view a 
potential Taiwan conflict primarily as an issue between 
the United States and China on which Germany 
should stay mostly neutral. But especially now that the 
current Trump administration’s commitment to Taiwan 
is in question,10 global trade tensions are flaring, and 
Russia’s war in Ukraine continues to destabilize the 
world order, Germany, too, needs to courageously 
adjust to the “new normal.” 

Framing Taiwan as an economic security issue for 
Germany is the most sensible approach to new global 
dynamics. Germany can clearly make the case that 
it has significant economic stakes when it comes 
to Taiwan: An escalation of China–Taiwan tensions 
could conceivably result in China directly disrupting 
global supply chains; the 180-kilometer-wide 
strait separating the island of Taiwan and the Asian 
continent is a major global shipping corridor through 
which flows a significant portion of the world’s 
container fleet. Germany must safeguard its access 
to semiconductors and, with the Dresden facility, will 
officially join the ranks of important trading hubs for 
the global semiconductor infrastructure. 

Based on this author’s professional experience of 
almost two decades of productively engaging with 
China, sound economic arguments regarding the 
strategic importance of Taiwan, with the statistics 
to back them up, are a very good foundation for any 
discussions with Chinese counterparts. Germany 
has stakes in stable relations with Taiwan as well and 
should not hesitate to clearly state them. Reframing 
Taiwan’s economic output as an economic security 
priority to safeguard overall German interests will 
certainly be contentious, but will also help China 
understand the stakes that Germany has defined for 
itself in the Indo-Pacific. 
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The new German government has an extremely 
complex domestic and international agenda it needs 
to address as fast as possible. Considering the 
economic interdependencies, it should (or must?) 
confidently acknowledge the importance of Taiwan 
atop its economic agenda and make clear that 
avoiding any disruptions to Taiwan’s semiconductor 
industry is also a core interest of German economic 
security. 

Surely an issue area this significant deserves more 
than a few noncommittal sentences in policy papers. 
Taiwan is an opportunity for Germany to clearly 
outline its own economic interests and priorities 
in the Indo-Pacific and the world at large and to 
acknowledge that in this age of economic insecurity, 
we should be willing to put our governmental support 
where our investments are.

A healthy, mutually beneficial relationship with 
China is an important part of Germany’s global 
trade footprint and the government and business 
community should and undoubtedly will continue to 
improve the relationship. Germany will also remain 
committed to its “One-China” policy. But within that 
framework, it is important to make room for an honest 
assessment of the overall economic importance of 
Taiwan and the strategic implications for the German 
economy at large. 

The time has come for Germany to take economic 
security seriously and to adjust its strategy 
accordingly. 
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Inoculating Citizens Against Foreign Malign 
Influence
How Taiwan and the Western Balkans can learn from and support one 
another in their fights against foreign disinformation 

By Jacob Kostrzewski

Democracy is broken. We are stronger than your 
allies. Your friends will abandon you. These are the 
types of narratives that the People’s Republic of China 
(PRC) and Russia share through their foreign malign 
influence campaigns in Taiwan and the Western 
Balkans, particularly in Serbia, Bosnia and Herzegovina, 
Kosovo, and Montenegro. The PRC and Russia seek 
to exploit Taiwan’s and the Western Balkan countries’ 
democracies, which allow for free and open speech 
to share harmful content.1 Their goals are similar: 
discredit traditional allies and partners, cast doubt 
upon democracy as an effective and representative 
system of governance, and instill a sense of dread and 
inevitability within the populations of these countries 
to push them towards the PRC’s and Russia’s preferred 
outcomes. 

Foreign malign influence, or “any hostile attempt 
to alter public opinion at the direction of a foreign 
government,” 2 can come in many forms, including 
information operations, spread of disinformation 
or fake news, and manipulation of facts to tell an 
alternate story. The PRC and Russia are among the 
biggest perpetrators of foreign malign influence,3 and 
Taiwan4 and the Western Balkans5 among its greatest 
targets. One of the key challenges facing Taiwan 
and the Western Balkans, and any country under 
assault by foreign malign influence campaigns, is that 
disinformation is inexpensive and easy to produce,6 
even at significant scale, while efforts to refute, 
counter, or debunk it are time-consuming, expensive, 

and require significant levels of trust within society. 
Russell Hsiao, Executive Director of the Global Taiwan 
Institute, in conversation with the 2025 cohort of the 
Taiwan-US-Europe Policy Program (TUPP) on February 
13, 2025 noted that there is a “tremendous imbalance” 
between the amount and sophistication of the PRC’s 
efforts to influence Taiwan’s population and the 
resources available to the Taiwanese government and 
civil society to respond to it. 

These critical challenges facing both Taiwan and the 
Western Balkans yield lessons learned, strategies 
and approaches, and opportunities for collaboration 
between governments and civil society actors from 
both contexts. 

Foreign Malign Influence Goals and 
Narratives

Serbia, Bosnia and Herzegovina, Kosovo, and 
Montenegro are four Western Balkan states that 
have transitioned to flawed but generally functioning 
democracies following the breakup of Yugoslavia in 
the early 1990s. All are aspiring EU member states 
with significant Serbian-speaking populations, 
which makes them targets for Kremlin-backed 
malign influence campaigns. Russia has long sought 
to portray itself as the “big brother” of Serbs,7 and 
many Serbs find kinship with Russia due to historical, 
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cultural, and religious ties. While Serbia itself balances 
its foreign relations between the West and Russia, 
the other three states have aligned themselves 
with NATO, with Montenegro acceding as one of its 
newest members in 2017, and all four countries have 
sought closer ties with and eventual membership in 
the EU. 

The Russian government under Vladimir Putin has 
long opposed the eastward expansion of NATO 
and the EU,8 and sees stable, functioning, and 
increasingly wealthy democracies, many of which 
have populations culturally, linguistically, and 
religiously similar to Russia’s, as a threat to Putin’s 
authoritarian rule at home. Russia invaded Georgia 
in 2008 and Ukraine in 2014 and 2022 as those 
countries improved their relations with the West and 
made progress towards EU and NATO membership. 
While the Western Balkans are farther away and thus a 
harder target to attack militarily, they are nonetheless 
targets of Russia’s malign influence campaigns, 
including widespread disinformation and information 
manipulation. 

Russia specifically targets Serbian communities in 
these countries (in the case of Serbia, the whole 
country) with narratives that seek to sow confusion, 
doubt, and uncertainty among these countries’ 
populations, destabilize their governments and their 
foreign relations, and bring their citizens and leaders 
closer to Russia. Among the most common Russian 
disinformation narratives in the Western Balkans are:

• The EU and the United States are unreliable 
allies and partners. They regularly abandon their 
friends and will not support your country in its 
time of need. 

• The EU does not want you to join. Montenegro 
and Serbia applied nearly two decades ago and 
still have not been let in.       

• The EU and the United States are weak 
economically, militarily, and politically. Russia 
is stronger than NATO and would win should a 
war break out. 

• NATO is an aggressor. NATO bombed Serbia 
and killed Serbian civilians in 1999. 

• Russia is your big brother and a reliable friend 
with your best interests at heart. 

Meanwhile, Taiwan is a highly developed, robust 
democracy with a majority ethnically Han Chinese 
population. The PRC views Taiwan as a renegade 
province, and the PRC’s leader, Xi Jinping, has made 
the “reunification” of the Chinese nation a core tenet 
of his premiership.9 Taiwan’s leaders, meanwhile, have 
maintained that Taiwan cannot be forcefully annexed 
by the PRC and that the future of cross-Strait 
relations must reflect the will of Taiwan’s people.10 

The PRC utilizes “United Front” tactics, or whole-of-
society attacks, to (in the words of Russell Hsiao) 
“co-opt, coerce, and convert” the population of 
Taiwan against their own government and to favor the 
PRC perspective on cross-Strait relations. The PRC 
employs disinformation and information manipulation 
as core parts of United Front, taking advantage 
of the openness of Taiwan’s democracy to spread 
information through traditional and social media, and 
by employing propagandists to work on its behalf. 
Through these tactics, the PRC aims to instill a sense 
of dread that Taiwan cannot exist in the current 
status quo for much longer, and that it is in the best 
interest of Taiwan to unify with the PRC on the PRC’s 
terms. Common manipulative narratives that the PRC 
employs against Taiwan include:

• Taiwan cannot militarily or economically 
withstand the PRC, and thus it is better to 
simply capitulate and reunify on the PRC’s 
terms. 
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• The PRC and Taiwan are one country and 
reunification is inevitable. 

• The United States is not a reliable ally and would 
not come to Taiwan’s aid in its time of need. 

• The PRC has Taiwan’s best interests at heart. 

With technological advances in artificial intelligence 
(AI), the PRC is becoming more creative with its 
malign influence and disinformation campaigns, 
as former President Tsai Ing-wen told the TUPP 
Fellows on February 17, 2025. Similarly, Russia is 
utilizing AI to generate large amounts of increasingly 
convincing disinformation targeted at its adversaries.11 

As AI becomes more technologically advanced 
and the images, videos, and content it produces 
becomes more realistic, the volume and scope of 
disinformation threatening both the Western Balkans 
and Taiwan become significantly more challenging. 

Challenges, Successes, and 
Opportunities in Countering 
Foreign Malign Influence 

Russia and the PRC have developed advanced, 
inexpensive, and effective disinformation and 
malign influence tactics that they employ against 
their targets in the Western Balkans and in Taiwan. 
However, government, civil society, and citizens in 
the Western Balkans and Taiwan, along with their allies 
in other democratic countries, have been working 
to identify and combat these attacks. Both contexts 
yield lessons learned on successes and opportunities, 
as well as shared or unique challenges in their work to 
combat malign influence. 

One challenge shared by government and civil 
society in both the Western Balkans and Taiwan is 

short attention spans among citizens, particularly 
among younger generations who grew up in the 
age of social media with exposure to soundbites 
and short videos. Such audiences are less likely to 
engage with longer content such as articles and 
in-depth videos debunking narratives. Instead, in the 
Western Balkans, civil society organizations working 
to combat Russian disinformation have found short, 
engaging, to-the-point video clips of approximately 
one minute in length to be more impactful, engaged 
with, and shared. Civil society organizations in 
Taiwan such as Watchout noted similar success with 
short-form videos. During the TUPP Fellowship, a 
representative of Watchout noted in conversation 
that short, “cute” videos routinely received over two 
million engagements (such as likes and shares), a 
very significant number for Taiwan’s population of 
approximately 23 million. Short-form videos, however, 
present their own challenges, as it is difficult to pack 
significant amounts of accurate information into 
a 60-second clip. However, the payoff, according 
to organizations in both contexts, is significant as 
audiences engage at much higher levels with short 
rather than long content. 

Additionally, in both the Western Balkans and Taiwan, 
individuals trusted within communities have proven 
to be highly effective in combating disinformation 
narratives and malign influence within their 
communities. In the Western Balkans, young activists 
known within their communities who share factual 
information to debunk false narratives spreading 
in their communities have swayed community 
members away from disinformation. According to 
unpublished research by a US-based NGO, in multiple 
experiments conducted in 2023 and 2024, activists 
known within their communities went door-to-door 
sharing pro-democracy messaging and debunking 
known narratives to their neighbors. In follow-on 
surveys conducted by local organizations, individuals 
these activists spoke to showed significantly higher 
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awareness of what information was false than 
control groups not reached by activists. Working with 
individuals on a one-on-one level is expensive and 
time-consuming. However, numerous cases have 
demonstrated that it is among the most effective 
ways of combatting disinformation and foreign malign 
influence, and therefore is worthy of investment. 

Finally, rural and older citizens in both countries 
are often not technologically literate and lack the 
tools and knowledge to identify false information 
or AI-generated content. They are also less likely to 
know where to turn for truthful content online. Older 
citizens respond better to in-person events, which 
tend to be expensive and logistically challenging 
to organize, particularly in smaller, remote towns. 
They also tend to reach fewer people than online 
messaging due to room capacity issues or people’s 
availability to meet at a given time. However, because 
people tend to respond more positively to counter-
disinformation narratives shared by trusted contacts, 
in-person events may be worth the effort even if they 
do not reach everyone in a given town, as attendees 
are likely to share what they learned with friends and 
family. 

Policy Recommendations 

The Western Balkans and Taiwan are victims 
of advanced and tireless efforts to disrupt the 
functioning of their democracies by Russia and 
the PRC, respectively. Successes and challenges 
in both contexts, however, offer paths forward for 
governments, civil society, and citizens to learn from 
one another and become better at understanding, 
identifying, and fighting disinformation narratives 
and foreign malign influence. The following are 
recommendations for parties in both contexts to 
consider:

• Foster online and, if possible, in-person 
exchanges between civil society groups and 
activists working to counter malign influence 
in the Western Balkans and Taiwan. Activists 
in both contexts have become creative and 
resourceful in fighting disinformation; however, 
as disinformation and foreign malign influence 
continuously evolve, strategies to combat 
them must evolve and improve in tandem. 
Organizations such as the Taiwan Foundation 
for Democracy can be good conduits between 
activists in both areas. 

• Develop online portals or similar venues for 
activists to share examples of foreign malign 
influence narratives and share how they 
countered them. This would help keep dialogue 
between activists in the Western Balkans and 
Taiwan ongoing and would help activists rapidly 
learn from one another to counteract the speed 
at which new disinformation narratives are 
developed and deployed. 

• Many governments in Central and Eastern 
Europe have developed civil defense guides 
to inform their citizens how to respond in the 
event of various disasters. These guides are 
easily readable, emphasize short and clear 
instructions, and utilize imagery and other 
easily digestible content to share large amounts 
of information quickly. Taiwan’s government 
and various civil society organizations have 
begun studying these guides and producing 
their own. Governments and civil society 
should collaborate to produce similar guides 
for understanding the threat posed by foreign 
malign influence, ways to identify (at least the 
most common examples of) it, and strategies 
to fight it. 
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• In conversation with TUPP Fellows, Vice 
President Hsiao Bi-khim noted the need for 
“middle powers” who are victims of larger 
aggressors to collaborate in sharing strategies 
to counter threats. Taiwan and democratic, 
like-minded governments in the Western 
Balkans should open channels of dialogue and 
communication on the challenges they have 
faced and work together to fight back against 
foreign aggression. Such collaboration should 
expand, grow, and become regular as threats 
increase. 
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Conscription Reform Requires Structural 
Change

By Ben Levine

In January 2024, Taiwan lengthened its required 
military service from four months to one year, 
after years of gradually reducing the required 
time, signaling a significant shift in its national 
defense policy.1  Faced with ever-increasing military 
intimidation by the People’s Republic of China (PRC), 
Taiwanese policymakers and military planners are 
responding to the moment. International media 
reacted to this new policy by lauding Taiwan for taking 
a bold step to counter the growing threat emanating 
from the PRC.2 However, without deeper structural 
reforms—such as clearer civil defense coordination, 
stronger incentives for conscripts, and better reserve 
readiness—this new policy risks remaining a halfway 
measure that neither deters threats nor ensures long-
term national defense. 
 
Taiwan’s Conscription History: 
From Cold War to Today 
 
Taiwan has had some form of required military service 
since 1949.3 After the Kuomintang government fled 
to Taiwan and in the decades that followed during 
the Cold War, all men aged 18 to 36 served for two to 
three years; this reflected the security environment 
at the time.4 During times of crisis, Taiwan’s military 
responded effectively and resolutely defended the 
nation. Examples of this can be seen through the 
three Taiwan Straits Crises in 1954, 1958, and 1958.5 
However, starting in the 2000s, the Taiwanese 
government began transitioning to an all-volunteer 
service. By 2012, the Ma Ying-jeou administration cut 
mandatory service down to just four months, with the 
intent of relying on an all-volunteer military.6 

This shift, while popular among the youth of Taiwan, 
severely weakened military preparedness and 
readiness. In my conversations with Taiwanese 
citizens, most who had participated in the compulsory 
military service before the lengthening of the service 
to one year likened it to a summer camp. The general 
consensus was that this brief taste of military 
service was not worth their time, providing neither 
military skills they could use if called on to fight nor 
experience in emergency management they could 
employ as civilians.

 

The Updated Conscription Policy

The new conscription policy, with the first batch 
of conscripts under the new regime finishing their 
service in January 2025, extends compulsory 
service from four months to one year for male 
citizens born after 2005.7 Beyond the longer term 
of service, the new system is structured around a 
more comprehensive and intensive training program, 
intended to make combat-ready soldiers and create a 
capable reserve system. The system is broken down 
into five phases:
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1. Basic Training (8 weeks)

Focus: Military discipline, physical fitness, 
basic weapons training

2. Unit Training (18 weeks)

Focus: Specialized skills, cyber and civil 
defense, disaster response

3. Advanced Combat Training (7 weeks)

Focus: Tactical exercises, urban combat, live-
fire drills

4. Base Training (13 weeks)

Focus: Simulated wartime scenarios, joint 
operations

5. Joint Military Exercises (6 weeks)

Focus: Large-scale national defense drills (Han 
Kuang, Min An exercises)

In addition to the updated training regime, the 
new policy also gives conscripts improved pay and 
benefits. For example, before the change in policy, a 
private earned TWD $6,510 (~$198) per month and 
now earns TWD $20,320 (~$667) per month. While 
this is a step in the right direction, better pay and 
benefits are needed given the opportunity costs 
that young people face by taking a year off from 
their education or work to complete the compulsory 
service.

Regarding benefits, the policy mentions three areas: 
retirement, job matching programs, and professional 
certifications. One year of military service now counts 
toward labor pension eligibility, making it more 
financially meaningful in the long term. To ease the 

transition back to civilian life, the military will also 
offer job placement services to connect conscripts 
with private-sector employers. In addition, those 
serving in specialized fields—such as engineering, 
information technology, logistics, and medicine—can 
earn certifications during service that are recognized 
in the civilian workforce. The new policy also mentions 
a civil defense system playing a role in military 
operations, disaster relief, medical aid, engineering 
repairs, and public safety. However, details are scant 
and the role that Taiwan’s very capable civil society 
can play is seen as an afterthought.

Comparison: How Does Taiwan 
Stack Up?

The new, updated conscription policy is an attempt 
to adapt to Taiwan’s current security environment. 
However, compared to similar countries also facing 
existential threats, such as Singapore, South Korea, 
and Israel, Taiwan falls well short in two key areas:

1. Length of service: All three 
countries have a significantly longer 
conscription period. Singapore’s length 
of service is 24 months, South Korea’s 
is a minimum of 18 months, up to 21 
months, and Israel’s is a minimum of 
24 months for women and a minimum 
of 32 months for men.8 

2. Reserve System: Other countries 
maintain strong reserve systems that 
keep former conscripts in training 
pipelines and link them to civil defense 
or emergency functions. Taiwan’s 
reserves remain poorly organized and 
underutilized.
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Will This Improve Defense 
Readiness?

 Taiwan’s new conscription policy should in theory 
improve defense readiness. A bigger pool of citizens 
with more professional military training must be a net 
positive for Taiwan’s ability to respond to the PRC’s 
coercive behaviors. This policy shift signals not only 
to the Taiwanese public but also to the international 
community that Taiwan is getting more serious about 
its own defense.

However, major problems remain. In discussions with 
Taiwanese military experts, I keep hearing that the 
new conscription policy is only a little over a year old 
and nothing changes that quickly, and that structural 
reforms will happen eventually. This lack of urgency 
is ill-suited to the current international environment 
Taiwan is facing. The United States is pulling back on 
its commitments to the rest of the world, and the PRC 
is increasingly belligerent. Taiwanese policymakers and 
military planners therefore need to pick up the pace 
and make deep structural reforms. In addition, civil–
military coordination is fragmented, which is curious, 
given Taiwan’s talented civil society and President Lai’s 
Whole-of-Society Defense Resilience Committee.9 
Finally, while the new conscription policy enjoys 
societal support overall, a plurality of young Taiwanese 
opposes the lengthening of compulsory service.10

Policy Recommendations

Given the urgency of Taiwan’s current security 
environment and the considerations mentioned above, 
the Taiwanese government must push convention; 
therefore, here are six recommendations that will 
improve Taiwan’s military readiness: 

Inclusion of women in the draft: Taiwan’s security 
challenges are total and societal. Excluding women 
from the draft undermines both workforce needs and 
societal cohesion. Many women already serve in the 
military, although not in combat roles. Making service 
universal to include women would give a much-
needed boost to the pool of conscripts and reservists 
and give the new policy more legitimacy in the eyes 
of Taiwan’s youth. In addition, in Taiwan’s civil defense 
courses that teach valuable and potentially lifesaving 
skills to ordinary citizens, women already comprise 
the majority of class participants—highlighting that 
Taiwanese women stand ready to serve their country 
today.

Alternative service pathways: Taiwan excels in 
many industries that are critical to national defense. 
Highly skilled individuals could serve in alternative 
ways, contributing their unique skill set through their 
expertise rather than taking on a combat role.

Strengthening reserve forces: Further enhancement 
of the reserve force structure, such as mandating 
annual refresher courses, holding mobilization 
exercises, and improving pay and benefits would set a 
solid foundation for a capable reserve force.

Access to firearms training for civilians: In Taiwan’s 
current security environment, civilians need firearm 
skills in many potential scenarios. However, given 
Taiwan’s strict gun control laws, any civilian firearm 
training program would need existing gun control 
laws to be loosened. This shift would require the 
development of a clear regulatory framework to 
ensure safety and responsibility. A regulated civilian 
firearms training program could complement Taiwan’s 
civil defense efforts.  

Stronger incentives: While the higher salary for 
conscripts is a welcome start, it is still below Taiwan’s 
minimum wage. At the very least, it should match the 
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minimum wage. In addition, having the year of service 
count towards the labor pension eligibility is a good 
first step, but stronger benefits such as tuition waivers 
for higher education and preferential hiring for public 
sector jobs or cooperation with the private sector 
could turn mandatory service into a springboard for a 
future career, not a setback.

Greater civil–military cooperation: While President 
Lai’s Whole-of-Society Defense Resilience Committee 
aims to bring together civil society groups to increase 
societal resilience, more direct collaboration is needed 
between civil society organizations and the Ministry 
of Defense. This would allow for the execution of 
joint training programs, clear assignments during 
emergencies, and the integration of civil society 
organizations’ expertise into areas such as disaster 
response, cyber defense, and information warfare.  

What Does Success Look Like?

The success of Taiwan’s new policy will be measured 
not by the number of new conscripts and reservists, 
but by the impact on Taiwan’s defense preparedness 
and readiness. This means having conscripts and 
reservists who are not only trained and supported 
well, but who share in the mission of building a strong 
national defense. 
 
If Taiwan wants to have a conscription regime 
that is genuinely successful, then it must invest in 
an ambitious, long-term strategic plan: clear civil 
defense roles, a gender-inclusive service, a modern 
reservist system, and meaningful incentives that tie 
compulsory military service to opportunities for the 
conscripts who dedicate a year of their life to serving 
their country.  
 
Ultimately, Taiwan’s future security cannot rely 
primarily on extending conscription, but done right, 

the updated conscription policy can serve as the 
foundation of a whole-of-society defense resilience 
strategy. Done halfway, it risks becoming a symbol 
that neither deters threats nor ensures long-term 
national defense.
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To Visit or Not to Visit?
Crisis Prevention and Management in the Taiwan Strait

By Shuxian Luo

When viewed through the lens of crisis prevention 
and management, former US Speaker of the House 
Nancy Pelosi’s visit to Taiwan on August 2–3, 2022 
yields important insights. Tracing the actions of each 
party directly involved before, during, and after the 
visit makes it possible to extract useful lessons for the 
United States, the People’s Republic of China (PRC), 
and Taiwan.

Leading Up to the Visit

Speaker Pelosi’s visit to Taiwan was initially publicized 
in April 2022 but was postponed after she tested 
positive for COVID-19. The last visit to Taiwan by 
a US House Speaker had been in 1997, when Newt 
Gingrich traveled to Taipei. However, Gingrich’s visit 
triggered less controversy because he was from the 
opposition party, visited the PRC before traveling to 
Taiwan, and did not fly directly to Taipei from the PRC 
(fulfilling a precondition set by Beijing).1 In contrast, 
Pelosi was from the ruling Democratic Party and 
third in line to the presidency, presenting a greater 
perceived challenge to Beijing. Moreover, her visit 
came amid President Joe Biden’s repeated statements 
that the United States was committed to the defense 
of Taiwan.2 These heightened Beijing’s concerns 
that Washington was “hollowing out” its “One China” 
policy through a “salami slicing” tactic that would 
gradually erode the unofficial nature of the policy 
and the United States’ strategic ambiguity without 
formally abandoning them altogether.3 Believing that 

Biden could have dissuaded Pelosi but chose not to, 
Beijing viewed her visit as evidence of US executive–
legislative collusion to upgrade relations with Taipei.4 

When the rescheduling of Pelosi’s visit was 
reported, Beijing unequivocally communicated its 
dissatisfaction to Washington, threatening a tough 
response if Pelosi proceeded. On July 19, the Chinese 
foreign ministry voiced strong opposition to the trip, 
asserting that as part of the US government, Congress 
(and Congressmembers) should “strictly adhere to 
the United States’ One-China policy.” Beijing warned 
that a visit by Pelosi would be met with “strong and 
resolute measures.” 5 In a July 28 phone call lasting 
over two hours, Chinese President Xi Jinping urged 
Biden to prevent Pelosi’s visit, warning that the United 
States should not “play with fire” over Taiwan. Biden 
responded that he could not intervene, as Congress 
is one of three separate but equal branches of the US 
government.6 However, Beijing later became aware of 
reports that Pelosi had said she might reconsider the 
trip if Biden expressed his concerns to her directly, but 
that Biden refrained from doing so, instead sending his 
staff to caution her about the potential ramifications.7 
This likely reinforced doubts in Beijing that Biden used 
the division of power merely as a justification for not 
intervening with—and even acquiescing to—Pelosi’s 
visit.

Meanwhile, Beijing began to pressure Taipei to 
cancel Pelosi’s visit. Although direct communication 
channels between Beijing and Taipei had been mostly 
severed since Tsai Ing-wen became president in 
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May 2016, messages were relayed through unofficial 
intermediaries such as businesspeople, scholars, and 
journalists, according to a former senior official in the 
Tsai administration with first-hand knowledge of the 
crisis.8

For its part, Taiwan faced a predicament: Proceeding 
with the visit risked exacerbating tensions with 
Beijing, while canceling it could impair relations with 
Pelosi and be interpreted as yielding to Beijing’s 
pressure.9 Pelosi’s visit was particularly appealing 
to Taipei, as the island was becoming increasingly 
isolated internationally; such a demonstration of 
international support would boost domestic support 
for Tsai’s government.10 Media reports suggested 
that at one point Taipei considered declining the 
visit due to security concerns, but Pelosi reaffirmed 
her commitment to the trip through Taiwan’s de 
facto embassy in Washington, the Taipei Economic 
and Cultural Representative Office in the United 
States (TECRO), and insisted that the timing was 
ideal. Eventually, Taipei decided to proceed.11 The 
Biden administration briefed Taipei on the July 28 
Xi-Biden phone call and advised Taiwan to maintain a 
low-profile approach toward Pelosi’s visit.12

On the US side, the Biden administration went public 
about its disagreement with Pelosi regarding her 
trip. On July 20, Biden said that the Department of 
Defense was concerned that the trip could intensify 
regional tensions.13 However, Pelosi dismissed such 
warnings, insisting that her visit was a necessary 
demonstration of US support for Taiwan.14 

The Visit and PRC Response

On the evening of August 2, the US Air Force plane 
carrying Pelosi from Kuala Lumpur to Taipei took a 
circuitous route, avoiding direct transit over the South 

China Sea to reduce the risk of a US–China military 
incident.15 Meanwhile, four US warships, including the 
aircraft carrier USS Ronald Reagan, were deployed to 
areas east of Taiwan. Washington characterized this 
deployment as “routine” rather than specifically tied to 
the Pelosi visit, signaling a cautious but firm message 
that the United States would “not seek and [did] not 
want a crisis” but was “prepared to manage what 
Beijing chooses to do.” 16 

From August 2 to August 4, Taiwan’s military raised 
its combat readiness level. Officially, the military 
remained within “regular combat readiness period” 
levels, which apply during peacetime, but it was raised 
to a higher level than usual, according to interlocutors 
with firsthand knowledge.17 (“Defensive combat 
period” levels apply during wartime.)18 Throughout 
Pelosi’s visit and the following China’s People’s 
Liberation Army (PLA) military exercises, Taiwan’s 
primary concern was not a direct PLA attack or the 
downing of Pelosi’s plane, but rather the increased 
risk of accident or miscalculation. Taipei developed 
contingency plans for a range of scenarios, including 
one suggested by prominent PRC hawks of sending 
PLA aircraft to “escort” Pelosi’s aircraft into Taiwan’s 
airspace.19 

Less than half an hour after Pelosi arrived in Taipei, 
Beijing announced large-scale military exercises 
around Taiwan from August 4 to 7, warning ships and 
aircraft to avoid the designated areas.20 These drills 
commenced one day after Pelosi departed, likely to 
reduce the risk of accidents. In a parallel move, the 
United States announced that it was postponing an 
intercontinental ballistic missile test to signal that it 
had “no interest in escalating the tensions”.21 

According to an August 2 interview with US National 
Security Adviser Jake Sullivan, communication 
channels between Washington and Beijing remained 
open throughout Pelosi’s Taiwan visit and during the 
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Chinese military exercises to ensure clear messaging 
and minimize risk of miscalculation.22 While Beijing 
refused direct talks with Washington at the defense 
minister and Chair of Joint Chiefs of Staff levels, 
working level communications between the two 
countries’ defense and foreign affairs departments 
were not disrupted, according to a former senior US 
official in the Biden administration.23 As such, despite 
the heightened tensions, the two sides managed to 
maintain a level of predictability throughout the crisis. 
As US Under Secretary of Defense Colin Kahl noted 
during an August 8 briefing, “Nothing that China has 
done has surprised us.”24 

Taipei also took precautionary measures during the 
PLA drills, advising commercial airlines to temporarily 
reroute flights away from the exercise areas to ensure 
safety.25

Post-Crisis Lessons

The 2022 Pelosi visit was not the first Taiwan Strait 
crisis, nor is it likely to be the last. The United States, 
the PRC, and Taiwan can each draw useful lessons 
from the episode to improve crisis prevention and 
management in the future. 

For the United States, the executive branch should 
articulate the US “One China” policy clearly and 
consistently to minimize misperceptions and 
misjudgments in US–China interactions. It should also 
caution members of Congress that Taiwan should not 
be used for political grandstanding, as high-profile, 
symbolic visits may inadvertently harm Taiwan’s 
security by providing Beijing with a pretext to increase 
pressure on the island. Crisis messaging to Beijing 
should emphasize three points: The United States 
does not seek conflict with China but will respond 
firmly if Beijing chooses to escalate tensions in the 

region; how the United States calibrates its response 
to a Taiwan Strait crisis will be a function of China’s 
own behavior; and Washington will leave offramps 
open for Beijing to de-escalate in a face-saving 
manner.

For the PRC, understanding the limits of the US 
executive branch’s influence over Congress is crucial. 
Viewing Congressional members’ actions as part of 
a US “good cop, bad cop” strategy towards Taiwan 
misrepresents the reality of the US political system. 
Moreover, Beijing must recognize that its diplomatic 
pressure on Taiwan can be counterproductive. Taipei’s 
willingness to host Pelosi even at the risk of damaging 
Taiwan’s own security stemmed in part from the 
island’s international isolation—demonstrating 
that heightened diplomatic pressure could prompt 
precisely the kind of reactions from Taipei and its 
supporters in Washington that Beijing seeks to deter. 
In addition, Beijing should refrain from ratcheting up 
military pressure on Taiwan. Along with diplomatic, 
economic, and other coercive measures, the looming 
military threats can alienate people in Taiwan and in 
turn undermine Chinese leader Xi Jinping’s preferred 
strategy of achieving peaceful unification by winning 
the “hearts and minds” of the Taiwan people.26

For Taiwan, a sober cost-benefit analysis of high-
profile symbolic visits by Western politicians is 
essential. Taipei could avoid giving Beijing the pretext 
for ramping up pressure while balancing the need 
for international visibility and support. Exercising 
discretion in inviting or accepting such visits could 
help mitigate Taiwan’s security risks. Indeed, Taipei 
appears to have internalized lessons from the Pelosi 
visit in its response to Speaker Kevin McCarthy’s 
expressed intention to visit Taiwan the following 
year.27 Instead of hosting McCarthy in Taiwan, Taipei 
arranged for President Tsai Ing-wen to meet with him 
and other members of Congress at the Ronald Reagan 
Presidential Library during Tsai’s US transit in April 
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2023. Given China’s significant domestic challenges, 
Taiwan’s most prudent strategy is to maintain a low 
profile and avoid becoming Beijing’s immediate 
priority. While Taiwan’s political leaders and the ruling 
party may, out of domestic political considerations, 
have legitimate reasons to view and use symbolic 
visits as a vital means of demonstrating consistent 
US support for the island, they should carefully weigh 
the benefits, which are short-lived, against the long-
term risks of a sustained increase in PRC pressure in 
military and various other dimensions. 

Ultimately, while the Pelosi visit underscored the 
volatility of the Taiwan Strait, it also highlighted the 
need for better crisis management. Careful policy 
calibration by all parties can help prevent future 
escalation of this dangerous geopolitical flashpoint.
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AI, Chips, and Democracy
Taiwan’s Strategic Balancing Act

By Julia Mykhailiuk

Artificial intelligence (AI), once confined to Research 
and Development labs and tech startups, has 
decidedly moved to the center of global geopolitical 
strategy. No longer simply a lever for innovation 
or economic growth, AI systems are now shaping 
national security, industrial resilience, and the 
evolution of democratic governance. As governments 
around the world scramble to secure strategic 
advantage in the face of AI-enabled disruption, 
Taiwan emerges as a critical nexus: a resilient, self-
governing democracy, a semiconductor superpower, 
and a frontline actor in the contest over technological 
standards and political norms.1

To the casual observer, Taiwan’s role in global 
technology systems is often reduced to a single 
entity, the Taiwan Semiconductor Manufacturing 
Company (TSMC). The firm’s ability to produce 
more than 90% of the world’s most advanced chips 
powering everything from AI models to missile 
systems renders it indispensable to the global 
economy and to the functioning of modern defense, 
communications, and energy infrastructures.2 Yet 
Taiwan’s strategic relevance runs much deeper. 
Its approach to AI regulation, its semiconductor 
diplomacy, and the alliances it chooses to nurture are 
shaping the global conversation on democracy and 
deterrence in the AI era.3

That conversation is becoming increasingly 
fragmented. In early 2025, under a returning Trump 
administration, the United States redefined its posture 
toward AI, stepping away from regulatory caution in 
favor of rapid innovation.4 A sweeping executive order 
dismantled existing oversight structures, prioritizing 

fast system deployment over AI safety.5 By February, 
the United States and the United Kingdom had 
declined to sign the Paris AI Summit Declaration, 
a voluntary framework supported by 58 countries 
and the EU pledging to develop AI systems that are 
transparent, safe, and trustworthy.6 The move exposed 
a growing divergence among democratic powers. 
Where Europe frames AI governance as essential to 
democratic stability, Washington increasingly sees it 
as friction and an obstacle to technological primacy.7 
For Taiwan, this divergence raises the strategic value 
of closer cooperation with Europe.

This divergence is not just abstract geopolitics; 
it shapes the strategic environment in which 
Taipei must operate. The long-standing logic 
underpinning Taiwan’s so-called “silicon shield”—
that indispensability in global supply chains would 
translate into strategic protection—now calls for 
recalibration. As the United States moves to onshore 
semiconductor manufacturing and reduce foreign 
dependencies, Taiwan’s strategic leverage will 
inevitably have to transition into a new phase. TSMC’s 
$165 billion investment in Arizona is often interpreted 
as a concession to US pressure, but it can also be seen 
as a hedge by Taipei, a calculated effort to integrate 
its strategic value within the US defense-industrial 
base.8 By becoming a stakeholder rather than merely a 
supplier, Taiwan can raise the political and operational 
cost of any disruption to its autonomy.9

However, this strategic entanglement carries its own 
risks. As more countries acquire advanced domestic 
fabrication capabilities, Taiwan’s irreplaceability 
may diminish.10 The more capacity that is relocated 
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abroad, the less concentrated Taiwan’s leverage 
becomes. Recognizing this potential gap, Taipei is 
doubling down at home, investing in next-generation 
technologies such as 2-nanometer chip production 
in Kaohsiung.11 These efforts, though necessary, may 
not be sufficient to future-proof Taiwan’s stability and 
peace. In a shifting threat landscape, semiconductors 
alone no longer constitute a viable modern deterrent.

AI itself is now central to national security strategy, 
but its role is dual-purpose. It amplifies capability 
across the domains of defense and surveillance 
while also introducing new vectors of exposure.12 
Developing AI models is only one part of the strategic 
advantage; securing them against sabotage and 
misuse is another. States must not only develop 
AI systems that are effective and agile, they also 
must ensure those systems are secure, resilient, and 
governed by frameworks that mitigate adversarial use 
and critical failures.13 This imperative spans civilian 
and military domains. The objectives differ, but the 
principle is the same: constant calibration, testing, and 
robust governance frameworks are prerequisites for 
secure and safe AI.

Taiwan has moved quickly to internalize this duality. 
In early February 2025, it banned Deep Seek, a 
Chinese-developed general purpose AI model, from 
public-sector use, citing risks tied to surveillance, 
data exfiltration, and disinformation.14 The measure, 
while technical in tone, reflects lived experience. 
Taiwan has spent the better part of a decade 
countering algorithmic coercion in the form of daily 
cyber intrusions, precision-targeted disinformation 
campaigns, and linguistic manipulation calibrated 
to its cultural and political landscape.15 These are 
not abstract threats; they are tactical, recurring, 
and increasingly automated and they have forced 
Taiwan to adapt earlier and faster than many of its 
democratic peers.

Europe, too, has undergone an extensive education 
in digital warfare. Russia’s invasion of Ukraine in 
2022 produced a strategic shift in how digital 
threats are perceived around the continent. What 
was once viewed as hybrid warfare is now seen as 
persistent and deliberate adversarial attacks. The 
Kremlin’s deployment of “LLM grooming”—a tactic 
involving the systematic insertion of state-aligned 
narratives into the training datasets of Western AI 
models—reflects a growing convergence in gray-zone 
strategies.16 By compromising the reliability of model 
outputs, influencing what AI systems may confidently 
present as factual or neutral, this approach poses a 
subtle yet significant threat to democratic discourse.17 
In method and strategic intent, it closely parallels 
the China’s gray-zone toolkit: it is indirect, deniable, 
and designed to weaponize the transparency and 
openness that underpin democratic systems.18

This convergence of threats—from China’s cyber-
enabled subversion and Russia’s AI data poisoning—
has the potential to draw Europe and Taiwan closer 
in terms of strategic cooperation on the governance 
of digital technologies and AI, albeit quietly and on 
technical terms. The EU’s AI Act, finalized in late 
2024, bans a set of AI uses such as real-time remote 
biometric surveillance and emotion recognition 
systems, while introducing a tiered regulatory 
framework for general-purpose AI models, calibrated 
to the systemic risks they pose across different use 
cases.19 This European approach might be seen as less 
glamorous than the display of hard military power, 
but deliberate, tailored AI governance and regulation 
in this context becomes something else: a strategic 
enabler of long-term security. 

Safe and resilient AI systems are not the product of 
innovation and speed alone. They are the result of 
consistent safety calibration and iterative testing that 
make them more predictable, stable, and less prone to 
legal, operational, or political disruption. The logic that 
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governs high-quality weapons development, where 
precision and reliability are valued higher than the 
speed of assembly, applies equally to national-scale 
AI systems. AI regulation is therefore not an obstacle 
to security in the current geopolitical landscape. It 
is its architecture. Without it, states risk adopting 
and deploying AI systems that are as dangerous to 
the user as to the adversary, due to vulnerabilities to 
sabotage and circumvention of security protocols.

This is where Europe can become consequential. The 
EU might not command global dominance through 
military power, but it sets standards that shape how 
future technologies are built and how democratic 
governance legitimacy is conferred. For Taiwan, closer 
alignment with European AI regulatory frameworks 
offers a path to embed itself more deeply in the 
normative infrastructure of AI governance in the 
democratic world.20 Europe may have fewer carrier 
strike groups, but it wields formidable regulatory 
power, and since Russia’s invasion of Ukraine in 
2022, a growing consensus has emerged across 
the continent: Neutrality in the face of authoritarian 
pressure is neither sustainable nor strategically viable 
as a foreign policy of the future. As a result, from 
Berlin to Prague, political attitudes toward Beijing have 
hardened. Quiet, technical partnerships with Taiwan 
across academia, civil society, and multilateral forums 
are no longer fringe propositions. They are becoming 
strategically rational, and increasingly, politically 
feasible.

The United States, too, has something to gain from 
this pluralism and from Taiwan’s potential closer 
relationship with Europe. A more distributed coalition 
of technologically aligned democracies reduces the 
burden of unilateral leadership, shares risk across 
partners, and elevates the collective capacity to 
resist coercion whether economic, informational, or 
technological. Closer Taiwan–Europe alignment on 
AI governance strengthens the connective tissue of 

the democratic world. It reduces the space for norm 
capture by authoritarian actors and increases the 
likelihood that emerging technologies are grounded 
in shared principles.21 This is not a zero-sum shift, but 
a democratic reinforcement across regions, across 
frameworks, and across capabilities. 

The timing could hardly be better, and the stakes 
could hardly be higher. AI is already being deployed in 
domains that underpin democratic legitimacy, from 
elections and the judiciary to critical infrastructure 
such as energy grids, telecommunications networks, 
and transportation systems. How AI systems are 
governed, and by whom, will shape the trajectory 
of democratic institutions for generations. Taiwan, 
uniquely positioned as a frontline democracy and 
a technological powerhouse, is well equipped 
to navigate and shape this future. Its choices 
on regulation, partnerships, and investment will 
reverberate far beyond its borders. These are not just 
industrial decisions, but strategic acts of geopolitical 
positioning. By embedding its semiconductor 
leadership in allied networks, establishing guardrails 
for AI systems, and engaging in multilateral standard-
setting, Taiwan can position itself not as a mere 
participant in great-power AI rivalry, but as a coauthor 
of the rules that will define it.

Europe and Taiwan face increasing AI-enabled 
gray zone attacks from China and Russia—tactical, 
persistent, and asymmetrical threats that erode 
stability without crossing conventional thresholds.22 
This shared exposure creates a convergence of 
strategic interest. For both, setting AI guardrails is not 
merely a normative ambition, it is a matter of survival 
and defense, and knowledge exchange between the 
two can accelerate and catalyze this process. That 
is the essence of strategic leadership in the AI era. 
Innovation may offer a temporary advantage, and 
while deterrence remains vital, it guarantees only 
survival. To endure, one must govern, and lasting 
influence belongs to those who shape the rules.
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New Frontiers: Taiwan’s Space Industry
Advancing National Interests through International Space Cooperation

By Kayla Orta

At a global scale, national governments are 
increasingly calling attention to the future promise of 
today’s rapidly expanding international space industry. 
With the global space economy expected to reach 
upwards of $1.8 trillion by 2035,1 many nations are 
looking to secure an early seat at the table. Taiwan—
internationally renowned for Taiwan Semiconductor 
Manufacturing Company’s (TSMC) advanced 
semiconductor industry—is no exception. 

Taiwan’s Rising Space Industry

In recent years, the Taiwanese government has 
instituted policies aimed at expanding Taiwan’s 
role in the global civil space industry ecosystem. 
While previously targeting satellite technology for 
scientific research purposes, Taiwan now seeks 
to enhance its national and economic security 
through the indigenous development of advanced, 
high-resolution optical remote sensing satellites 
(FORMOSAT-8), Synthetic Aperture Radar (SAR) 
satellites (FORMOSAT-9), and, in the long term, 
establishment of its own low Earth orbit (LEO) satellite 
communications constellation. 

Additionally, Taiwan is working to shore up close 
partnerships for international collaboration in space-
industry establishment and development. While many 
nations are highlighting space autonomy—aiming to 
secure indigenous supply chains—regional and cross-
regional partnerships will be increasingly important in 
a high-demand and crowded industry. To seize new 

opportunities in the civilian space sector, Taiwan must 
move smartly to expand its nascent space initiatives. 
Lessons learned from South Korea’s and Japan’s 
space industry trajectories will be pivotal for in-region 
comparisons; and, globally, renewed cooperation with 
the United States and European nations will be key. 

From Then to Now: Taiwan’s 
Industry Landscape

Since the 1990s, Taiwan’s government has aimed to 
establish its space technology industry by fostering 
the local talent and skills needed to push its domestic 
science and technology industry forward. Unlike 
other nations, which operate under UN collective 
policy initiatives for critical and emerging technology, 
Taiwan—due to its historic and political isolation—
sought avenues of space development independently 
or in bilateral coordination with trusted, likeminded 
partner nations.

On October 3, 1991, the Executive Yuan approved 
the “Space Technology Long-term (15 years) 
Developmental Program”, creating the National Space 
Program Office (NSPO).2 Into the early 2000s, NSPO 
demonstrated early collaborative scientific research 
capacity-building through the successful completion 
of the Formosa Satellite (FORMOSAT) series 1, 2, and 
3 programs. These early LEO satellite programs mainly 
supported scientific experiments, remote sensing, 
communication, and climate/weather analysis.3 
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During this period, Taiwan’s space programs relied 
heavily on technology transfers with the United 
States and France. Launched in April 2006, the 
FORMOSAT-3, also knowns as the Constellation 
Observing System for Meteorology, Ionosphere and 
Climate (COSMIC), was the first joint US-Taiwan 
program consisting of a six-microsatellite LEO 
constellation.4 Within 30 years of its establishment, 
Taiwan’s space industry demonstrated its first 
indigenously designed and manufactured satellite5 in 
the successful launch of FORMOSAT-5 and worked 
jointly with US industry for the FORMOSAT-7/
COSMIC-2 mission, which was the world’s first 
operational radio occultation satellite constellation for 
global weather and atmospheric data collection.6 

In May 2021, the Legislative Yuan passed the Space 
Development Act, marking Taiwan’s most recent 
phase in developing its national space capacity.7 The 
act reestablished Taiwan’s leading space agency, 
formerly the NSPO, as the Taiwan Space Agency 
(TASA) in 2023.8 In order to further national security 
and industry imperatives, Taiwan’s government called 
upon TASA to rapidly develop new space technology, 
including Taiwan’s first LEO communication satellite 
initiative, the Beyond 5G LEO Satellite (B5G), and 
advancements in its remote sensing satellites, the 
FORMOSAT-8 and 9 programs.9

Looking to the future, there are both opportunities 
and challenges ahead for Taiwan’s burgeoning 
space program. Importantly, Taiwan will need to 
balance its internal policy-driven advancements 
in light of ongoing debates regarding trade-offs 
in interdependency versus collaboration in space 
technology supply chains.10

Indo-Pacific Middle Power Players: 
South Korea and Japan 

A domain of both economic and security competition, 
the space sector represents a difficult breakthrough 
industry for late-developing nations looking to 
rapidly expand their civil space industries. As Taiwan 
aims to ensure strengthened autonomy for its local 
space industry, Taipei should look to US partners and 
regional players—South Korea and Japan—as useful 
examples of space advancements and potential 
avenues for cooperation. 

South Korea

South Korea’s pursuits in space science and 
technology began in the 1980s, though with limited 
industry success. Recently, however, the Korea 
Aerospace Research Institute (KARI) is making great 
strides in developing the nation’s own indigenous 
satellites and launch vehicles. Following a failed test 
in October 2021, South Korea’s three-stage KSLV-II 
Nuri rocket, carrying a 162.5-kg (358 lbs.) payload, 
successfully placed multiple satellites into orbit in 
June 2022. The successful launch marked South Korea 
as the seventh country in the world—after Russia, 
the United States, France, China, Japan, and India—
to develop an space launch vehicle for over 1-ton 
satellite payloads.11

Upscaling domestic space initiatives, on May 
27, 2024, South Korean President Yoon Suk Yeol 
announced the establishment of the Korea AeroSpace 
Administration (KASA), alongside plans to invest 
upwards of $72.5 billion (KRW 100 trillion) by 2045.12 
Moving forward, South Korea aims to further establish 
its domestic space industry through investing in 
reusable launch vehicle technology (KSLV-III), 
domestic launch facilities, new high-resolution 
imaging satellites, and future lunar and Martian landers 
by 2032 and 2045 respectively.13  
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Japan

From its origins in the 1950s, Japan’s space program 
has focused on science and technology research 
and the peaceful, non-military advancement of its 
space technology, including satellites, probes, and 
a joint US-Japan lunar rover. On February 11, 1970, 
Japan successfully launched its first satellite, Ohsumi, 
signifying significant technical advancements in 
US-Japan space cooperation. After a series of failed 
programs in the 1990s and early 2000s, Japan 
reorganized its internal agencies, consolidating three 
pre-existing agencies to create the Japan Aerospace 
Exploration Agency (JAXA) in October 2003.14 

Today, Japan’s well-established space industry is 
internationally recognized. Its government spending 
on space programs is ranked third highest in the 
world—surpassed only by the United States and 
China—at $9.8 billion in 2024. In January 2024, 
Japan, with its Smart Lander for Investigating Moon 
(SLIM),15 became the fifth country globally to place a 
lander on the moon. In April 2024, the United States’ 
NASA and Japan’s JAXA announced a joint agenda 
for the development of a pressurized lunar rover by 
approximately 2031.  

South Korea and Japan are exploring avenues for 
bilateral partnerships in advancing satellite navigation 
systems. In March 2024, the two nations agreed 
to collaborate on developing South Korea’s Korean 
Positioning System (KPS) and Japan’s Quasi-Zenith 
Satellite System (QZSS).16 While Taiwan’s Global 
Navigation Satellite System-reflectometry (GNSS-R) 
is still early in its design and implementation,17 
Taiwan’s interest in this area presents an opportunity 
for South Korea-Japan-Taiwan trilateral collaboration 
on research toward enhancing satellite designs for 
precision positioning, navigation, and timing (PNT) for 
civilian use. 

Partnering on Space: Collaboration 
Opportunities

Amid US-China competition, the civil space market 
is shifting. For Taiwan, there are opportunities for 
increased collaboration with the United States 
and European nations—especially as Taipei aims 
to demonstrate industry capabilities and signal its 
potential within the international space technology 
supply chain. 

United States

Since the United States does not recognize Taiwan 
as a sovereign state and lacks formal diplomatic 
relations with Taipei, the National Aeronautics and 
Space Administration (NASA) does not have authority 
to enter into formalized bilateral partner programs 
with Taiwan. However, NASA has partnered with 
TASA on localized space technology testing over the 
years. Recently, the US legislature has shown interest 
in establishing avenues for bilateral partnerships and 
industry-to-industry support for Taiwan’s rising space 
program, to bypass the obstacles to formalized space 
partnerships.18 In March 2024, a bipartisan, bicameral 
bill, titled the “Taiwan and American Space Assistance 
(TASA) Act”, was introduced in the US Congress.19 
Aimed at expanding cooperation in US-Taiwan civilian 
space activities, the bill outlines areas of possible 
cooperation in satellites, space exploration, and 
atmospheric and weather technology. While this 
bill remains in review, the introduction of bipartisan 
legislation suggests there may be room for future and 
further US-Taiwan cooperation in the space economy 
moving forward.

European Nations—France and Poland

Additionally, there are opportunities for Taiwan to 
expand its partnerships with European nations. The 
European Space Agency (ESA), convening 23 member 
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states, leads Europe’s growing space industry, and 
represented 11 percent of global civil space budgets 
in 2023.20 While Taipei does not hold diplomatic 
relations with the EU, there are recent openings for 
Taiwan’s bilateral partnership on space technology 
development, most specifically with the well-
established French and emerging Polish industries. 

Most recently, TASA and the French National Space 
Agency (Centre national d’études spatiales, CNES) 
signed a Memorandum of Cooperation in 2023, 
renewing the well-established partnership. As part of 
Taiwan’s ridesharing plans for FORMOSAT-9, CNES 
won TASA’s scientific payload bid and will provide a 
space weather monitoring system.21

In December 2024, TASA and the Polish Space 
Agency (POLSA) signed their first bilateral 
Memorandum of Understanding, which aims to 
target collaboration in “space transportation systems, 
space situational awareness (SSA) technologies, and 
remote sensing technologies”.22 As newcomers to the 
space industry, Poland and Taiwan could work jointly 
to achieve advancements in telecommunication 
satellites and the application of SSA monitoring 
technology to detect space debris. 

Overall, the United States, France, and Poland can 
serve as both continuing and new opportunities for 
Taiwan’s growing space industry. 

Policy Recommendations

In its pursuit of space autonomy, Taiwan will need 
to look closely at domestic industries’ strengths and 
critically judge where to build up locally and where to 
incorporate foreign supply chains. 

Where possible, Taipei should lean into local, 
regional, and cross-regional avenues for expansion, 
collaboration, and partnerships.

Domestic Public-Private Policy: 

• Under the Space Development Act, Taiwan’s 
government should collaborate closely with 
civil industry to build localized autonomy 
and secure early footholds in satellite 
design, manufacturing, and launch vehicle 
development. 

• Taiwan’s space policy development should 
prioritize a unified, multi-stakeholder 
approach—linking government, academia, and 
leading industry—and ensure cross-sector 
resources and knowledge-sharing. 

• Taiwan should invest in upscaling satellite 
production, enhancing earth observation and 
remote sensing technologies, and evaluating 
the long-term viability of launch vehicle 
programs and testing sites. 

Regional Engagement:

• Collaboration with like-minded middle 
powers—such as South Korea, Japan, and 
potentially India—can support joint science 
and technology development. The door should 
remain open for other newly developing space 
nations, including Indonesia, the Philippines, and 
Singapore.

• Specifically, Taiwan’s TASA should pursue 
trilateral cooperation with KASA and JAXA to 
advance research in GNSS technology. 

• Building regional research networks with key 
academic institutions like Korea Advanced 
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Institute for Science and Technology, the 
University of Tokyo, and the National University 
of Singapore will help cultivate next-generation 
space talent in the Indo-Pacific region. 

Cross-Regional Collaboration: 

• International collaboration should continue 
to play a critical and central role in Taiwan’s 
advancing civil space industry development. 

• Taipei should lean into pre-existing and new 
cross-regional space partners, including 
strengthening collaborative projects with 
NASA, the EU’s ESA, and, in particular, France’s 
CNES and Poland’s POLSA. 

• Moving forward, Taipei should pursue 
avenues to publicly demonstrate its technical 
advancements in the space sector, including 
participation in and hosting of international 
public–private civilian space summits. 

Overall, Taiwan’s policy-driven initiatives in the civilian 
space domain, though nascent, present windows of 
opportunity. As concerns grow over China’s influence, 
countries may turn to partners like Taiwan for supply 
chain collaboration. Looking forward, Taiwan will need 
to leverage national strengths, recognize inherent 
industry weaknesses, and enhance international 
cooperation both within and beyond the Indo-Pacific 
region to attain a foothold in the international space 
ecosystem. 
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Cybersecurity Assistance 
An Opportunity for Europe to Step Up

By Benjamin Read

The Trump administration’s cuts to US cybersecurity 
agencies and foreign aid mean a diminished role for 
the United States in the provision of cybersecurity 
assistance to Taiwan and present Europe with an 
opportunity to step into the vacuum. China’s use of 
cyber operations against Taiwan is a serious threat, 
and while Taiwan has prioritized securing its critical 
infrastructure, assistance from friendly countries is 
vital to the successful defense of the island. 

The United States has historically been the biggest 
provider of cybersecurity assistance to Taiwan; 
European countries should now help fill this gap. 
Increased cybersecurity cooperation between Europe 
and Taiwan would bolster a key aspect of Taiwan’s 
security and allow Europe to learn from Taiwan’s 
experiences to secure their own critical infrastructure.

China’s Cyber Threat to Taiwan

China presents a tremendous cyber threat to Taiwan 
that would be extremely difficult for Taiwan to 
defend against alone. Offensive cyber operations are 
a key tool of the People’s Republic of China’s (PRC) 
statecraft and a significant and ongoing threat to 
Taiwan’s critical infrastructure. Cyber operations can 
enable the PRC to pressure Taiwan’s government, 
disrupt the lives of its citizens, sow political discord, 
and even impede the government’s response to a 
military action. China is investing heavily in its cyber 

capabilities, and they are likely to be central to efforts 
to drive unification with Taiwan. 

China uses cyber operations to intimidate Taiwan’s 
citizens by conducting cyber-enabled information 
operations via critical communications infrastructure. 
These can be especially powerful because they 
hijack legitimate communication channels to reach 
large audiences where they expect to get trusted 
information. This was prominently demonstrated 
with an attack during former Speaker Pelosi’s visit to 
the island: video screens at 7/11 convenience stores 
around Taiwan were made to display “戰爭販子裴洛

西滾出台灣” [Warmonger Pelosi, get out of Taiwan].1 

While this instance had only a superficial impact, it 
demonstrates the power and reach that these types 
of operations can have. The PRC likely retains the 
capability to conduct operations on this scale or larger 
at a time of its choosing and would likely employ 
this type of information operation during a crisis or 
invasion scenario.

Yet the use of cyber operations to intimidate or 
misinform Taiwan’s citizens is not the most severe 
threat posed by China. While China, unlike the 
other major cyberpowers such as Iran, Russia, and 
the United States, has not conducted large-scale 
disruptive cyberattacks, it certainly maintains the 
technical capability to do so. Further, Taiwan is the 
location in which the PRC has shown the greatest 
willingness to cause disruptions. Europe should help 
Taiwan prepare in anticipation of future escalations. 
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Coordination between the various parts of the 
government responsible for cybersecurity also is 
inadequate. The development of cybersecurity policy 
is led by the Administration for Cyber Security (ACS)6 
and the National Institute of Cyber Security (NICS), 
both of which sit under the Ministry of Digital Affairs 
(MODA). While the ACS has statutory responsibility 
for creating regulations about how entities should 
respond to cybersecurity incidents, the responses 
themselves are handled by the MJIB7 in coordination 
with the National Security Bureau (NSB).8 In addition 
to these civilian agencies, the military is responsible 
for securing its own networks and sharing information 
with civilian agencies.9 While structures like the Joint 
Intelligence Operations Center (情次室聯合情研中

心)10 can facilitate this, sharing of threat information is 
often limited by operational security concerns.

In addition to the cybersecurity agencies within 
the government, much of the day-to-day network 
defense of the life-sustaining systems in Taiwan 
is carried out by the state monopolies, Taiwan 
Power Company (Taipower) and Taiwan Water Corp 
(Taiwater). These state monopolies are chronically 
underfunded, with Taiwater running with a deficit of 
TWD 3.94 billion in 2024 and Taipower facing a TWD 
422.9 billion shortfall.11 

Lai Ching-te’s administration is attempting to 
overcome these difficulties. In April 2025, Taiwan’s 
National Security Council (NSC) published its updated 
information security strategy.12 Homeland Defense 
and Critical Infrastructure (國土防衛與關鍵基礎設施 
) is the second of four pillars of this strategy.13 The 
strategy also identifies cooperation with strategic 
partners as both depending on information security 
and crucial to it. Successful implementation of this 
strategy will not be easy and will require addressing 
the workforce and expertise gaps presently facing 
Taiwan.

The most severe threat to Taiwan is a cyber operation 
by China that aims to disrupt critical, life-sustaining 
infrastructure in Taiwan. An attack like this could 
be used to pressure Taiwan’s government during a 
blockade, for instance by exacerbating power issues 
created by a disruption in the supply of natural gas 
or disabling key infrastructure to hamper Taiwanese 
resistance to an invasion.  In 2020, Taiwan’s Ministry 
of Justice Investigation Bureau (MJIB) released a 
statement2 saying that “Winnti”, a moniker for a 
cluster of cyber intrusion activity that acts in support 
of PRC goals, had conducted a ransomware attack on 
CPC Corp, a Taiwanese energy company.3 This attack 
represents only a fraction of what China’s cyber forces 
could bring to bear against Taiwan in a crisis, making 
cyber defense key to societal resilience.

The Current Status of Taiwan’s 
Cyber Defense

At present, Taiwan faces key challenges in enhancing 
its cybersecurity, particularly in securing critical 
infrastructure. It is in this area that it would most 
benefit from European assistance. 

While Taiwan is home to numerous cutting-edge 
technology companies, investments in cybersecurity 
have historically lagged, with a particular deficit in 
protecting operational technology (OT).4 Taiwanese 
firms’ emphasis on hardware rather than software 
has led to a shortage of cybersecurity professionals. 
The Information Security Agency’s 2024 budget said 
that “domestic information security talents are in 
short supply” and identified many cybersecurity job 
classifications with only 55% to 75% of the required 
positions filled, often due to competition for scarce 
talent between the public and private sectors.5
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An Opportunity for Europe

European countries can and should play a vital role in 
helping Taiwan secure its critical infrastructure from 
cyber attacks and this is doubly true in the wake of the 
United States’ reduced engagement. Historically, the 
United States has been Taiwan’s primary cybersecurity 
partner, but support from the United States is likely 
to decline in the near term. The Trump administration 
has enacted deep cuts to foreign assistance and 
US cybersecurity agencies.14 This creates a vacuum 
that European countries are well positioned to fill. 
15 Ensuring Taiwan’s ability to defend against cyber 
attacks is key to the EU’s stated goal of preserving the 
status quo in the Taiwan Strait.16

Increasing assistance and engagement would not just 
help Taiwan but would also make Europe more secure. 
Dutch Military Intelligence recently called the threat 
from Chinese cyber operations “more threatening 
than Russia”.17 Capacity building and information 
sharing would bring significant benefits for the donor 
countries. Because Taiwan is China’s top cyber target, 
it is where the PRC often first implements new tactics. 
Cybersecurity links between Taiwan and European 
governments can give those partner states insights 
into the types of operations that may target them in 
the future. This feedback loop would build important 
ties between Taiwan and collaborating countries and 
make all parties more secure.

Defensive cybersecurity assistance to Taiwan should 
also be an attractive option for European countries 
who want to do more to support Taiwan, but do 
not want to risk retaliation from China. Defensive 
cybersecurity assistance is less provocative than sales 
of military equipment, and so runs less of a risk of 
Chinese retaliation.  Cybersecurity assistance can also 
be framed as hardening systems against ransomware 
and other forms of cyber crime, rather than being 
aimed at countering China. In contrast to weapons 

systems, cybersecurity assistance cannot be used 
to support offensive operations. While the PRC may 
object to any support to Taiwan by outside countries, 
cybersecurity assistance is less inflammatory than 
conventional military assistance. 

Further, European countries that do not want to 
partner directly with the Taiwanese government may 
nevertheless contribute to Taiwan’s cybersecurity 
by encouraging private-sector partnerships. To date, 
publicly-acknowledged European cybersecurity 
collaboration with Taiwan has focused on the 
promotion of commercial ties and digital commerce.18 

This includes events like the second Taiwan-EU 
Dialogue on Digital Economy (DDE)19 and memoranda 
of understanding such as the 2023 MOU on digital 
cooperation with Lithuania.20 Countries that prefer to 
support Taiwan through the private sector can fund 
private cybersecurity companies to support Taiwan’s 
defense and facilitate partnerships between European 
utilities and their Taiwanese counterparts on best 
practices. 

Making the Most of the Aid

Assuming that European countries take up the 
mantle of cybersecurity assistance to Taiwan, Taipei 
must utilize a coordinated approach to maximize the 
benefits from this potential increase in cybersecurity 
assistance from abroad. While the MODA has the lead 
in coordinating regulation and government response, 
important tactical roles are played by the MJIB and 
the military. The Executive Yuan needs to ensure that 
the drive for more cybersecurity assistance for Taipei 
is coordinated so that multiple countries are not asked 
for the same type of assistance. Once a partnership 
with a country has been formed, coordination 
among the various parts of Taiwan’s government 
needs to ensure that everyone benefits from these 
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partnerships, including private industry when 
appropriate. The lead agency will vary by program, but 
transparency and inclusion are needed to spread the 
lessons learned to everyone who could benefit.

Taiwan should also talk more publicly and in greater 
detail about the intrusions that it discovers. This now 
happens in a limited fashion, but more regularity and 
technical detail would have a multitude of benefits 
for Taiwan’s national security. PRC cyber campaigns 
targeting Taiwan are regularly identified by private 
cybersecurity companies, and likely also by the 
Taiwanese government itself. While public reports 
are issued sporadically, such as the NSB’s “Analysis 
on China’s Cyberattack Techniques in 2024”,21 these 
contain limited detail. The highest-profile report 
on PRC cyber activity in 2025 was legislator Puma 
Shen’s identification of a watering hole attack from 
the PRC-linked group APT24 during a session of 
the Legislative Yuan.22 This operation compromised 
multiple Taiwanese websites with a goal of infecting 
their visitors with malware. MODA’s Administration 
for Cyber Security publishes a “Cyber Security 
Monthly Report”23 that provides high level statistics 
and anecdotes; however, these publications do not 
provide indicators of compromise (IOCs) that would 
allow security teams to hunt for the identified activity 
within their environments. The high-level statistics 
do not have enough context to help companies make 
strategic investments, limiting the usefulness of this 
publication.

Taiwan could gain significant benefits from following 
the model set forth by the Governmental Computer 
Emergency Response Team of Ukraine (CERT-UA), 
which regularly publishes technical details on the 
criminal- and state-backed threats affecting the 
Government of Ukraine.24 Public reports such as this 
with high levels of detail accomplish multiple goals 
across different audiences. For private and public 
sector entities in a country, these reports can educate 

senior officials about the severity of the threat and 
give network defenders sufficient data to respond 
effectively. They also can tell international audiences 
a detailed story that highlights a country’s plight in 
a way that meaningless counts of “attempted hacks 
per day” cited in the “Cyber Security Monthly Report” 
mentioned above cannot. Finally, such reports can 
build credibility for a government’s cybersecurity 
analysis capabilities. If other countries see Taiwan as 
knowledgeable, it will motivate them to reach out and 
collaborate with the threatened country.

In the past, concerns about raising cross-Strait 
tensions may have held Taiwan back from making 
public statements about PRC hacking, but the 
environment has shifted in 2025. The PRC has 
issued multiple reports on alleged Taiwan-based 
hackers, in one case public identifying individuals and 
releasing their photographs,25 and in another publicly 
blaming the DPP for sponsoring the hacking.26  These 
reports are attention-grabbing, but do not contain 
supporting technical evidence. This gives Taiwan an 
opportunity to release their own, substantial reporting 
detailing China’s activities and so ensure that the 
international community understands that the PRC’s 
cyber operations are much more aggressive and 
destabilizing. 

Conclusion

Europe has an opportunity to help Taiwan blunt the 
impact of one of China’s favored tools of coercion 
while improving its own security—and should take 
it. Success will require Taiwan’s government to 
coordinate internally to ensure that any assistance is 
effectively utilized; but international partnerships and 
information sharing have the potential to deliver real 
benefits for both sides and can help mitigate the likely 
decrease in US assistance. 
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