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Preface
About GMF Technology

The German Marshall Fund of the United States (GMF) Technology Program is dedicated to ensuring that 
democracies collectively win the strategic technology competition against autocrats. With a transatlantic team 
based in Washington, DC, Berlin, Brussels, and Paris, GMF Technology offers technical expertise in three strategic 
areas: advancing democratic values in Artificial Intelligence (AI) innovation and policy, developing research and 
analysis to inform the emerging EU-US-China technology competition, and enhancing allied coordination and 
competitiveness in critical and emerging technologies including AI, biotechnology, defense technology and 
quantum information. 

About the Report

This study is part of a research report series by GMF Technology that uses a “technology stack” or “tech stack” 
framework to assess the technology footprint of the People’s Republic of China (PRC) in Europe and Central Asia. 
The report maps the presence of the PRC and its affiliated entities across countries’ technological landscapes. 
These entities include publicly owned companies, PRC-registered private firms, and other organizations 
connected to the government and the Communist Party of China (CCP). Building on previous work detailed in 
two reports by GMF’s Alliance for Securing Democracy (ASD) on the future internet and the digital information 
stack released in 2020 and 2022, this series introduces a five-layered “tech stack” framework: network 
infrastructure, data infrastructure, device, application, and governance. The reports present findings from desk 
research and study tours conducted by GMF Technology in the summer of 2024, as well as recommendations 
for policymakers informed by these findings.
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A Note on Methods

This analysis provides an indicative, rather than exhaustive, overview of the PRC’s technology footprint in 
Germany. It is grounded in qualitative research, drawing from government statements, think tank reports and 
official policy documents and news reports. These sources shed light on policy priorities, geopolitical dynamics, 
and sectoral developments in Germany’s technology landscape. The study also incorporates data collected from 
a series of unstructured interviews with Berlin-based policy experts in 2024.

The following caveats must be considered: First, desk research relies on the availability and reliability of publicly 
accessible information. Second, the interviews reflect the views of a specific group of stakeholders and may not 
capture the full spectrum of opinions or experiences within Germany. Despite these methodological limitations, 
this research seeks to deliver a comprehensive overview and nuanced analysis of the PRC’s presence in Germany’s 
technology landscape for policymakers and other interested readers.
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Executive Summary
Germany—just like the EU as a whole—has recognized the strategic importance of reducing unilateral 
dependencies  in digital technologies.1 In the face of geopolitical threats and economic uncertainty, the new 
German government has vowed to strengthen the country’s technological growth and resilience.2 

Germany confronts a changing global order, in which it faces a growing threat from Russia while traditional 
security guarantees under the transatlantic alliance have weakened. While the threat from Russia dominates 
Berlin’s immediate strategic concerns, the growing alignment between Moscow and Beijing demands that this 
challenge cannot be viewed in isolation. As Germany recalibrates its national security posture from a peacetime 
orientation to one prepared for potential war, it is crucial to address the deepening strategic ties between Russia 
and the People’s Republic of China (PRC) as part of a broader, interconnected threat.

The PRC’s growing dominance in the German technology landscape threatens both Germany’s national security 
and its long-term economic resilience. Germany’s new government should now make increased efforts to 
effectively implement its China strategy, especially in the technology sector. Reducing exposure to systemic 
risks and de-risking the technological ecosystem is an urgent economic need and should be a security priority.

This analysis examines the digital footprint of PRC entities in Germany’s technology ecosystem. It applies a 
“tech stack” framework to assess this footprint and its associated risks across five technology layers: network 
infrastructure, data infrastructure, device, application, and governance. The report illustrates the PRC’s 
involvement within each layer, situates this engagement within the PRC’s broader strategic objectives and 
identifies key vulnerabilities that could undermine Germany’s security and competitiveness if left unaddressed.

Key Findings  

•	 Persisting 5G risks and emerging 6G threats: Germany’s efforts to secure its 5G infrastructure 
remain limited. Telecom operators have only been required to remove some, but not all Huawei 
equipment from their radio access network (RAN). Looking ahead, Huawei, ZTE, and China 
Mobile are already participating in public discussions hosted by partners in Germany’s federally 
funded 6G-ANNA project, raising concerns about future 6G vulnerabilities.

•	 Undersea cable vulnerabilities: PRC firms—including China Telecom, China Unicom, China 
Mobile, and Hengtong—are key partners in new undersea cables linking Germany to Asia and 
Africa, creating strategic vulnerabilities in critical network infrastructure.

•	 PRC presence in Germany’s data infrastructure: PRC firms such as Huawei, Alibaba, and Tencent 
control around 35% of Germany’s cloud-computing infrastructure, which poses long-term risks 
of surveillance, IP theft, and military exploitation. These risks are amplified in critical use cases in 
Germany—such as the choice of Huawei as the cloud provider for university research in applied 
sciences in Germany. 
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•	 Risky bets on electric and connected vehicles: German firms—despite EU tariffs—continue 
deepening ties with PRC partners in electric and connected vehicles, as seen in the Tencent-
Bosch cloud partnership and BMW’s AI plans with DeepSeek. This bet on the PRC market 
undermines Germany’s competitiveness and raises data security concerns.

•	 Investment screening gaps: Foreign entities can still acquire up to 25% of German firms in 
critical sectors like biotechnology and robotics without triggering investment review—sectors 
where PRC firms are actively seeking footholds through strategic partnerships and acquisitions, 
posing risks to competitiveness and data security.

•	 PRC gains advantage in global standard-setting: The Sino-German Industrie 4.0 Cooperation 
has helped China build expertise in global technical standard-setting, granting it long-term 
strategic leverage to shape global norms in line with its technological and economic goals.

Policy Recommendations

For German Policymakers

The National Security Council (NSC) under the Federal Chancellery should:

•	 Establish a cross-ministerial coordination mechanism on Critical and Emerging Technologies 
(CETs), using the 2024 Council for Technological Sovereignty CET list as a foundation (AI, 
quantum, biotech, semiconductors, ICT, and Industry 4.0)

•	 Convene a high-level technology advisory panel of independent experts in technology, 
geopolitics, and economic security to regularly brief the NSC 

•	 Conduct a review of Germany-China technology collaborations using the technology stack 
framework

The Federal Office for Information Security (BSI) should:

•	 Drive EU coordination on data security by defining categories of high-risk and sensitive data—
such as national security and government data—that must not be processed on untrusted 
foreign systems

The Federal Ministry for Digitalization and State Modernization (BMDS) should:

•	 Establish a Strategic Foresight Unit for coordinated response to technology crises

•	 Strengthen data security through a risk-based toolbox in digitalization
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•	 Guide the secure digital transformation of German SMEs by creating a state-backed platform 
offering regulatory compliance resources, training, and a curated marketplace of trusted digital 
tools, data centers, and cloud providers

The Federal Foreign Office (AA) should:

•	 Update Germany’s China Strategy with a robust technology de-risking component

The German Navy should:

•	 Enhance the security of German and European undersea internet infrastructure by:

	o Incorporating sabotage stress tests into Baltic Sea exercises (e.g. Northern Coasts 
maneuvers with NATO allies)

	o Sharing lessons learned from its role as Commander of Task Force (CTF) Baltic with 
European partners involved in the CTF Mediterranean, to enhance the security of undersea 
network infrastructure.

The Federal Ministry for Research, Technology, and Space (BMFTR) should:

•	 Strengthen research security for emerging and dual-use technologies

•	 Support German leadership in European satellite internet by directing seed funding to 
German startups and research institutions developing satellite internet technologies, reducing 
dependence on PRC-based investors and building European satellite infrastructure champions

The Federal Ministry for Economic Affairs and Energy (BMWE) should:

•	 Initiate Bundestag debates on:

	o Phasing out PRC-made surveillance technologies in public spaces

	o Updating public procurement law to prioritize vendor trustworthiness, data protection, 
and supply chain transparency—not just price

	o Expanding investment screening rules to include CETs
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For the European Commission

•	 Adopt the technology stack framework to broaden its 2023 risk-assessment recommendations 
to member states

•	 Publish a third progress report on 5G Cybersecurity Toolbox implementation, with a focus on 
member state compliance — particularly Germany

•	 Urge Germany to transpose the EU’s NIS 2 Directive into national law

•	 Reduce EU dependence on PRC cable companies for undersea network infrastructure

•	 Diversify IoT device imports via Indo-Pacific Free Trade Agreements (FTAs)

•	 Ensure the Strategic Dialogue on the Future of the European Automotive Industry addresses 
PRC dependencies, aligning member states and industry leaders on mitigation strategies

For the United States

•	 Encourage Germany to support the creation of an EU-level entity list mechanism under the 
Common Security and Foreign Policy (CSFP) framework

•	 Engage and coordinate directly with the European Union as a whole— in addition to coordinating 
with individual member states like Germany—to develop a joint response to the PRC’s expanding 
global technology footprint

•	 Preserve and strengthen transatlantic coordination mechanisms on export controls, investment 
screening, sanctions, and technology standardization

•	 Promote bilateral exchange on research security best practices
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The tech stack framework illustrates how China's digital footprint penetrates a country's 
technology ecosystem and the associated risks across  five layers: network infrastructure, 
data infrastructure, device, application, and governance.

The Tech Stack Framework: Assessing China's Technology 
Footprint and Associated Risks in National Technology 
Ecosystems
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The tech stack framework illustrates how China's digital footprint penetrates a country's 
technology ecosystem and the associated risks across  five layers: network infrastructure, 
data infrastructure, device, application, and governance.

The Tech Stack Framework: Assessing China's Technology 
Footprint and Associated Risks in National Technology 
Ecosystems
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Figure 1: The tech stack framework illustrates how China‘s digital footprint penetrates a country‘s technology 
ecosystem and the associated risks across five layers: network infrastructure data infrastructure, device, 

application and governance. The framework is detailed on pages 12 and 13.
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Familiar to technologists, the term “tech stack” refers to all aspects of information technology (IT) infrastructure 
required to deploy and manage digital applications and services: hardware and software components, 
databases,  middleware, storage and networking.3  In the recent past, GMF and others have transferred the 
concept to the policy discourse, broadening it to include the hardware, governance, and infrastructure that a 
country’s digital systems are built on.4 

The tech stack framework (Figure 1) is built on two prior studies by GMF’s Alliance for Securing Democracy 
(ASD) program. The first, Lindsay Gorman’s 2020 “Future Internet for Democracies: Contesting China’s Push for 
Dominance in 5G, 6G, and the Internet of Everything” presented a “Future Internet technology stack” to analyze 
China’s expanding footprint in global telecommunications, the Internet of Things, applications, and international 
technical standards—and the threats it poses to the United States and its allies.5 The second, in 2022, “China 
and the Digital Information Stack in the Global South” by Bryce Barros, Nathan Kohlenberg, and Etienne Soula 
adapted this stack framework to the digital information landscape and applied it to five country case studies: 
Thailand, Myanmar, Uganda, Nigeria, and Jamaica.6  

In this analysis, the tech-stack framework spans five layers to assess how the PRC and its affiliated entities 
penetrate and influence Germany’s technology landscape: network infrastructure, data infrastructure, device, 
application, and governance. Each layer is examined in relation to the potential dependency or influence risks 
therein.

Network Infrastructure Layer: The physical infrastructure that transforms isolated computers into a vast, 
interconnected network defining the modern internet. It includes but is not limited to optical cables (terrestrial 
and undersea), telecommunications equipment, satellites, and space-based connectivity infrastructure.

Risks: Actors with malicious or autocratic intent who control network infrastructure can censor, filter, or shut 
down internet access, and reroute, copy, and exfiltrate data flows for espionage and surveillance purposes.

Data Infrastructure Layer: The physical infrastructure used to store, manage, access, and process data, including 
cloud technology and data centers. These technologies are foundational to compute-intensive applications like 
AI, connected devices in the Internet of Things (IoT), and smart and safe cities.

Risks: Actors with malicious or autocratic intent can abuse control over data centers and cloud infrastructure to 
create dependencies, compromise sensitive data, and disrupt key services.

Device Layer: The physical devices used by individuals or institutions to access the internet such as hand-held 
consumer devices like mobile phones, tablets, and laptops. This layer also encompasses IoT devices, such as 
surveillance equipment; larger devices such as electric and connected vehicles; and equipment used in defense 
and law enforcement.

Risks: Actors with malicious or autocratic intent can abuse their dominance in device manufacturing to 
create dependencies and gain strategic leverage, while backdoors built into these devices enable data theft, 
cyberattacks, network infiltration, and espionage.
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Application Layer: The application of technological tools, systems, and innovations to tackle sector-specific 
challenges and enable new capabilities. It comprises hardware, software, data analytics, and digital platforms 
used to deliver tailored solutions to consumers, sectors, and industries. This layer therefore includes sectors 
like public security (surveillance systems, safe cities), digital services (e-government), education (e-learning 
platforms), transport (smart traffic systems), manufacturing (robotics, automation), healthcare (telemedicine, 
biotechnology), and consumer-facing applications (e.g. e-commerce, e-finance, social media). 

Risks: Actors with malicious or autocratic intent can leverage their dominance in digital services to create 
strategic dependencies and gain commercial advantages. By controlling social platforms, they can surveil users, 
harvest data, and manipulate public discourse. Additionally, their control over critical applications enables them 
to disrupt or disable critical infrastructure, including energy grids, transportation networks, and financial systems.

Governance Layer: The legal and normative framework that governs technology use across the entire tech 
stack. It serves as a “layer of layers”, including regulations, norms, and standards.

Risks: Actors with malicious or autocratic intent can circumvent or find loopholes in a country’s data protection 
laws and other relevant technology-related regulations. They do this through knowledge-sharing initiatives and 
by influencing standard-setting bodies to institutionalize their regulatory models. Their influence on technical 
standards also poses cybersecurity risks, as they retain deep knowledge of system vulnerabilities, which they 
can exploit.
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Introduction
Germany finds itself at the cusp of a changing global order. The American foreign policy consensus that 
shaped the country’s post-World War II trajectory has significantly eroded.7 A few weeks into the second Trump 
administration, US defense secretary Pete Hegseth told European defense ministers that the United States was 
no longer “primarily focused” on European security.8 With the potential vacuum left by the weakening American 
security guarantee in Europe, the threat posed by Russia has become a central concern in Berlin’s security 
calculus.9 The Russian threat in Europe, however, is also amplified by the People’s Republic of China (PRC). 

In a statement before the US Subcommittee on Strategic Forces, Commander of the US Strategic Command 
Anthony J. Cotton highlighted that Beijing has enabled Russia’s ability to enhance its defense industrial base 
and bypass extensive sanctions.10 This material support is reinforced by an evident display of solidarity at the 
political level. At the margins of the 14th National People’s Congress on March 7, 2025, the PRC’s foreign minister 
Wang Yi held, “China and Russia have decided to forge everlasting good-neighborliness and friendship, conduct 
comprehensive strategic coordination, and pursue mutual benefit, cooperation and win-win, because this best 
serves the fundamental interests of the two peoples and conforms to the trend of our times.”11 

Amid strained relations with the United States and the pressing threat from Russia, German policymakers may 
be tempted to reconsider the assessment of the PRC as a “systemic rival”. But as Germany recalibrates its 
national security posture from a peacetime orientation to one prepared for potential war, it is crucial to address 
the deepening strategic ties between Russia and the PRC as part of a broader, interconnected threat. This threat 
analysis is essential as Germany seeks to strengthen its resilience—both on the conventional battlefield and 
across emerging strategic frontiers. Among these, technology stands out as a critical domain. Leadership in 
advanced technologies is central to the PRC’s geopolitical ambitions, exemplified by the “Made in China 2025” 
strategy (MIC 2025)—a ten-year plan aimed at upgrading the country’s manufacturing capabilities. Building on 
decades of industrial policy, these efforts have helped transform the PRC into a global powerhouse in electronics, 
machinery, and high-tech production. The blueprint drew significant inspiration from Germany’s “Industrie 4.0” 
initiative, which marked the country’s drive toward the digitalization of manufacturing in the Fourth Industrial 
Revolution.12

It is crucial to understand the PRC’s technological footprint in Germany in the context of its broader strategic 
ambitions. This requires viewing the full scope of the PRC’s technological engagement—spanning connectivity, 
data infrastructure, device, application and governance—as part of the Digital Silk Road (DSR), the digital arm 
of the Belt and Road Initiative (BRI), but also as part of the PRC’s ambition to take on the world’s leading tech 
nations, including Germany.13 This report offers a comprehensive review of Germany’s technological ties with 
the PRC by assessing a full spectrum of national and economic security risks, from espionage and supply chain 
dependencies to economic coercion, disruption and sabotage.

In 2023, Germany released its first-ever Strategy on China in response to the PRC’s growing assertiveness 
and efforts to reshape the rules-based international order. On technology, the strategy stressed that the EU 
should not become dependent on “third countries” that do not “share [its] fundamental values”.14 It emphasized 
“de-risking” these critical dependencies by factoring geopolitical risks into economic decisions, and by bolstering 
resilience across its technology landscape.15 While the strategy acknowledged the challenges posed by the 
PRC, its discussion of technology-related risks was limited and lacked a clear framework for addressing them.16 
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Relatedly, Berlin’s 2024 decision to partially ban components from Huawei and ZTE in its 5G networks—set for 
a distant 2029 deadline—reflects the gaps between vision and implementation of the China strategy.17 This 
disconnect extends beyond 5G, highlighting a broader reluctance  to address technological dependencies.

This report contends that the new German government must significantly strengthen the technology dimension 
of its China strategy and invest greater effort in de-risking its technological engagement with the PRC. To support 
this goal, this report maps the extent and nature of the PRC’s presence and engagement within Germany’s 
technology stack or “tech stack”. Building on previous GMF research, the term “tech stack” is used to examine one 
country’s presence in and penetration of another country’s technology ecosystem.18 The “tech-stack framework” 
spans five layers: network infrastructure, data infrastructure, device, application, and governance.

The analysis provides examples of the PRC’s engagement with Germany within these layers and contextualizes 
them within the PRC’s broader strategic goals. Across the layers, the analysis highlights the risks for Germany if 
these areas are overlooked. It begins with an outline of the tech-stack framework used in the analysis. Next, it 
details evidence of the PRC’s presence across Germany’s technology stack. Finally, the report concludes with 25 
recommendations for policymakers in Germany, the EU and the United States.  
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China’s presence in Germany’s Technology 
Stack
Network Infrastructure Layer

The German government announced its first-ever Strategy for International Digital Policy in 2024. The strategy 
notes that it complements Germany’s China strategy and seeks to advance “a global, open, free and secure 
Internet”.19 This vision of the future internet stands in stark contrast to the PRC’s authoritarian model, which is 
built on tight control, censorship, and suppression in pursuit of the Communist Party of China’s (CCP) mission 
to make the world safer for the country.20 As early as 2018, a White Paper on the PRC’s international optical 
cable connections by the China Academy of Information and Communications Technology (CAICT), a research 
institute under the PRC’s Ministry of Industry, Information and Technology (MIIT), noted Europe as “one of the 
important destinations for China’s international communications services”.21 The analysis below illustrates the 
PRC’s presence in three segments of the German network infrastructure: telecommunications infrastructure, 
optical cables (submarine and terrestrial) and satellite internet. 

Telecommunications: 

Public debate over Huawei’s role in Germany’s 5G infrastructure began in 2018. By that time, major telecom 
operators in Germany, including Deutsche Telekom, Vodafone, and Telefónica, had already integrated Huawei 
technology into their 4G and planned 5G networks.22 In 2019, Germany created a legal framework for excluding 
Huawei, but the implementation was delayed until 2024, when the government decided to initiate a phased 
removal of Huawei and ZTE equipment. Under this mandate, mobile operators are required to eliminate Huawei 
and ZTE components from 5G core networks by the end of 2026 and to replace Huawei’s and ZTE’s management 
systems in 5G access and transport segments by 2029.23 

Some German lawmakers have criticized the extended timeline, arguing that by 2029, much of Huawei’s 
equipment would be obsolete and need replacement regardless.24   Notably, the mandate still allows operators 
to retain all Huawei products except the configuration management system—a relatively minor part of the radio 
access network (RAN)—, which must be replaced by the end of 2029. 25 This also raises concerns that Huawei 
could exploit those products to conduct espionage or disrupt Germany’s communications infrastructure through 
malicious software.26 According to the Danish Strand Consult, as of 2024, 59% of Germany’s 5G infrastructure 
is sourced from China. Moreover, Germany has only partially implemented the EU’s 5G toolbox, which outlines a 
coordinated European strategy for securing 5G networks.27	

This is especially significant given the integration of Huawei technology into some of Germany’s critical public 
infrastructure. 28 The German public rail network Deutsche Bahn as a key example. Deutsche Bahn relies on 
Huawei technology not only for the passenger Wi-Fi but also for its internal communications infrastructure. 
Since 2015, PRC-manufactured components have supported systems that facilitate communication between 
train personnel and control centers.29 

This integration creates security risks, as it provides the PRC with access points to data that could be exploited 
for espionage or cyberattack, introducing a critical vulnerability during periods of geopolitical tension. If Germany 
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were to oppose a policy position taken by the PRC—such as by adopting a more assertive stance in support of 
Taiwan’s sovereignty—PRC-linked actors could exploit their access to disrupt essential services across German 
cities. This could result in widespread paralysis of public transportation networks, catching authorities and 
civilians off guard. In more severe scenarios, such disruptions could impede emergency response or military 
mobility or even involve the embedding and activation of “kill switches” to disable transport systems entirely. 
These risks highlight the strategic importance of securing digital infrastructure across all sectors, including those 
traditionally seen as civilian and non-combatant.

Despite the long-drawn 5G debate in Germany, there are indications that Huawei and other PRC vendors are 
not entirely excluded from Germany’s 6G plans. In April 2024, representatives from Huawei and China Mobile 
Research Institute were included in a “6G Expert Days” workshop organized by German company Rohde & 
Schwarz.30 The company is listed as a partner in the then-Federal Ministry for Education and Research (BMBF) 
(now Federal Ministry for Research, Technology and Space, BMFTR)-funded 6G-ANNA project, which leads 
national research and deployment efforts on 6G.31 This reveals that the de-risking framework outlined in its China 
strategy is yet to permeate Germany’s 6G discussions. 

Optical Cables

Submarine cables account for over 99% of the world’s internet traffic.32 Germany is not home to major high-
capacity, intercontinental submarine cable connections. Instead, through a network of terrestrial cables, it 
depends on other EU member states to transfer data to other continents.33 PRC-based equipment providers 
such as China Mobile, Hengtong Marine, China Telecom and China Unicom are part-owners of Germany’s 
undersea and overland connections to Asia and Africa. The PRC’s involvement in German and European network 
infrastructure has been part of its grand strategic vision for global connectivity provision. The 2018 CAICT White 
Paper notes that the PRC seeks to “facilitate synergy between the submarine and terrestrial cables, allowing 
them to work together to build a ‘Eurasian information hub’ that connects east to west”.34  
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Submarine Cables 

Germany hosts six main landing points for submarine cables that run across the North and Baltic Seas (see 
Figure 2). Germany is not a primary landing point for the world’s major submarine cables—those characterized 
by significant length and high data-transmission capacity. Instead, it relies heavily on neighboring European 
countries for access to the global internet via undersea infrastructure.35 For instance, transatlantic cables like 
Grace Hopper and Marea have landing points in Spain while Amitie and Dunant run from France to the United 
States. These cables have a combined capacity of 1,132 terabits per second (Tbps).36 To the south and east, in 
Marseille, France, ten submarine cables, including high-capacity lines like 2Africa and IMEWE, extend to North 
Africa and the Middle East, continuing onward to South Asia.37

Figure 2: Submarine Cables with Landing Stations in Germany
Source: Adapted from TeleGeography

The security of Germany’s internet infrastructure therefore relies heavily on its European neighbors.38 These 
high-capacity transmission cables would be primary targets for surveillance, espionage and sabotage.39  These 
risks are heightened with the untrustworthy ownership of cables. As noted in a 2023 study commissioned by 
the European Parliament’s Committee on Security and Defence, investors under PRC state control (state-owned 
companies) and PRC (including Hong Kong) private companies with indirect, yet strong party-state links can 
have similar risk profiles.40 PRC-owned cable companies are encouraged and supported by the state to contribute 
to global undersea cable provision.41 In the long term, the growing share of global traffic routed through cables 
owned by PRC-based providers will strengthen the PRC’s ability to reshape global internet architecture—by 
creating strategic chokepoints.42 

https://www.submarinecablemap.com/country/germany
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Some PRC-based companies are part-owners of cables connecting Europe to the world. For instance, the 2Africa 
cable (Figure 3), which was launched in 2020, forms a 180 Tbps loop around Africa and is supported by eight 
partners, including Meta and China Mobile.43  Similarly, the PEACE cable (Figure 4), offering the shortest routes 
from Asia to Europe and Africa since 2022,  is led by Hengtong Marine, a subsidiary of China’s Hengtong Group. 
It also includes partners like China Mobile, China Telecom, China Unicom, and European telecom operators such 
as Orange. 44  

Figure 3: 2Africa submarine cable with selected landing stations highlighted
Source: Adapted from TeleGeography

Figure 4: The PEACE submarine cable with landing stations highlighted
Source: Adapted from TeleGeography

https://www.submarinecablemap.com/submarine-cable/2africa
https://www.submarinecablemap.com/submarine-cable/peace-cable
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According to MERICS’ DSR tracker, Hengtong’s portfolio has expanded in Europe. The company has acquired 
stakes in companies like Portugal’s Alcobre, Spain’s CABLESCOM, and Germany’s J-Fibre.45 After the acquisition, 
J-Fibre publicly stated that it “shares the same values” as its parent company.46 This is especially concerning 
given Hengtong’s involvement in constructing underwater surveillance systems in the East and South China 
Seas, as highlighted in the 2023 study for the European Parliament.47 The study notes that Hengtong’s joint 
venture with the People’s Liberation Army (PLA)’s cyber lab heightens the possibility of espionage through the 
cables it owns. Accordingly, it notes that cables laid close to EU and NATO member states’ naval bases by 
Hengtong and its subsidiaries present a “high-level security vulnerability”.48 

In 2021, the United States added Hengtong subsidiaries Jiangsu Hengtong Marine Cable Systems and Jiangsu 
Hengtong Optic-Electric to its Entity List for acquiring and attempting to acquire US-origin items in support 
of military modernization for the PLA.49 Submarine cable communication-service provider HMN International 
was also added to the list on the same grounds. In 2023, through a combination of incentives and pressure, 
Washington successfully prevented Tianjin-headquartered submarine cable-service provider HMN Tech from 
securing the supply contract by a multinational consortium to lay the South East Asia–Middle East–Western 
Europe 6 (SeaMeWe-6) cable.50 

Beyond surveillance, the risk of physical sabotage of undersea infrastructure is a growing concern. Officials from 
Taiwan have accused the PRC of employing tactics such as sand dredging to damage undersea communication 
cables and intimidate residents and tourists.51 Taiwan characterizes these activities as “grey zone operations”—
tactics employed by the PRC to exert pressure without engaging in open conflict. 52 In April 2025, Taiwan charged 
a ship captain from the PRC with intentionally damaging undersea cables off the island in February that year.53 
Closer to home, a series of recent disruptions in the Baltic Sea has heightened concerns about Europe’s own 
cable vulnerabilities.54

From October 2023 to December 2024, there were nine instances of damage to submarine cables linking 
Estonia, Finland, Germany, Lithuania, Russia, and Sweden.55 While these incidents raised suspicions in Europe that 
Russia might be targeting undersea infrastructure as part of a broader campaign of hybrid attacks, an incident 
in November 2024 draws attention to the PRC. According to the Swedish Accident Investigation Authority 
(SHK), a PRC-owned carrier Yi Peng 3 severed two subsea cables—one linking Germany and Finland, the other 
connecting Lithuania and Sweden. SHK stated however, that there was no conclusive evidence to determine 
whether the incident was accidental or an act of intentional sabotage.56  

These examples highlight critical vulnerabilities in Germany and Europe’s network infrastructure, which need to 
be addressed with greater urgency. In its preparation for a pre-war scenario, Germany would also need to factor 
in the risk of a simultaneous attack on high-transmission cables, which could result in an EU-wide blackout. 

Terrestrial Cables 

Germany is also home to landing points of terrestrial cables developed by companies headquartered in China 
and Russia, which connect Europe to Asia. Notable examples include the Europe-Russia-Asia (ERA) cable 
system, a project of China Telecom and Russia’s TransTeleCom (TTK); the Transit-Mongolia Pathway (TMP), 
operated by China Telecom Global (CTG) alongside Mongolian and Russian partners; and the Diverse Route 
for European and Asian Markets (DREAM) cable, which connects Germany, Austria, Slovakia, Ukraine, Russia, 
Kazakhstan, and the PRC.57 DREAM was launched in 2013 and developed by Russia’s MegaFon in partnership with 
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Kazakhtelecom.58 The data traffic on these routes remains relatively low, and interviews with Berlin-based tech 
policy experts suggest that these cables currently pose comparatively lower espionage risks than the undersea 
cables discussed above. And yet, these routes warrant attention given China’s vision of integrating land and sea 
infrastructure across Eurasia and of leveraging expanded communication networks to bolster influence.

Satellite Internet 

Satellites carry only about 1% of global internet traffic, but they offer advantages over terrestrial or undersea 
cables, being less vulnerable to natural disasters, conflict, or sabotage.59 The PRC has prioritized the development 
of satellite internet as part of its “new infrastructure concept”, a strategic vision laid out by the National 
Development and Reform Commission in 2020.60 In 2024, the PRC launched three batches of satellites for the 
Shanghai-backed Qianfan (SpaceSail) network, aiming—like Elon Musk’s Starlink—to deliver global high-speed 
internet access.61 One researcher interviewed for this study noted that German firms have sought to compete in 
the satellite industry, but limited public funding has left an investment gap, which PRC companies have stepped 
in to fill. 

A notable example is Munich-based KLEO Connect, a startup that sought to deploy a network of over 300 
Low Earth Orbit (LEO) satellites, mirroring SpaceX’s Starlink.62 To this end, it partnered with the Liechtenstein-
based Trion Space, which had secured valuable  International Telecommunication Union frequency allocations 
(hereafter: ITU filings).63 This included the Ka-band  (26–40 GHz) frequency allocations ideal for robust 
broadband connectivity. Lacking investors, however, KLEO Connect struggled to operationalize its plans until 
two Shanghai-based firms, Shanghai Engineering Center for Microsatellites (SECM) and Shanghai Spacecom 
Satellite Technology (SSST) became involved. SECM is a satellite manufacturer and SSST is a military-linked, 
majority state-owned company in the PRC, and according to former US national security officials Glenn Chafetz 
and Xavier Ortiz, was specifically established to invest in Western satellite projects.64

In 2017, KLEO’s founders accepted an initial 10% investment from SSST, which grew to a 53% majority stake by 
2018.65  This led to a governance structure in which co-founder Matthias Spott oversaw technical operations, 
while Shanghai-based Shawn Shey managed the commercial side. Kleo’s European founders later alleged 
however, that SSST’s true objective was not partnership, but control over KLEO’s valuable ITU filing.66 Tensions 
escalated in 2019 when SSST unilaterally awarded a satellite manufacturing contract to SECM, a move the 
Europeans saw as an attempt to transfer KLEO’s orbital priority to the PLA—an act prohibited by ITU rules.67  
Their suspicions deepened in 2021 when SECM launched test satellites into the same orbital slot and frequency 
range KLEO had planned to use, reinforcing fears that the joint venture was being exploited to advance the PRC’s 
strategic interests in space. 68

The founders then triggered a provision of the investment agreement allowing them to redeem investors’ shares 
and bring in a new partner, the US telecommunications company Rivada.69  The PRC investors, however, rejected 
the redemption offer and launched a series of lawsuits in Liechtenstein, Germany, Luxembourg, and the US to 
gain control of KLEO’s spectrum rights. While litigation was ongoing, SSST moved ahead with plans to build 
and launch satellites from China using the Liechtenstein ITU filings. 70 In March 2022 however, Liechtenstein’s 
telecoms regulator rejected SSST’s claim to the filings and awarded the spectrum rights to Rivada—a decision 
later upheld by Liechtenstein’s courts. 71
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The following year, SSST attempted to increase its stake in KLEO Connect, but the move was blocked by Berlin 
after an investment review by the then-German Federal Ministry for Economic Affairs and Climate Action (BMWK) 
– now Federal Ministry for Economic Affairs and Energy (BMWE) – which determined that the acquisition posed 
a potential threat to public security.72 According to the CELIS Institute, a Berlin-based non-profit dedicated to 
studying and debating investment screening policy, the China strategy released that same year had led to a 
perception change vis-à-vis PRC-based investors. Additionally, the report noted that the volume of shares SSST 
was attempting to purchase constituted an “acquisition” under the Foreign Trade and Payments Ordinance, 
allowing the BMWK to examine and prohibit it.73 

In 2024, Liechtenstein’s telecoms regulator, which had licensed transmission frequencies to Rivada, revoked 
the authorization, citing non-payment of annual fees and the absence of a credible business plan.74 Meanwhile 
the PRC continued to pursue its space ambitions. In March 2025, the China Aerospace Science and Technology 
Corporation  announced the successful launch of 18 additional satellites for the Qianfan constellation.75 This 
raises important questions about the extent to which SSST’s ownership stake in KLEO Connect helped pave the 
way for advancing China’s LEO ambitions. An expert interviewed for this report noted that the KLEO Connect 
case illustrates a pattern of PRC investors acquiring European firms primarily to gain control over valuable 
assets such as ITU frequency allocations, often without fully utilizing the technology or growing the company. 
Whereas Berlin’s intervention in 2023 reflects a proactive approach to halt the PRC’s acquisitions in network 
infrastructure, it also highlights a broader concern: the lack of public funding for satellite internet technology.76 
The underemphasis on building critical network infrastructure technology reflects a missed opportunity for 
Germany to build a home-grown competitor in the satellite market.
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Data Infrastructure Layer

The German government has emphasized the expansion and protection of cloud and data infrastructures in 
its 2024 international digital policy strategy.77 This strategy identifies a strong data infrastructure as crucial 
for a sustainable global digital ecosystem while avoiding critical dependencies.78 Marketplace platform 
Cloudscene describes Germany’s data center industry as “thriving”, with Frankfurt leading in data center density 
nationwide.79  The Frankfurt/Rhine-Main area also hosts DE-CIX, one of the world’s largest Internet Exchanges 
by data throughput.80 Proximity to DE-CIX significantly reduces latency in data transmission, making Frankfurt 
a rapidly growing data center market.81  Germany’s data center market features several players, including Dell, 
Nokia and Nvidia.82 There is evidence of the presence of major PRC providers, such as Alibaba, China Mobile, 
China Telecom, and Tencent.83 Specifically, China Mobile (International) and Huawei are members and partners, 
respectively, of the German Datacenter Association (GDA), an advocacy alliance of data center operators and 
owners in the country (see screenshot below).84 

China Mobile (International) listed as a member of the German Datacenter Association
Source: GDA

Huawei listed as a partner of the German Datacenter Association
Source: GDA

https://www.germandatacenters.com/en/partner/china-mobile-international/
https://www.germandatacenters.com/en/partner/huawei-technologies-deutschland-gmbh/
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According to a 2024 study by the Asia-based philanthropic organization, the Hinrich foundation, the PRC’s 
investment in global data infrastructure is part of a border, long-term strategy aimed at gaining asymmetric 
advantage in cross-border data flows.85 This involves enforcing stringent data localization laws domestically,  
developing infrastructure to access foreign data, and competing to set the standards for data architecture and 
the physical data center outposts globally.86 The PRC’s Global Tone Communications Technology (GTCOM), a 
subsidiary of the state-owned China Publishing Group, once described data as the “new oil”, making data centers, 
in this analogy, one of its essential refineries.87 In 2020, the PRC’s Politburo Standing Committee designated data 
centers as part of a list of “new infrastructures”, and by 2022 they were prioritized in the National Development 
and Reform Commission’s (NDRC) Implementation Plan for the 14th Five-Year Plan.88

In 2022, Alibaba Cloud launched its third data center in Germany, with a special focus on AI and machine-
learning applications. In a press release, Alibaba stated that the data center complies with the Cloud Computing 
Compliance Controls Catalog (C5) laid out by the German Federal Office for Information Security (BSI).89 While 
data centers based in Germany or the EU are subject to European data protection laws and security standards, 
this does not eliminate the risk of data leakage. A cybersecurity expert interviewed for this study, noted that data 
could potentially be transferred back to a data center’s home country on the pretext of a “technical problem”, 
placing it outside EU jurisdiction. This risk is heightened in the case of data centers owned by PRC companies. 
Under the PRC’s National Intelligence Law of 2017, PRC citizens and companies are obliged to turn data over to 
the state upon request.90 

In addition to data centers, PRC companies like Alibaba and China Telecom are expanding their services as cloud 
providers and positioning themselves as gateways for German businesses to access the PRC market. For instance, 
China Telecom’s European division promotes itself as the “Digital Silk Road to China/APAC”, while Alibaba’s China 
Gateway 2.0 offers European businesses access to PRC consumers.91 Several major German companies have 
used Alibaba Cloud in their services and platforms. For example, Siemens’ IoT platform, MindSphere, was hosted 
on Alibaba Cloud in 2019, allowing PRC-based clients to develop applications securely within the PRC.92 More 
recently, in 2023, Alibaba Cloud signed a strategic cooperation agreement with Siemens Xcelerator, an online 
digital business platform.93 German multinational  SAP has also partnered with Alibaba Cloud in 2018 to expand 
its customer base in the PRC. 94 This collaboration has continued to deepen, and in May 2025 SAP announced a 
strategic partnership with the Alibaba Group to  accelerate cloud transformation for customers, with an initial 
focus on the PRC market.95

In addition to major German companies, Alibaba Cloud has recently targeted German SMEs, providing AI-driven 
tools for strategic decision-making and customer engagement. According to Alibaba’s own surveys, many 
German SMEs believe that AI will improve their export activities, yet only 11% have implemented AI tools in 
their businesses.96 In response, Alibaba is offering AI-powered tools, including product listings, a chatbot, and 
automatic data analysis to support strategic decision-making and enhance customer outreach.97 

As German companies deepen partnerships with PRC-based cloud providers, they must also consider the risk 
that these arrangements could create technology dependencies on PRC companies, with long-term lock-in 
effects. Foreign firms operating in the PRC are required to use local platforms and infrastructure, such as 
Alibaba’s services, which can gradually bind them to the PRC’s digital ecosystem. Large companies like SAP 
may have the resources to utilize multiple cloud providers in different markets. But smaller businesses may not 
have the resources to use more than one cloud provider. This could potentially lock them into PRC-based cloud 
ecosystems even when operating in markets outside the PRC.



25Jagtiani | September 2025

	 Risky Configuration

According to a 2025 study by researchers at the Oxford Internet Institute and Aalto University in Finland, which 
mapped the global footprint of the six leading global hyperscalers—Amazon Web Services (AWS), Microsoft 
Azure, Google, Alibaba, Huawei, and Tencent—PRC firms provided approximately 35% of Germany’s cloud 
computing infrastructure, with the remainder dominated by US providers (Figure 5). While smaller firms were 
excluded, the researchers noted that these six hyperscalers accounted for most of the global and national 
public cloud markets examined.98 This statistic points to a significant presence of PRC firms in Germany’s data 
infrastructure—especially when considered alongside examples of how this cloud infrastructure is used in 
Germany.

Figure 5: Proportions of US (blue) and PRC (red) cloud availability zones by location.
Source: Lehdonvirta et. al., Review of International Political Economy, 2025

https://www.tandfonline.com/doi/pdf/10.1080/09692290.2025.2489077
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In July 2024, the German non-profit investigative outlet Correctiv reported that the state of North Rhine-
Westphalia selected Huawei as the hardware and cloud provider for the DataStorage.nrw project, a large-scale 
data-storage initiative for the state’s universities with applied sciences programs.99 The project was led by RWTH 
Aachen University, one of Germany’s leading technical universities ranking within the top five in the country 
in mechanical engineering, mining engineering, materials science, and chemical engineering according to QS 
World University Rankings in 2024.100 Correctiv also reported that the University is recognized for its research 
on dual-use technology.101 The report drew on an earlier investigation, according to which the university had 
previously conducted research projects in cooperation with military institutions or military-related institutions 
from the PRC.102 

The national security risks posed by espionage through academic research—particularly in the applied sciences 
and dual-use technologies—should not be underestimated.  This concern is especially urgent as Germany shifts 
toward a pre-war posture, with the potential of finding itself in opposition to the PRC in future geopolitical 
conflicts. In such a scenario, research security becomes an essential pillar of national security, particularly when 
scientific advances have both civilian and military applications. Safeguarding these areas is critical to preventing 
technological advantage from being transferred, exploited, or weaponized by strategic competitors.

Device Layer

While data infrastructure enables companies and individuals to store data on the back end, devices and 
equipment serve as the front-end collectors and users of this data. The analysis below highlights three sectors, 
in which growing dependence on the PRC can pose risks to national security and economic competitiveness: 
electric and connected vehicles, security technology and electronic devices. 

Electric and Connected Vehicles

The automotive industry is a cornerstone of Germany’s economy. As of 2024, the Federal Statistical Office 
of Germany reported that motor vehicles accounted for 16.8% of its total exports, making them the country’s 
main export.103  German automotive companies have long profited from the PRC market and significantly 
influenced Berlin’s policy towards the PRC.104  In recent years, however, they have faced growing challenges and 
declining market share in the PRC. In 2023, Volkswagen’s PRC sales were down by 9.5% on the previous year, 
Mercedes-Benz’s by 7% and BMW’s by 13.4%. Their combined share of the PRC market had shrunk to 18.7%, from 
a peak of 26.2% in 2019.105 The longstanding influence of German automakers in Berlin’s China policy explains 
Germany’s opposition to EU-led tariffs on PRC-manufactured electric vehicles (EVs). These tariffs followed an 
EU investigation, that concluded that the PRC’s battery electric vehicle (BEV) value chain —BEVs being a subset 
of EVs— benefits from unfair subsidies, posing a threat of economic injury to EU producers of BEVs.106 Ahead of 
EU member states’ vote on the tariffs on October 4, 2024, former German Chancellor Olaf Scholz argued that 
shutting out foreign competition would be counterproductive and that negotiations with the PRC on EVs should 
continue.107 While the EU voted in favor of the tariffs, Germany joined Hungary, Malta, Slovenia, and Slovakia in 
opposing them.108 

These developments highlight why Germany has been hesitant to follow an approach similar to the United 
States’  “connected vehicles rule”, which prohibits the import and sale of certain connected vehicles and key 
components that are manufactured in, or incorporate hardware, software, or technology sourced from Russia or 
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China.109  The German Association of the Automotive 
Industry (VDA) has gone as far as to criticize proposals 
for “blanket bans”, arguing that Germany’s proactive 
approach to cybersecurity, with rigorous testing 
and regular security checks, renders such measures 
unnecessary.110

German   automakers  have struggled to reconcile  short-
term profitability with long-term competitiveness. As 
the most auto-dependent of the major EU economies, 
Germany stands to lose the most if the PRC’s industrial 
policies succeed in transforming it from a net importer 
of EU automobiles into a serious competitor in the 
mid-and high-end segments of the European market.111 
As of April 2024, Germany’s Federal Statistical Office 
reported that 40.9% of EVs sold in the country were 
manufactured in the PRC.This figure includes EVs from 
PRC-headquartered brands but also those produced in 
China by internationally headquartered automakers. 
At the same time, EVs from PRC-headquartered 
companies are steadily expanding their footprint 
in Germany (see Figure 6).  As of 2023, the PRC’s 
automobile brands made up just 3% of all new car sales 
in Germany, but their share of BEVs had already reached 
8% (see Figure 7).112 BYD, which recently surpassed 
Tesla as the world’s largest EV seller, is actively working 
to strengthen its presence in Germany. The company 
has announced plans to acquire its distributor in 
Germany, Hedin Electric Mobility (Hedin eMobility), 
to secure direct control over its sales operations in 
Germany.113

While PRC-manufactured EVs pose competitiveness 
risks to the German automotive industry, there are 
also significant national security risks associated 
with a new generation of cars. Equipped with 
advanced sensors, these connected vehicles collect 
extensive data on road conditions and in-cabin 
activity, potentially capturing sensitive information 
about individuals’ locations, habits, and consumption 
patterns.114 Lindsay Gorman’s 2020 GMF report on 
the future internet highlights the “less benign effects” 
of connected vehicles, where personal data can be 
misused for malicious purposes with limited control by 
the individuals to whom the data pertains.115 In theory, 

Figure 6: New passenger car registrations in Germany by 
location of brand ownership 

Source: Peter Mock et al., International Council on Clean 
Transportation, 2024

Figure 7: New passenger car registrations in Germany by 
location of brand ownership, in 2023

Source: Peter Mock et al., International Council on Clean 
Transportation, 2024

https://theicct.org/german-car-market-amid-increasing-competition-from-china-based-manufacturers-apr24/
https://theicct.org/german-car-market-amid-increasing-competition-from-china-based-manufacturers-apr24/
https://theicct.org/german-car-market-amid-increasing-competition-from-china-based-manufacturers-apr24/
https://theicct.org/german-car-market-amid-increasing-competition-from-china-based-manufacturers-apr24/
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data generated by connected vehicles on German roads could be vulnerable to exploitation for purposes such 
as espionage or surveillance. This risk is heightened in a pre-war situation, where knowledge of government 
officials’ travel and movement becomes particularly valuable. Despite these risks, German automakers have 
continued their engagement with PRC entities rather than diversifying away.116 In 2019, Mercedes-Benz and 
Geely launched a joint venture to supply, sell, and service future smart vehicles in Europe.117 More recently, in 
2024, Tencent and Bosch’s PRC-based units in November 2024 signed Memorandums of Understanding (MoUs) 
with the aim of exploring opportunities in cloud computing and mapping for autonomous driving, integrating 
large language models (LLMs) into smart cockpits, and helping PRC-based carmakers venture overseas.118 In 
2024, Volkswagen announced a partnership with Xpeng to jointly develop smart e-cars, and in 2025, BMW 
revealed plans to integrate AI from PRC startup DeepSeek into its new models in the PRC.119 

During former Chancellor Scholz’s state visit to the PRC in April 2024, both countries renewed their MOU 
on autonomous vehicles. The government readout stated that the MOU would also “serve to allow concrete 
progress to be made on the topic of reciprocal data transfer, while respecting national and EU data legislation”.120 
A commitment to abiding by European data protection laws, however, does not eliminate the risk of data 
processing by PRC companies, which are obliged by the PRC to turn over data to the state when requested. 
This concern is highlighted by recent complaints filed by data protection activist and lawyer Max Schrems’ 
organization Noyb (None of Your Business) against six major PRC companies—TikTok, AliExpress, SHEIN, Temu, 
WeChat, and Xiaomi—before data protection authorities in Italy, Greece, Belgium, the Netherlands, and Austria, 
citing alleged violations of Chapter V of the GDPR. According to Noyb, these companies fail to provide adequate 
safeguards to effectively protect personal data subject to the GDPR from unauthorized access by the PRC 
government.121

Security Technology

According to several market analysis platforms, Hikvision Digital Technology and Dahua Technology are key 
players in Germany’s security technology market.122 News reports highlight that PRC-manufactured surveillance 
cameras are installed at key infrastructure sites, such as Frankfurt and Nuremberg rail stations, and the Lufthansa 
New Aviation Center at Frankfurt Airport (see screeshot below).123 

Dahua’s video surveillance system at Lufthansa’s New Aviation Center in Frankfurt 
Airport is featured as a success story on Dahua’s official website 

Source: Dahua

https://www.dahuasecurity.com/newsEvents/successStories/5051/1497
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Hikvision’s website features three “success stories” in Germany. One is the installation of body-temperature 
screening terminals for the German conference organizer Hotelreservierungs- und Tagungsmanagement in 
2020, enabling them to host events during the COVID-19 pandemic.124 Another one is the installation of an 
indoor parking guidance system for e-commerce company Otto’s headquarters in Hamburg.125 This system 
detects available parking spaces using cameras (DS-TCP345D) installed throughout the structure. It relies 
on AI technology for surveillance of the car park and for streamlining operation.126 Hikvision’s local branch, 
HikvisionDACH, cultivates its market presence in Germany through outreach and free seminars.127 Dahua’s 
website also features a 2019 German project on its website, noting its provision of video surveillance technology 
to German security company “Ihre Sicherheit” in Bielefeld.128 More recently, in March 2025, Dahua organized 
“TechDay Events” in Munich, featuring its partners, which include the BSKI Federal Association for the Protection 
of Critical Infrastructures (BSKI), the German Association for Security Technology (BHE) and the Bavarian 
Association for Security in the Economy (BSVW).129

In October 2019, the US Commerce Department placed Hikvision and Dahua on its Entity List over Beijing’s 
treatment of Uighur Muslims and other predominantly Muslim ethnic minorities.130 In addition to these human-
rights concerns, dependence on PRC-manufactured security devices comes with key security risks. Backdoors 
can be built into these devices, enabling data theft, cyberattacks, network infiltration, and espionage. In a 
2023 report, the Internet Protocol Video Market, a leading authority on physical security technology, exposed 
vulnerabilities in Hikvision technology, which allowed cybercriminals to take over a user’s account simply by 
listening to network traffic.131 The report concluded that “Hikvision is helping itself to deceive regulators around 
the world about its cybersecurity issues by hiding them”.132 Policy experts interviewed for this study highlighted 
that German government contracts for security technology in public spaces often prioritize the lowest-
cost suppliers, which inadvertently favors PRC-manufactured security devices. While cost efficiency drives 
procurement decisions, it comes at the cost of national security and cybersecurity. As in the case of connected 
vehicles, these risks are heightened in a pre-war context, where knowledge of strategic locations, civilian traffic, 
and the movement of government officials becomes strategically valuable for military opponents.

Electronic Devices 

Germany’s consumer electronics market is among 
Europe’s largest, particularly for IoT devices.133 

According to a 2023 study by economists at Kiel 
University, Germany’s reliance on PRC-manufactured 
products, particularly on smartphones and laptops, 
is significant, with import shares of 68% and 80% 
respectively.134 The study classifies Germany’s 
dependence on PRC-manufactured laptops as 
“extreme”, though it is only slightly above the global 
average (see Figure 8).135 A 2024 Bundesbank study 
also notes this dependency, pointing to reliance not 
only on electronic end-products like smartphones but 
also on intermediate products such as batteries and 
rare earths.136 Germany —and the EU more broadly— 
have recently experienced the consequences of such 
dependencies when the PRC’s Ministry of Commerce 

Figure 8: German import dependence on China in selected areas
Source: Adapted from Sandkamp et. al., Kiel Institute for the 

World Economy, 2023

https://www.ifw-kiel.de/publications/news/german-economys-dependence-on-china-critical-for-individual-products/
https://www.ifw-kiel.de/publications/news/german-economys-dependence-on-china-critical-for-individual-products/
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imposed export restrictions on seven rare earth elements (REEs) and magnets used in the defense, energy, 
and automotive sectors in response to increased US tariffs on PRC products in April 2025.137 In a report for the 
Financial Times, Frank Eckard, CEO of German magnet manufacturer Magnosphere, noted that PRC authorities 
were requiring companies to disclose confidential information about their products and operations as a condition 
for export approval. “It’s a matter of [China] getting information officially”, he remarked, “rather than trying to 
steal it.”138

The PRC could similarly exploit these dependencies in the device layer by restricting access to products such 
as laptops and smartphones, especially if Germany’s foreign policy diverges from Beijing’s interests, such as on 
the question of Taiwan. It is important for Germany to diversify its laptop and smartphone imports sooner rather 
than later, especially since—as the 2023 Kiel study notes— if this supply-chain risk is triggered by a crisis, such 
as a PRC-Taiwan conflict, many countries will simultaneously seek new suppliers.

More generally, China’s footprint in Europe’s consumer electronics sector may also be expanding. In July 2025, 
PRC-based e-commerce giant JD.com launched a takeover bid for German electronics retailer Ceconomy, 
in what the  Financial Times  described as potentially one of the largest acquisitions by the PRC in Europe in 
recent years.139 JD.com CEO Sandy Xu stated the company’s ambition to “build Europe’s leading next-generation 
consumer electronics platform” by combining JD’s digital capabilities with Ceconomy’s physical retail presence 
and brand recognition.140 Xu’s vision stands in contrast to Germany and Europe’s broader goals of fostering 
homegrown innovation and competitiveness. 

Application Layer

PRC-manufactured technology is present in the German market through physical devices and across a range 
of technological applications in industries and sectors including robotics, biotechnology, e-finance and 
e-commerce. The examples below illustrate how PRC entities engage in the application layer of Germany’s 
technology stack, often through strategic partnerships and acquisitions of German firms. In 2018, just three years 
after the announcement of Made in China 2025, a Bertelsmann Foundation study found that 64% of the German 
companies sold to the PRC between 2014 and 2017 belonged to the sectors prioritized by the PRC’s industrial 
strategy.141 Of the ten priority sectors, three were specifically relevant to the  application layer: new information 
technology, high-end numerically controlled machine tools and robots, bio-medicine and high-end medical 
equipment.142 In 2025, the PRC has reached many of its targets, and German companies are facing growing 
competition from their PRC counterparts.143 A recent survey by the German Economic Institute (IW) found 
that 60% of German companies focusing on innovation (that is, those conducting research and development) 
perceive competition with the PRC as a “major” or “rather major” challenge (see Figure 9).144  
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Biotechnology

According to OECD indicators, Germany ranks among the top ten countries in terms of the number of active 
biotechnology firms.145 Berlin’s 2023 National Pharma Strategy, together with the 2024 National Strategy for 
Gene and Cell Therapies, highlights the government’s commitment to positioning the country as a leading 
hub for pharmaceutical and healthcare innovation.146 A 2025 study by the European School of Management 
and Technology and the Bertelsmann Foundation found, however, that Germany is not fully capitalizing on its 
biotechnology research strengths, leaving substantial economic potential untapped.147 

As seen in the KLEO connect case discussed above (pages 21-22), German biotech firms often depend on 
partnerships with PRC counterparts to secure financing. Likewise, as seen in the automotive industry, these 
collaborations are also crucial for market access in China. For instance, in 2016, Shanghai-headquartered WuXi 
AppTec acquired Crelux, a German provider of structure-based drug discovery services.148 Four years later, 
in 2020, the German subsidiary of another PRC-based biotech company, WuXi Biologics, bought a biologics 
substance facility at a Wuppertal site belonging to the German multinational Bayer. Bayer’s press release noted 
that WuXi intended to use the facility to manufacture COVID-19 vaccine components and other biologics, with 
plans for additional investments in process equipment at the site.149 The company had also invested in a drug 
product facility in Leverkusen.150 In May 2025, WuXi Biologics divested from its Leverkusen branch, transferring 
the German plant to the Tokyo-based CDMO Terumo.151 According to Ernst & Young’s 2024 assessment of 
Germany’s biotechnology industry, PRC companies such as DualityBio and MeiLink Therapeutics are partnering 
with BioNTech for clinical trials.152  

A briefing by the Hong Kong-based management consulting firm Dezan Shira & Associates describes PRC 
financing of Western biotech firms as a “sophisticated” extension of the BRI.153 In this model, PRC investors 
gain access to cutting-edge biotech, while Western firms secure capital from the PRC and access to the PRC 
market.154 Similar to the 2020 WuXi Biologics-Bayer agreement, in May 2021, BioNTech also forged a partnership 
with the PRC’s Fosun Pharma during the COVID-19 pandemic. Under this partnership, the companies conducted 
joint clinical trials of BioNTech’s COVID-19 vaccine in the PRC. BioNTech contributed its proprietary mRNA 
technology, while Fosun provided access to the PRC market.155 BioNTech has also secured partnerships on 
cancer treatments with  PRC firms such as Acrolmmune Group, Duality Biologics, Doer Biologics and Biotheus.156 

Figure 9: German business responses to competitive pressure from PRC companies
Source: Adapted and translated by GMF Technology from Matthes and Schmitz, Kiel Institute for the World Economy, 2024

https://www.iwkoeln.de/en/studies/juergen-matthes-competitive-pressure-from-china-for-german-companies.html
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While these partnerships may be motivated by a shared goal of addressing major health challenges, the German 
government and industry leaders must remain vigilant to the long-term risks they pose—particularly through 
potential intellectual property theft—, which could undermine the competitiveness of Germany’s biotech sector, 
a key national asset.

In addition to competitiveness risks, the data security risks of these partnerships should not be underestimated. 
In June 2024, MGI Tech—a genomic sequencing firm and spin-off of BGI Group—opened its European 
headquarters in Berlin, featuring advanced capabilities in DNA sequencing, cell omics, and spatial omics. 157 This 
development is particularly concerning given that, in 2023, several BGI-affiliated entities were added to the US 
Entity List on the grounds that their genetic data activities could support surveillance and military applications 
by the PRC government.158 Furthermore, WuXi AppTec, WuXi Biologics, and BGI are on the list of entities included 
in the Biosecure Act, passed by the US House of Representatives in September 2024, which seeks to limit 
business dealings with certain PRC biotech firms on security grounds.159 The fact that PRC ambitions include 
indigenization capabilities in strategic fields such as biotechnology, should lead German players to consider the 
long-term risks of these partnerships and dependencies.

Robotics

Germany remains the fifth-largest robotics market globally and the leader within Europe, according to its 
economic development agency, Germany Trade & Invest (GTAI).160 As of 2024, however, the PRC has overtaken 
Germany in industrial robot adoption, reaching a robot density of 470 units per 10,000 employees—compared 
to Germany’s 415.161 Germany’s long-standing advantage in the sector is being challenged—not only by the 
PRC’s rapid adoption of robotics, but also by the acquisition of German robotics firms by PRC companies.

A well-known example is the 2016 acquisition of leading German industrial robotics manufacturer KUKA by the 
PRC-headquartered appliance giant Midea, in a deal valued at approximately €4.66 billion.162 The transaction 
sparked strategic concern in Berlin over foreign access to critical technologies and led the German government 
to tighten its foreign investment screening rules. The revised regulations lowered the threshold for reviewing and 
potentially blocking non-European acquisitions of German companies that operate in “sensitive security areas” 
from 25% foreign ownership to 10%.163 These “sensitive areas” include the development and manufacturing of 
weapons and other critical military technologies, specialized engines and gearboxes for armored vehicles, and 
IT-security products used for processing classified government information. Similar rules apply to companies 
operating high-grade earth remote sensing systems.

For all other sectors, however, the regulations stipulate that the standard investment screening threshold of 25% 
remains in effect.164 This means that foreign entities can still acquire up to a 25% stake in German firms operating 
in critical and emerging technology sectors—such as robotics—without triggering a special investment review. 
A notable example occurred in 2019, when Shenzhen-based Nanjing Estun Automation Technology Co. acquired 
Carl Cloos Schweißtechnik GmbH, a manufacturer of welding technology for both manual and automated 
applications, for €196 million—despite heightened scrutiny following the KUKA acquisition.165 Founded in 1919, 
Cloos was established more than seven decades before Estun.166 The acquisition of a long-established German 
technology firm by a relatively young foreign company reflects a development with implications for future 
competitiveness in German robotics—one that policymakers need to scrutinize more closely.
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E-Commerce and E-Finance 	

According to the most recent assessment by the US International Trade Administration (ITA), Germany has one 
of the largest e-commerce markets in Europe.167 From 2017 to 2022, business to consumer (B2C) e-commerce 
grew by 69%—from €58.5 billion to €99.1 billion – with the COVID-19 pandemic contributing significantly to this 
surge.168 ​PRC-developed e-commerce platforms have also benefited from this trend. Temu achieved nearly $750 
million in sales within its first year after launching in 2022, when it surged to the top spot in downloads, making 
it the 13th-largest marketplace in Germany.169 In addition to Temu, Nanjing-founded e-commerce fast-fashion 
platform Shein more than doubled its order frequency from 10% in 2023 to 22% in the first quarter of 2024 in 
the country.170

Although e-commerce platforms may seem benign, a report by the US-China Economic and Security Review 
Commission argues that PRC-developed e-commerce platforms like Shein and Temu outpace competitors 
through controversial—and often illegal—business practices.171 The report notes that Shein, for instance, has 
failed to disclose its use of cotton sourced from Xinjiang, a violation of the Uyghur Forced Labor Prevention Act 
in the United States.172 Recognizing the risks posed by certain e-commerce platforms that violate EU standards 
for product safety, environmental protection, health, intellectual property, and consumer protection, the German 
government called for stricter legal enforcement of regulations in this sector at both the national and EU levels 
in September 2024.173 While the government’s risk assessment rightly emphasizes consumer protection and 
market fairness, it fails to mention—at least publicly—the data protection and national security risks these 
platforms may present.

The US-China Economic Security Review Commission report highlights that while Shein’s business model 
relies heavily on collecting and analyzing user data, it has struggled to safeguard that data.174 In 2022, the state 
of New York fined Shein’s parent company for mishandling credit card and personal information after a 2018 
cyberattack had compromised the data of 39 million users, including 800,000 in New York. 175 Temu’s business 
practices raise similar concerns. Operated by PDD Holdings—the company behind the PRC-developed platform 
Pinduoduo—Temu has benefited from a data-driven, low-cost model.176 In April 2023, CNN reported that multiple 
cybersecurity teams had discovered sophisticated malware embedded in the Pinduoduo Android app.177 This 
malware was capable of bypassing user permissions, accessing private messages, modifying settings, viewing 
data from other apps, and even preventing uninstallation.178

These data protection concerns are amplified by the PRC’s 2017 National Intelligence Law, which, as mentioned 
above, compels companies to grant state authorities access to data upon request. This concern also extends to 
PRC-developed e-finance and payments applications, such as Alipay and WeChat Pay. These e-finance services 
have become embedded in global payment ecosystems, including platforms like Stripe, facilitating their growing 
presence in markets such as Germany.179 

WeChat Pay, operated by tech giant Tencent and integrated into the widely used instant messaging app WeChat, 
is particularly noteworthy. Unlike many Western counterparts that rely on end-to-end encryption (E2EE), Tencent 
uses the secure sockets layer (SSL) to secure data transmission, and stores and decrypts user data (including 
chat data) on its  servers.  While SSL ensures data is secured during transit, unlike E2EE, it does not prevent 
service providers from potentially accessing data once it reaches their servers.180 This applies to all users globally, 
whether they use the PRC or international version of the app. Alipay, WeChat Pay’s PRC-based competitor, has 
also expanded across Europe. In Germany, it served as the official payment partner and sponsor of UEFA Euro 
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2024, increasing its visibility.181 With reference to e-finance applications, Elisabeth Braw, senior fellow at the 
Scowcroft Center for Strategy and Security at the Atlantic Council, has pointed out that “a government official’s 
daily life can be tracked using his or her Alipay transactions”.182 As discussed in the previous section, location 
data can prove strategically valuable to military opponents during periods of heightened geopolitical tension.

Governance Layer

Germany’s technology governance emphasizes data protection, cybersecurity, and ethical AI development, 
supported by strong regulatory oversight. It is shaped by EU-wide regulations such as the GDPR and the AI 
Act. In promoting an open internet, Germany and the EU are, in principle diametrically opposed to China’s 
authoritarian approach, which is built on data localization, censorship and surveillance of its citizens. And yet, 
German and EU technology governance has blind spots when it comes to protecting its citizens and businesses 
from the risks of data transfers to China. For instance, the EU has only recently opened formal proceedings 
against TikTok.183 As discussed in the device and application layers, Germany has also been slow to address the 
security and data protection risks posed by technology manufactured or developed in the PRC.184 Cybersecurity 
poses a similarly pressing challenge. A 2024 survey by Germany’s IT sector trade association Bitkom, found that 
80% of German businesses had experienced data theft, industrial espionage, or sabotage within the past year. 
Of these incidents, 45% were attributed to the PRC and 39% to Russia.185 These mounting threats highlight the 
urgency for Germany to transpose the EU’s revised Cybersecurity Directive (NIS2) into national law—a deadline 
it missed in October 2024. NIS2 establishes a harmonized legal framework to bolster cybersecurity across 18 
critical sectors and requires member states to adopt national strategies, while ensuring coordinated, cross-
border response and enforcement efforts.186

Within the governance layer, PRC’s influence is exerted subtly—through partnership agreements and structured 
dialogue formats. The area of technical standards has emerged as a significant domain of cooperation between 
Germany and the PRC. Through the Sino-German Industrie 4.0 Cooperation framework (Figure 10), both 
countries have developed a format for collaborative standard-setting.187 Technical standards determine how 
technologies are designed and how they interoperate, shaping market dynamics and embedding strategic 
values into digital infrastructure. Those who lead in setting global standards hold substantial economic and 
political power.188 Recognizing this, the PRC has moved rapidly to close the gap with Western countries—and 
views Germany as a pivotal partner in advancing its standardization goals.189 

Figure 10: The Three Pillars of Sino-German Industrie 4.0 
Cooperation

Source: German Federal Ministry for Economic Affairs 
and Energy and Federal Ministry of Education, Research, 

and Technology

The groundwork for the Sino-German Industrie 4.0 
Cooperation partnership was laid during President Xi 
Jinping’s 2014 state visit to Germany when both sides 
established a joint action plan on standardization, 
industry collaboration and research and science 
partnerships (Figure 11).190 In 2015, both countries 
signed an MoU to promote mutual understanding 
and facilitate dialogue among government, industry, 
and experts at all levels.191 This enabled experts from 
both countries—across industry and academia—to 

https://www.plattform-i40.de/IP/Redaktion/EN/Dossiers/china.html
https://www.plattform-i40.de/IP/Redaktion/EN/Dossiers/china.html
https://www.plattform-i40.de/IP/Redaktion/EN/Dossiers/china.html
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collaborate on joint policy recommendations that would guide political and industrial dialogues.192 Key areas of 
focus included the application of AI in manufacturing, and the establishment of standards to integrate humans, 
machines, and products within global ecosystems.193 

While Germany sees its partnership with the PRC as reinforcing its global standards influence and securing 
market access, key asymmetries underpin the relationship. In a 2022 study, Humboldt University scholars 
Daniel Fuchs and Sara Eaton highlighted the PRC-based representatives in the Sino-German partnership on 
technical standardization includes experts who are mostly from the Standardization Administration of China 
and Ministry of Industry and Information Technology (MIIT)-affiliated research institutes.194 The PRC’s state-
coordinated approach contrasts with Germany’s decentralized approach to standard-setting, which primarily 
includes standardization experts from companies with business interests in the PRC, alongside representatives 
from business associations, universities, and German standards bodies, the German Institute for Standardization 
(DIN) and German Commission for Electrical, Electronic & Information Technologies (DKE).195 The study found 
that German actors often prioritized access to the PRC market—even while acknowledging the risks of 
transferring technology and know-how to the PRC.196 This raises questions about whether Germany’s approach 
to standard-setting fails to account for the PRC’s state-coordinated model and strategic interests—a concern 
also expressed by Lindsay Gorman in her 2020 report on the future internet.197

Gorman’s report further highlighted the national and economic security risks associated with the PRC’s global 
ambitions in technical standard-setting.198 She argues that through its state-coordinated approach, the PRC 
can leverage its DSR initiative to build de facto technical standards on the ground, and increase international 
support for them.199 As a result, this strategy enhances PRC companies’ influence in international organizations, 
and it offers financial gains through securing patents, which generate considerable royalties.200 With this in mind, 
German policymakers must consider that the PRC’s rise as a standard-setting power could come at the expense 
of Germany’s historical influence in this domain. This strategic calculation must also account for cybersecurity 
risks, as actors who shape technical standards also have access to deeper knowledge of a standard’s technology, 
including potential vulnerabilities.201 Such control could pose a serious threat in the event of a geopolitical 
conflict—particularly if Germany finds itself in strategic opposition to the PRC.
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Conclusion and Key Findings:
Germany’s new government under Chancellor Friedrich Merz—in office since May 7, 2025—will play a critical role 
in redefining Germany’s international position amid a shifting global order and waning US security guarantees. 
Central to this is a clear-eyed assessment of Germany’s relationship with the PRC. The government should 
build on the momentum of the 2023 China Strategy and strengthen it with a focus on technology and strategic 
resilience. This report argues that the de-risking calculus of Berlin’s China strategy should be firmly embedded 
in all five layers of Germany’s technology stack. In particular, German policymakers should pay attention to the 
network infrastructure layer, as it is foundational and serves as the basis for the rest of country’s technology 
stack. Overall, the analysis highlights the critical need to broaden trustworthiness assessments to encompass 
the entire technology stack. The key findings and policy recommendations are listed below.

Key Findings:

1.	 PRC vendors remain embedded in Germany’s telecom infrastructure, raising long-term 
security concerns for both 5G and 6G networks. Germany has not fully eliminated PRC vendors 
from its 5G networks. Telecom operators may retain all Huawei equipment except for the 
configuration management system—a minor part of the radio access network (RAN)—,which 
must be replaced by 2029. This raises concerns that PRC vendors could still exploit their remaining 
presence in Germany’s 5G infrastructure for espionage or disruption through malicious software. 
Looking ahead, untrusted vendors may continue to be part of Germany’s telecom future. Huawei, 
ZTE, and China Mobile are participating in public discussions hosted by partners of the federally 
funded 6G-ANNA project, highlighting potential risks in the upcoming 6G rollout.

2.	 Amid high strategic vulnerability, PRC-based companies are partners in new high-capacity 
undersea cables linking Germany and Europe to Asia and Africa. Germany’s network security 
is intertwined with that of its European neighbors. PRC-based companies like China Telcom, 
China Unicom, China Mobile, and Hengtong—many of whom are blacklisted by Washington—
are partners in new high-capacity undersea cables connecting Germany and Europe to Asia and 
Africa, such as the PEACE or 2Africa cables. These high-capacity transmission cables could be 
primary targets for surveillance, espionage and sabotage in case of a conflict.

3.	 PRC firms such as Huawei, Alibaba and Tencent provide approximately 35% of Germany’s 
cloud computing infrastructure. This significant presence raises concerns about data security 
risks and dependencies that can be weaponized. These risks are amplified in critical use cases—
such as data storage for university research in applied sciences—where sensitive intellectual 
property could be vulnerable to theft or exploitation for military purposes by the PRC.
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4.	 Despite planned EU tariffs on electric vehicle imports in 2024, Germany and China continue 
to deepen cooperation on electric and connected driving. Recent deals—such as the Tencent-
Bosch partnership on cloud computing and smart driving, and BMW’s AI integration plans with 
DeepSeek—highlight German firms’ continued “risky bet” on the PRC market. This strategy not 
only jeopardizes the future competitiveness of one of Germany’s key export sectors but also 
raises significant data security concerns in the connected vehicle ecosystem.

5.	 Despite Germany’s 2018 revisions to foreign investment screening rules, foreign entities can 
still acquire up to a 25% stake in German firms in critical and emerging technology sectors 
without triggering a special investment review. Notably, the list of “sensitive areas” requiring 
such reviews excludes sectors like biotechnology and robotics—key targets for PRC firms 
pursuing strategic partnerships and acquisitions in Germany. This poses long-term risks to 
German competitiveness and data security in these sectors.

6.	 Through its Sino-German Industrie 4.0 Cooperation, Germany has boosted China’s expertise 
and influence in global technical standard-setting. This framework, established through 
cooperation between the two countries on technical standardization for Industrie 4.0, has 
facilitated partnerships between businesses, industry, and academia over several years. It offers 
standard-setters from the PRC opportunities to learn the intricacies of global technical standard-
setting from Germany—a global leader in this area. This collaboration provides China with long-
term strategic leverage, creating a pathway for aligning global norms with its technological and 
economic priorities.

Policy Recommendations:

To German Policymakers:

The National Security Council under the Federal Chancellery should: 

1.	 Establish a structured coordination mechanism on Critical and Emerging Technologies (CETs) 

The NSC should create a cross-ministerial framework linking information on security, foreign 
affairs, economic, and research ministries to ensure a national approach to CETs. The mechanism 
should align policies on tech regulation, supply chain security, digitalization, and dual-use 
technologies. The CET list from the 2024 study by the Council for Technological Sovereignty—
covering AI, quantum, biotech, semiconductors, ICT, and Industry 4.0—provides a solid 
foundation for prioritization.

2.	 Establish a high-level technology advisory panel to brief the NSC

The NSC should form a standing panel of independent technology, geopolitical, and economic 
security experts to provide regular, forward-looking briefings to the NSC. This panel should offer 
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insights into emerging risks, global tech trends, and supply-chain vulnerabilities in the list of 
CETs mentioned above. 

3.	 Conduct a review of the Sino-German Industrie 4.0 Cooperation partnership using the tech-
stack framework

Working in coordination with the Federal Foreign Office (AA) on an updated China strategy, 
the NSC should lead a comprehensive review of the Sino-German Industrie 4.0 Cooperation 
partnership through the lens of the tech stack. This review should assess the dialogue’s impact 
on Germany’s national security, competitiveness, and industrial resilience. The findings should 
guide the articulation of a clear, forward-looking vision that defines strategic objectives and sets 
national and geopolitical priorities.

The Federal Office for Information Security (BSI) should:

4.	 Lead EU efforts on data security and promote trusted national providers

The BSI should drive EU coordination on data security by defining categories of high-risk and 
sensitive data—such as national security and government data—that must not be processed on 
untrusted foreign systems. Germany should promote the development and adoption of trusted 
national and European cloud and data infrastructure providers to reduce strategic dependencies.

The Federal Ministry for Digitalization and Government Modernization (BMDS) should:

5.	 Establish a strategic foresight unit for crises triggered by a coordinated cyber-physical attack 
across Germany’s technology stack 

The BMDS should create a strategic foresight unit tasked with enhancing national resilience 
and decision-making capabilities in scenarios involving large-scale, coordinated cyber and 
technological attacks targeting multiple layers of Germany’s technology stack. The unit should 
develop, maintain, and simulate scenarios involving cascading failures across the technology 
stack—spanning both physical infrastructure sabotage and cyberattacks. These findings should 
be shared with the NSC. 

6.	 Strengthen data security through risk-based toolbox for digitalization

The BMDS should launch a formal consultation with the BSI and the Federal Ministry of the Interior 
(BMI) to assess and manage data security risks and treat them as a national security issue. 

•	 This effort should include identifying high-risk and sensitive data—such as government, 
national security, medical data—that must not be stored or processed within data 
infrastructure hosted on untrusted platforms, particularly those owned or operated by 
PRC-linked firms. Based on this classification, the ministry should set clear restrictions on 
permissible data usage across such platforms. 
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•	 To ensure consistent implementation, a standardized risk assessment toolbox should be 
developed to guide German companies, research institutions and individuals in securing 
their digital infrastructure. Initially, this toolbox can be introduced as a voluntary measure, 
with the option to transition into a mandatory requirement if uptake is insufficient or 
emerging risks demand stricter compliance.

•	 This complements the Data Protection Impact Assessment (DPIA) requirement under 
the GDPR, which applies when a project’s data processing is likely to pose a high risk 
to individuals’ rights and freedoms. Since the responsibility for the DPIA lies with the 
individual or company processing data, the toolbox serves as an initial step to clarify any 
potential ambiguity regarding what constitutes personal or sensitive data.

7.	 Guide the secure digital transformation for German SMEs 

The BMDS should support SMEs in their digitalization efforts by creating new online platforms 
or updating existing ones such as the “Digital Jetzt” platform. These resources should offer 
information on funding and grants, regulatory compliance guidance, risk assessment toolkits, 
tailored training programs, and a curated marketplace of trusted digital tools, data centers, and 
cloud service providers.

The Federal Foreign Office (AA) should:

8.	 Update Germany’s China strategy with a robust technology de-risking component

Germany’s China strategy must be updated to include a solid technology focus that addresses 
systemic dependencies and emerging risks across the entire technology stack as illustrated in 
this analysis. It should outline specific de-risking measures including supplier diversification, 
investment screening, export controls on dual-use technologies, and stricter procurement 
standards for public security infrastructure. It should also include clear guidelines for technological 
cooperation with the PRC, based on transparency, reciprocity, and national security safeguards. 
The technology stack could also be integrated into Germany’s updated China strategy as a 
framework for its de-risking objectives—helping to map critical dependencies, assess systemic 
vulnerabilities, and steer investment toward secure and resilient technological infrastructure.

The German Navy should:

9.	 Strengthen security of German and European undersea internet infrastructure

•	 Building on its reaffirmed commitment to underwater security in the 2035+ Maritime 
Strategy, the German Navy should incorporate sabotage stress tests into Baltic Sea 
exercises—such as the Northern Coast (NoCo) manoeuvre with NATO allies—to 
strengthen preparedness against accidents or attacks on undersea cables.

•	 Given the German Navy’s recent assumption of the role of Commander Task Force (CTF) 
Baltic—a national headquarters with multinational participation established by NATO—
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Germany should share insights and lessons learned from this effort with European partners 
for the CTF Mediterranean. The focus should be on securing ports that host key landing 
stations for high-capacity transmission cables, such as Marseille (France) and Carcavelos 
(Portugal).

The Federal Ministry for Research, Technology, and Space (BMFTR) should:

10.	 Enhance research security in emerging and dual-use technologies

The BMFTR should establish a platform dedicated to research security that issues guidelines 
and help the scientific community conduct risk assessments on current and future international 
research collaborations in emerging—especially dual-use—technologies and applied sciences. 

11.	 Support German leadership in European satellite internet through DLR 

In coordination with the German Aerospace Center (DLR), the BMFTR should direct seed funding 
to German startups and research institutions developing satellite internet technologies—
reducing dependence on PRC-based investors and building European satellite competitors. This 
early support would position these companies to secure scale-up funding through programs 
such as the European Space Agency’s Scale Up initiative.

The Federal Ministry for Economic Affairs and Energy (BMWE) should:

12.	 Enhance public security by phasing out PRC-made surveillance technologies

The BMWE should initiate a debate in the Bundestag with the goal of banning and replacing 
PRC-manufactured security technologies in public spaces across Germany, pursuant to the 
Foreign Trade and Payments Act (Außenwirtschaftsgesetz, AWG), on the grounds that such 
technologies pose a sufficiently serious threat to national security. 

13.	 Reform public procurement standards for security technologies 

The BMWE should initiate a debate in the Bundestag on updating public procurement law to 
prioritize vendor trustworthiness, data protection, and supply chain transparency—not just 
price—when awarding government contracts for security-related technologies.

14.	 Strengthen investment screening to safeguard CETs 

The BMWE should initiate a debate in the Bundestag on expanding Germany’s investment-
screening rules, which are currently applied to sensitive security sectors such as defense 
manufacturers, IT security products for classified government use, and high-grade earth remote 
sensing systems. Updated rules should include core products and technologies fundamental to 
CETs listed in the first recommendation in light of their strategic importance to national security 
and economic competitiveness.
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EU Policymakers should:

15.	 Extend the 2023 technology-related risk-assessment recommendations to member states

Under its Vice President for Tech Sovereignty, Security, and Democracy Henna Virkkunen, the 
European Commission should use the tech-stack framework to broaden the  2023   risk-assessment 
recommendations to member states. These recommendations call on the Commission and 
member states to initiate collective risk assessments for advanced semiconductors, AI, quantum 
technologies, and biotechnologies. The tech-stack approach can inform de-risking priorities by 
accounting for the layering of technologies and the resulting dependencies.

16.	 Publish a third progress report on the implementation of the 5G Cybersecurity Toolbox and 
reinforce member state compliance 

Given that the last progress report was released in 2023, a new assessment is now warranted. 
The Commission should evaluate the current state of implementation across member states—
with particular attention to Germany’s progress—and actively encourage full compliance to 
ensure the security of its network infrastructure. 

17.	 Urge Germany to transpose the EU’s NIS 2 Directive into national law

Given the change of government in 2025, Germany has delayed transposing the EU’s NIS 2 
Directive, which is critical for enhancing coordination among member states on cybersecurity. 
The directive establishes robust protocols for risk management, incident reporting and response, 
governance, and data protection. Given the increasing scale and sophistication of cyberattacks 
targeting Germany—particularly from Russia and the PRC—it is essential that the EU Agency for 
Cybersecurity (ENISA) presses Germany to adopt the directive into national law without further 
delay. Doing so will strengthen national cybersecurity resilience and facilitate more effective 
cross-border collaboration and enforcement within the EU.

18.	 Reduce EU dependence on PRC cable companies for undersea network infrastructure

The European Commission should extend the risk-focused approach of the 5G toolbox to include 
the broader network infrastructure layer. Companies like HMN Tech should be phased out and 
eventually prohibited from owning or operating cable infrastructure in the EU. 

19.	 Maintain de-risking from PRC dependence as a priority in Europea’s electric and connected 
vehicles sector

The Commission’s Strategic Dialogue on the Future of the European Automotive Industry, 
launched in 2025 and informed by the insights of working groups led by Commissioners Šefčovič, 
Hoekstra, Séjourné, Virkkunen, Mînzatu, and Tzitzikostas, should address the risks of overreliance 
on the PRC. The dialogue should aim to align member states and industry leaders on strategies 
to mitigate these dependencies.
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20.	Diversify IoT device imports via Indo-Pacific Free Trade Agreements (FTAs)

The EU Commission’s Directorate-General for Trade (DG TRADE) should leverage existing and 
forthcoming FTAs to diversify imports of smartphones, laptops, and related components away 
from China, prioritizing Indo-Pacific partners such as South Korea, Japan, Vietnam, and India.

The United States should:

21.	 Encourage Germany to support the creation of an EU-level entity-list mechanism under the 
Common Security and Foreign Policy framework

The State Department, through relevant bureaus like the Bureau of European and Eurasian 
Affairs should coordinate with experts from Department of Commerce’s Bureau of Industry and 
Security (BIS)  to encourage  the Council of the European Union to develop a trade restriction 
tool analogous to the US Entity List, aimed at enhancing transatlantic coordination in addressing 
challenges posed by PRC technology. Such a mechanism would strengthen the EU’s ability to 
respond to security and economic risks linked to sensitive tech transfers.

22.	 Engage and coordinate with the EU as a whole—in addition to coordinating with individual 
member states like Germany—to develop a joint response to the PRC’s expanding global 
technology footprint.

The State Department, through relevant bureaus like the Bureau of European and Eurasian Affairs 
and the Bureau of Cyberspace and Digital Policy, and the Department of Commerce  should 
coordinate with the EU as a whole—in addition to coordinating with individual member states 
like Germany to develop a joint response to the PRC’s expanding global technology footprint 
especially since the EU has taken clear steps to address the risks posed by PRC technology—
such as imposing tariffs on electric vehicles and launching investigations into PRC subsidies 
for wind turbines, irregularities in public procurement of medical devices, and the practices of 
fast-fashion companies. These actions demonstrate that in addition to member states, the EU 
is well positioned to lead a cohesive and strategic response to the challenges presented by PRC 
technological influence.

23.	 Preserve and strengthen transatlantic coordination mechanisms on export controls, 
investment screening, and sanctions 

The State Department and the National Security Council should draw from relevant expertise 
from bodies such as BIS and the Federal Communications Commission (FCC) to maintain close 
coordination with Germany and the EU to counter the technological threats posed by the PRC, 
including on export restrictions and coercive sanctions. Particular attention should be given to 
data-related technologies, including surveillance systems, cloud infrastructure, and IoT devices.
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24.	Preserve and strengthen transatlantic coordination mechanisms on technology     standardization 

The State Department and Department of Commerce should work with Berlin and Brussels 
to counter the PRC’s growing influence in global technology standard-setting. Sustaining 
mechanisms like the TTC Working Group on Technology Standards is essential to promote 
democratic values and prevent the adoption of global standards that legitimize and favor 
authoritarian technology governance.

25.	 Promote bilateral exchange on research security best practices

To strengthen the integrity and resilience of research ecosystems, the State Department should 
coordinate with the National Science Foundation to establish a structured dialogue with German 
counterparts focused on research security. This initiative should facilitate the exchange of best 
practices, risk mitigation strategies, and policy frameworks to address shared challenges such 
as foreign interference, intellectual property theft, and the protection of sensitive technologies. 
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