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About YSF

Funded by and conducted in partnership with the Sasakawa Peace Foundation, the Young Strategists Forum seeks to
develop a new generation of strategic thinkers and equip them with the skills to successfully navigate a world in flux.
Since the inaugural Young Strategists Forum in March 2012, GMF and SPF have built a vibrant program centred on the
theme of the US-Japan alliance and security dynamics in the Indo-Pacific region. Held in Tokyo, the program emphasizes
the importance of pursuing purposeful grand strategic objectives through an innovative combination of lectures, a
36- hour simulation exercise, meetings with policy makers, diplomats, senior journalists and leading academics, and a
study tour that includes a visit to a military facility. Participants are selected through a competitive process, open to
emerging leaders — academics, journalists, policy makers, politicians, business professionals, and military officers —
between the ages of 28 and 42, from the United States, Europe, Japan, and other like-minded Asian countries. Since
its creation, the Young Strategists Forum has cultivated a vibrant network of emerging foreign policy leaders. 162
individuals have participated in the Young Strategists Forum, many of whom have risen to prominent positions in their
respective professions.

About GMF

The German Marshall Fund of the United States (GMF) is a nonpartisan, nonprofit, transatlantic policy organization
committed to the idea that the United States and Europe are stronger together. Founded by Guido Goldman in 1972
through a gift from Germany as a tribute to the Marshall Plan, GMF is one of the world’s leading international policy
institutions that champions democratic values and the transatlantic alliance by strengthening civil society, forging bold
and innovative policy ideas, and developing a new generation of leaders to tackle global challenges. GMF delivers hope
by upholding the dignity of the individual and defending freedom in the spirit of the Marshall Plan. GMF is headquartered
in Washington, DC, with offices in Ankara, Belgrade, Berlin, Brussels, Bucharest, Paris, and Warsaw.

About Sasakawa Peace Foundation

The Sasakawa Peace Foundation (SPF) is a private non-profit organization established in September 1986. It seeks to
contribute to the welfare of humanity and the sound development of international community, and thus to world peace,
through activities that foster international interaction and cooperation.
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The Indo-Pacific in Transition: Strategy,
Competition, and Cooperation

Introduction by Dr. Sayuri Romei

For more than a decade, the German Marshall Fund
of the United States (GMF), in partnership with
the Sasakawa Peace Foundation, has selected and
convened a select group of emerging leaders in
national security, foreign policy, and geoeconomics
through the Young Strategists Forum (YSF) in Tokyo.
The forum brings together a diverse cohort from
government, military institutions, think tanks, academia,
and the private sector across the United States,
Europe, Japan, and the broader Indo-Pacific. Beyond
participation in a rigorous tabletop strategy exercise
and engagements with senior officials and experts
in Japan, the program is designed to foster enduring
cross-border relationships among future policymakers
and practitioners. Supported by an alumni network that
now numbers in the hundreds, the forum strengthens
professional ties that underpin long-term cooperation
among like-minded countries.

The most recent convening of the YSF took place in
Tokyo from January 30 to February 5,2025. Participants
took part in an Indo-Pacific strategy simulation led by
Dr. Zack Cooper of the American Enterprise Institute
and engaged in discussions with officials and experts

from Japan’s National Security Secretariat, the Ministry
of Defense, leading universities including the University
of Tokyo and Keio University, and prominent research
institutions such as the Institute of Energy Economics
Japan and the Sasakawa Peace Foundation.

This volume brings together essays written by
participantsinthe 2025 forum, offering them a platform
toreflect oninsights drawn from both their professional
experience and their time in Tokyo. Authors were
encouraged to pursue topics of greatest relevance to
their own interests and expertise. Collectively, these
contributions provide a multifaceted examination of
the evolving regional and global order, the challenges
confronting the United States, Japan, and other like-
minded partners, and the avenues through which these
countries can work together to defend and advance a
free and open international order.

The essays are organized around shared strategic
themes shaping the Indo-Pacific. The volume opens
with questions of hard security and deterrence.
Agnieszka Kurzej examines the expanding role of Euro-
Atlantic navies in Indo-Pacific security, highlighting
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the strategic value of presence, partnership, and
interoperability. Buildingonthis focus, lain MacGillivray,
Masatoshi Murakami, and Maximillian Ernst analyze
the growing convergence of German, Australian, and
Japanese deterrence strategies, demonstrating how
these geographically distant but strategically aligned
middle powers are contributing to regional stability.

The focus then shifts to the digital and informational
domain. Jiro Minier assesses the rapid evolution of
Chinese cyberespionage capabilities and underscores
the need for more adaptive and resilient responses.
Complementing this analysis, Sayaka Shingu and
Diana Myers argue that effective coordination and
data-sharing among states with converging priorities
is essential to countering China’s expanding influence
in emerging military technologies, including artificial
intelligence.

The volume next turns to the challenge of Taiwan.
Eyck Freyman makes the case for institutionalizing
policy coordination among like-minded states to
enhance coherence and credibility in approaches to
cross-strait stability. Extending this discussion, Michal
Boksa draws lessons from Ukraine to assess Taiwan's
strategic thinking, identifying both enduring strengths
and critical blind spots.

Beyond traditional security concerns, the essays also
address economic and technological competition.

The Indo-Pacific in Transition | February 2026

Blake Herzinger explores how Southeast Asian
countries are navigating intensifying pressures from
economic fragmentation, supply chain realignment,
and great-power rivalry. Looking to areas of untapped
cooperation, Chris Li highlights biotechnology as a
strategically significant yet underdeveloped domain
in which deeper alignment could yield both security
benefits and public goods.

Finally, the volume addresses the resilience of critical
infrastructure. Pratnashree Basu, Takuma Matsu,
Momiji Natsuki, and Bich Tran examine how enhanced
maritime domain awareness can strengthen the
protection of subsea cables—an often-overlooked but
essential foundation of economic security and digital
connectivity in the Indo-Pacific.
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Euro-Atlantic Naval Cooperation in the Indo-
Pacific: Strategic and Lasting?

2021 marked the beginning of a new phase in Europe’s
commitment to and engagement in the Indo-Pacific.
That year, a United Kingdom (UK) carrier strike group,
led by one of the UK's two aircraft carriers, and joined by
a Dutch frigate, a US destroyer (the USS Sullivans), and
a squadron of US F-35s, sailed from the UK to Japan
and back. This seven-month-long deployment was the
first time the UK's new aircraft carrier, HMS Queen
Elizabeth, sailed to the Indo-Pacific. The carrier strike
group navigated over 50,000 nautical miles, making
port calls for diplomatic and trade opportunities as well
as conducting military exercises.! Building ties, whether
military, diplomatic, or economic, while modeling
“Global Britain” was a prime goal of the UK's banner
deployment that year and was part of a wider “tilt” to
the Indo-Pacific.?

Concurrent with this deployment, other European
countries (including France, Germany, Italy, and others)
were sending naval assets to the Indo-Pacific. France’s
Charles de Gaulle carrier strike group sailed to the Indian
Oceanin 2021, where it exercised with Japan, Australia,
and India.® The United States expressed support for
these deployments, and in some instances participated
through coordination or combined deployments and
exercises.

But were these European deployments symbolic
one-offs, or do they represent a continuing
commitment to the Indo-Pacific? As Europe focuses
on supporting Ukraine and ensuring its own security,
will European navies still sail to the Indo-Pacific?
Indeed, should European nations continue to spend
attention and resources on two distant theaters?

By Agnieszka Kurzej

Decades in the Making

At the time, the UK's deployment to the Indo-Pacific
may have seemed like a one-off. In fact, it marked the
culmination of ten years of US-UK carrier cooperation,
underpinned by a Statement of Intent signed by US
Secretary of Defense Leon Panetta and UK Secretary
of State for Defence Phillip Hammond in 2012.4 In
April 2023, the US Department of Defense and UK
Ministry of Defence renewed their cooperation for
another decade, signing a second Statement of Intent,
following their successful deployment in 20215 Also
in 2021, Navy heads from the United States, United
Kingdom, and France signed a trilateral statement,
committing to increasing their maritime cooperation
globally.®

Meanwhile, European countries started to articulate
how their interests are linked to and rooted in the Indo-
Pacific, including ensuring global peace and prosperity,
the security of trade routes, and the protection of
the rules-based international order, in national-level
strategy documents. France was the first European
Union state to publish an Indo-Pacific strategy in 2019,”
followed in 2020 by Germany?® and the Netherlands.® In
2021, the European Union published its own strategy
for cooperation in the Indo-Pacific.”® Italy used its G7
presidency in 2024 to stress the interconnectedness
between Euro-Atlantic and Indo-Pacific security."
These strategies acknowledge that “any significant
crisis in one of these two theaters would have a direct
political, economic and security impact on the other"
and serve as a foundation for continued European naval
deployments to the Indo-Pacific.

The Indo-Pacific in Transition | February 2026



European countries have continued to deploy their
navies to the Indo-Pacific despite the drastic change in
security dynamics on the European continent following
Russia’s full-scale invasion of Ukraine in February
2022. While Europe has increased defense spending
and support to Ukraine, it has also continued to act
globally. In 2024 alone, German Navy vessels transited
the Taiwan Strait for the first time in two decades™ and
an ltalian carrier strike group, led by the aircraft carrier
Cavour, completed a five-month deployment to the
region.” In fact, the war in Ukraine has demonstrated
how the two theaters are intertwined by shining a light
on the increased alignment between Russia and China.
China’s supply of critical components and minerals to
Russia for its war effort has underscored the global
nature of this war, and in some cases has mobilized
European partners to take action not just in Europe but
in the Indo-Pacific as well.”

In 2025, the UK and France have continued to deploy
naval assets to the Indo-Pacific, building on the
successes of previous ones. The UK deployed its second
carrier, the HMS Prince of Wales, to the region on a scale
similar to that of HMS Queen Elizabeth’s deployment in
2021. Though France has a permanent miliary presence
in the Indo-Pacific due to its territories there, 2025 was
the first time in 57 years that a French carrier strike
group sailed to the region.” French President Emmanuel
Macron delivered this year's keynote speech at the
Shangri-La Dialogue in Singapore, where he addressed
the growing relationship between Europe and the Indo-
Pacific, particularly as it relates to national security.”
It is clear that European states have a vested interest
in the region and are dedicating time and resources to
building relationships there.
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Continuing the Trend in 2025

All these developments suggest that European navies
have built enduring ties in the region and will continue
to sail to the Indo-Pacific despite an increasing focus on
security dynamics in Europe. These deployments, often
conducted in bilateral or “minilateral” formats, build
interoperability and allow for training opportunities
between regional and European partners in a multitude
of multinational combinations. They are not meant
to take European focus away from home or to bring
NATO to the Indo-Pacific; rather, European military
deployments to the Indo-Pacific underscore shared
values and a commitment to upholding freedom of
navigation and international law on a global scale.

Naval deployments can spur cooperation in other
areas as well. In 2021, the Japanese Ambassador to the
UK noted that the carrier strike group’s deployment
to Japan “symbolized the ‘new level' of defense and
security cooperation between Japan and the UK".®
Indeed, “Euro-Pacific” cooperation has flourished in
otherareas as well; examples are the creation of AUKUS,
a trilateral submarine and advanced technologies
partnership among Australia, the United Kingdom, and
the United States, and the Global Combat Air Program,
under which the United Kingdom, Japan, and ltaly are
working together on a new fighter jet."” As Berti notes,
“industrial cooperation could be an engine for fostering
strategic convergence across theaters” and builds
interoperability from the ground up.?°
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Conclusion

Looking ahead, if Europe’s long-term goal is to increase
its presence and engagement in the region, it will be
important for European militaries to continue their
cooperation with Indo-Pacific partners by continuing
to exercise multilaterally, build interoperability, and
gain regional expertise. It is too early to tell how
developments in Ukraine will affect Europe’s willingness
and ability to deploy to the Indo-Pacific in the coming
years, but it would take time to rebuild European navies'
capability to deploy to the region if Europe were to
slash engagement now.

On their end, Indo-Pacific states could clarify to
partners in Europe their expectations for European
engagement in the region. European deployments
to and participation in combined military exercises in
the Indo-Pacific are sometimes perceived as largely
symbolic and lacking in strategic purpose and utility.”’
In fact, as made clear during conversations at the 2025
Young Strategists Forum, participants from across the
Indo-Pacific region have so far appreciated Europe’s
presence in the region, saying that it shows Europe
has a stake in Indo-Pacific security while exchanging
expertise and building interoperability. For their
part, European and American participants noted the
importance of Japan's support to Ukraine, including its
solidarity on sanctions against Russia and provision of
training to Ukrainian forces.?? From the US perspective,
a global coalition in support of Ukraine sends a strong
message to Russia—and other would-be aggressors—
that unilateral power grabs matter to the whole world,
not just one region, and will not go unanswered. To avoid
misperceptions, Indo-Pacific partners could convey
the benefits of cooperation to European counterparts
more clearly both in government channels and to the
public, including by coordinating messaging on the
value of working together to tackle interconnected
threats.

The Indo-Pacific in Transition

European naval deployments to the Indo-Pacific over
the last few years have not only achieved their stated
goals—forging ties, upholding the rules-based order,
and exercising freedom of navigation, among others—
it has also shown Europe is a credible military player
in the region, with valid interests and capacity to act,
albeit in a limited way. Building connective tissue
between European and Indo-Pacific partners now
will pay dividends if a contingency in the Indo-Pacific
were to occur. Continued cooperation in the region
now would improve communication, coordination, and
capability to respond to a potential crisis in the future,
if needed. Europe’s first priority will of course always
be its own security, but it has proven over the last few
years it can indeed act globally in concert with Indo-
Pacific partners.

Disclaimer:
The views and opinion expressed in this research
are purely of the authors and do not represent

any government, institute, or organization that
they belong to.
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The Indo-Pacific in Transition

Signal, Deny, Punish: A Convergence
of German, Australian, and Japanese
Deterrence Strategies to Uphold a Free and

Open Indo-Pacific

By Dr. Iain MacGillivray, Dr. Masatoshi Murakami, and Dr. Maximillian Ernst

Introduction

The Indo-Pacific region has become a crucial
economic hub with 80 percent of worldwide trade
passing through the region. In this important region,
geopolitical tensions have intensified as regional
powers enhance their military capabilities, and
disputes have arisen around flashpoints like Taiwan and
the South China Sea, straining relations between the
People’s Republic of China (PRC) and other nations.
Despite these challenges, maintaining a free and open
Indo-Pacific remains a shared goal for countries in the
region. The idea of a “Free and Open Indo-Pacific” has
been central to the defense strategies of key nations.'
Numerous major countries have focused on deterring
and countering negative behaviors in the Indo-Pacific.
This foundational principle continues to be one of the
pillars that nations in the region use to promote stability
in this important but increasingly contested area.

This paper examines how three prominent nations—
Germany, Australia, and Japan—positioned in three
distinct regions of the globe execute their “Free
and Open Indo-Pacific policies.” It emphasises their
use of military resources and deterrence strategies,
considering their unique geographical contexts,
priorities, and capabilities. The analysis argues that
strategic concentric circles arise from differing
priorities and geographical proximity, influencing
the levels of strategy, deterrence, development, and
deployment of each country’s military capabilities.
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Despite these variations, a common goal emerges as
all three nations strive to uphold a free and open Indo-
Pacific.

Germany: A European Perspective
on the Indo-Pacific

Germany has steadily increased its security
engagement in the Indo-Pacific since the 2020
publication of its Indo-Pacific strategic guidelines.? The
document lays out Germany'’s interests in the region—
regional peace and stability, economic cooperation,
and sustainable supply chains (among others)—and
shows its ambition to work alongside regional value
partners to achieve these objectives. This has been
most visibly demonstrated through the deployment of
the German Navy, Air Force, and Army to the region.
Along with other important partners such as India,
South Korea, and Singapore, Japan and Australia have
been key anchor points in the German Armed Forces'
deployments to the Indo-Pacific. During the 2021
Indo-Pacific Deployment (IPD21), the frigate Bayern
sailed to the region, conducting joint exercises and
naval diplomacy with like-minded partners. The port
calls made by the Bayern included Perth and Darwin as
well as Tokyo. In 2024, Germany further deepened its
presence with the deployment of two Navy vessels, the
supply ship Frankfurt am Main and the frigate Baden-
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Wuerttemberg, as part of IPD24, once again including
a port call in Tokyo.?

In 2022 and 2024, the German Air Force deployed
transport, tanker, and fighter aircraft to Australia to
participate in the air combat exercise Pitch Black and
the naval combat exercise Kakadu. On the return flight
to Europe, the German Air Force made stops in South
Korea and Japan. In 2023, the German Army, along with
Navy infantry and Air Force components, participated
in the Talisman Sabre exercise in Australia.* Germany's
increasing military presence in the Indo-Pacific aligns
with the European Union’s (EU) Indo-Pacific strategy.®
The EU, as well as individual member states such as
France and the Netherlands, have articulated Indo-
Pacific strategies that emphasize open shipping
lanes, multilateral cooperation, and a stable security
environment. Germany’'s deployments complement
these European efforts by contributing to military
exercises, strengthening partnerships, and promoting
regional stability. This signals Germany’s commitment
to a Free and Open Indo-Pacific and its willingness
to impose diplomatic and economic costs on states
that deteriorate regional stability by the unilateral use
of military force or economic coercion against like-
minded partners.

As a significant European economic power, Germany'’s
security engagement lends additional credibility to the
EU’s broader geopolitical approach in the Indo-Pacific.
The German Indo-Pacific strategy was published
under the conservative and social democrat coalition
government of Chancellor Angela Merkel (until
2021), and the consistent naval, air force, and army
deployments of the past four years were executed
under the coalition of Chancellor Olaf Scholz (2021—
2025). This demonstrates that Germany’s Indo-Pacific
strategy and its commitment to the region enjoy a
broad political consensus among all major parties
of the political centre.® It is very likely that Germany,
under a conservative and social democrat coalition
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from 2025 onwards, will continue its engagement in
the Indo-Pacific, alongside regional partners such as
Australia and Japan. By participating in joint exercises
such as RIMPAC, Germany strengthens interoperability
with Australia, Japan, and other like-minded partners,
notably the United States, in reinforcing collective
deterrence measures against China’s increasingly
revisionist posture.”

Germany'’s military presence in the Indo-Pacific, as well
as broader European efforts, signal a commitment to
deterring unilateral attempts to undermine regional
stability. By working alongside partners such as
Australia, Japan, and the EU, Germany reinforces
a security framework that promotes cooperation,
economic stability, and adherence to international law.
This sustained engagement underscores Germany's
evolution from a traditionally Eurocentric security
posture to one that acknowledges the significance of
the Indo-Pacific, underlining the interlinkages between
the Indo-Pacific and Euro-Atlantic theatres.

Australia: Between a Rock and a
Hard Place

Australia is a middle-power maritime nation reliant on
shipping and significantly dependent on maintaining
a free and open Indo-Pacific and the rules-based
order. Its economy hinges on growth and trade with
countries in the region, particularly its longstanding
strong economic relations with the PRC.2 In 2025,
however, Australia finds itself caught between the
need to maintain friendly relations with regional trading
partners, specifically China, and its longstanding
security alliance with the United States.

Australia’s geographic position means that its defense

strategy focuses on maintaining open and free
maritime routes while safeguarding its northern areas
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from adversarial presence. Australian policymakers
have embraced a maritime strategy and a “strategy
of denial” prioritising deterrence through military
capabilities as a core principle of its national power
(economic, diplomatic, military, cultural) to sustain a
free and open Indo-Pacific.® This emphasis is reflected
in the 2023 Defence Strategic Review (DSR) and
the 2024 National Defence Strategy (NDS),”® which
identify “deterrence by denial” as the cornerstone of
Australia’s military strategy in the region.

Deterrence by denial aims to “degrade the adversary’s
likelihood of success or at least influence their estimate
of it sufficiently to dissuade action”" Australia
seeks to deter potential aggressors by developing
capabilities that encourage them to reconsider military
engagement.”” The country’s existing and developing
alliance frameworks are crucial to these capabilities.
For instance, Japan and Australia have strengthened
their partnership and seek increased US commitments
to the region and the Pacific. However, a decline in
US global influence poses challenges for the strategic
policies of both Australia and Japan.™

A key part of Australia’s strategy for a free Indo-Pacific
is modernising its military. This shift, detailed in the
DSR and NDS, moves away from past expeditionary
roles to focus on the immediate Indo-Pacific region.
Consequently, Australia is evolving to a joint force
emphasising naval and air power while also reshaping
its land forces to concentrate on littoral operations.™
Australia’s defense forces continue to host and work
with US Marines in the north of the country (as they
have done since 2011) and, like Japan, has acquired
land-based missile defenses for power projection
and territorial protection. Overall, advancements in
Australia’s military capabilities and alliance integration
signify constructive progress. This shift indicates
Australia’'s awareness of its strategic vulnerabilities,
especially in northern archipelagic areas and the
Pacific.”®
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Australia's adaptation to the changing strategic
environment, especially with the retrenchment of US
power and decline of the rules-based order, is a key
development in the new evolving order in the Indo-
Pacific. Strengthened relationships and increased
strategic integration with Japan and European allies
like Germany, who are aiming for a more substantial
presence in the region, can lay a solid foundation
for enhancing defense posture in the Indo-Pacific,
potentially securing maritime lines of communication
and trade routes against bellicose behaviour.

Japan: At the Coalface of Indo-
Pacific Tension

Japan is located in proximity to three nuclear-armed
adversaries, namely China, Russia, and North Korea,
and thus is geographically at the front line of the
rivalry with what we might call the authoritarian
triangle. These three countries have been stepping up
collaboration since the Russian invasion of Ukraine.
Japan is committed to upholding a free and open Indo-
Pacific and is adopting three pillars of defense.

The first pillar involves strengthening its defense of
the first island chain. Japan is increasing its military
presence in Okinawa, its region closest to China, while
considering potential contingencies in Taiwan and the
Senkaku Islands. The Japanese government plans to
double its defense budget by 2027, positioning itself
as the third-largest military spender worldwide.' Japan
plans to develop counterstrike capabilities that can
reach an attacking country to counter a ballistic missile
attack, while maintaining the country’s longstanding
framework of the Exclusively Defense-Oriented Policy.
Such counterstrike capabilities serve as a deterrent by
punishment, as they will inevitably punish an adversary
who decides to invade Japanese territory.
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As for the second pillar, Japan is deepening its military
integration with the United States and launched the
Joint Operations Command in March 2025. The Joint
Operations Command will be responsible for Japan’s
Ground, Maritime, and Air Self-Defense Forces in
peacetime and in the event of a conflict.

Striking developments are also emerging for the third
pillar. Security collaboration with like-minded countries
is a critical component of the December 2022 National
Security Strategy (NSS).” The National Defense
Strategy (NDS), a subordinate document to the NSS,
lists, respectively, Australia, India, the UK, France,
Germany, Italy, and NATO as like-minded partners.”®
Momentum towards broad security collaboration
was pressed by Prime Minister Shinzo Abe, who is
recognised as the father of the Quad framework.

Security cooperation with a like-minded country
extends well beyond the personal connections
of political leaders and is becoming increasingly
institutionalised. Japan and Germany held Foreign
and Defense Ministers’ Meetings in April 2021 and
November 2022 These so-called 2+2 meetings
serve as an important platform for bilateral security
cooperation, allowing Japan to outline the strategic
frameworks of both countries. The Acquisition and
Cross-Servicing Agreement (ACSA) between the
two nations was enacted in July 2024.2° This was a
milestone as a legally binding security agreement,
distinct from the Defense Equipment and Technology
Transfer Agreement signed in 2017. A training fleet of
the Japan Maritime Self-Defense Forces made a port
call in Hamburg in the summer of 2024.>'

Australiais considered Japan's most significant security
partner after the United States. The Japan-Australia
Joint Declaration on Security Cooperation, signed by
the prime ministers of both nations in 2022, serves as
a fundamental document for the coming decade. Their
ties are increasingly focused on military cooperation
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amid heightened tensions across the geopolitical
landscape. Trilateral collaboration between Australia,
Japan, and the US is also crucial. Australia and the US
have welcomed Japanese participation in their force
posture in northern Australia.?

Conclusion: Converging Strategic
Circles of Deterrence

Germany, Australia, and Japan have a crucial stake in
upholding a free and open Indo-Pacific. Their ongoing
collaboration can significantly deter negative actions
while strengthening trade and economic ties, to the
benefit of both the region and the global community. A
major conclusion of this paper is that the Indo-Pacific
strategies of these nations can be represented as
“strategic circles of deterrence,” illustrated in Figure 1
below.

Germany is positioned in the outer circle, utilising a
broad deterrence-by-signalling approach based on
presence, values, capabilities, and communication.
Despite the distance between Europe and the Indo-
Pacific, Germany's engagement, along with that of the
EU, is crucial, given deepening economic and military

A Free and
Open Indo-
Pacific

Deterrence
Strategies

Figure 1: Circles of Deterrence
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ties with the region. The second circle encompasses
Australia, which, because of its maritime and trade
interests in the Indo-Pacific, particularly with China,
has adopted a deterrence-by-denial strategy to
prevent adversarial behaviour in the region, which may
challenge its interests and stability. Australia holds a
stake in the region but enjoys flexibility in its strategy.
At the core, Japan stands out in its deterrence-by-
punishment due to its proximity to China, North Korea,
and Russia. Japan has developed integrated alliance
networks, accentuating its capability to counter any
threats to its interests.

It is essential to recognise that the Indo-Pacific and
Euro-Atlantic theatres are gradually converging. These
strategic concentric circles are essential for grasping
each country’s views on the Indo-Pacific and its method
for facing challenges, deterring negative actions, and
enhancing collaboration to support key connections.
Effective implementation of these defense strategies
could lead to a collective effort to ensure regional
stability and reap benefits, even with a gradual US
withdrawal. If these initiatives deepen over time, it may
be feasible to maintain and strengthen a robust, free
Indo-Pacific.
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Evolving to Meet the Chinese
Cyberespionage Revolution

Indo-Pacific Partnership as an Essential Pillar of Proactive Cyber Defense

In comments to the press in June 2025, the newly
promoted head of the FBIl's Cyber Division, Brett
Leatherman, described a “long game by [China] to
map our infrastructure, to steal our data, to erode our

1

strategic edge from the inside out”.

He is far from a lone voice in this dire assessment of
the Chinese cyberespionage challenge. Following
a closed-door briefing for US senators held in late
2024 concerning the sweeping compromise of
multiple telecommunications operators by Chinese
cyberespionage actor Salt Typhoon, Senator Richard
Blumenthal went so far as to state that the “extent and
depth and breadth of Chinese hacking is absolutely
mind-boggling— that we would permit as much as has
happened in just the last year is terrifying”.2

Remarkably, the language used to characterize this
challenge was similarly stark a decade ago. In 2012,
NSA Director Keith Alexander described US intellectual
property theft via cyberespionage as “the greatest
transfer of wealth in history”3 In the ensuing years,
however, the threat has continued to evolve seemingly
uninhibited by various efforts to manage it, with
the maturation of Chinese cyberspace capabilities
accompanied by a steady tempo of high-impact
espionage campaigns.

Far from being a threat confined to the United States,
Chinese cyberespionage has also wreaked havoc
among its closest allies in the Indo-Pacific. Perhaps
most spectacularly, recent media reports claim that
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the Japanese government was warned in 2020 by US
counterparts that Chinese cyberespionage activity had
compromised sensitive Japanese classified defense
networks* and diplomatic telecommunications
systems.®

Such activity has continued unabated since, with the
Japanese National Police Agency warning in early 2025
of a half-decade-long China-linked cyberespionage
effort targeting Japanese entities including high-tech
firms, think tanks, and policymakers.®

In South Korea, meanwhile, the National Intelligence
Service highlighted the significant proportion of China-
linked “cyber security incidents of high significance”
impacting the country in 2024.” Commmentators have
highlighted South Korea'’s relative exposure to Chinese
cyberespionage efforts, with a recent Chosun llbo
editorial stating that “South Korea is wide open to
China’s cyber infiltration” and detailing challenges such
as the exclusive focus of national counterespionage
legislation on North Korean threats.®

Recent policy discussions, particularly in the United
States, have focused disproportionately on the
important, linked, but different issue of Chinese cyber-
enabled critical infrastructure prepositioning® It is
essential that policymakers understand the Chinese
cyberespionage threat as a distinct, maturing, and
pervasive challenge with specific characteristics and
more insidious long-term impacts on Indo-Pacific
partners’ geostrategic potential and capabilities.”
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Even as Indo-Pacific partners such as the United
States, Japan, and South Korea shift towards active
cyber defense policies and postures to contend with
the Chinese cyberespionage threat, it is essential to
understand that this alone is insufficient in the face
of such a threat, and that this shift demands equally
active cyber defense and partnership enhancements.
Strongly enhanced cooperation between partners to
deconflict activity, define targeting opportunities, and
deny malicious actors easy wins are essential elements
in minimizing the possible confusion caused by active
cyber defense capabilities while maximizing their
meaningful impact.

Understanding the (Advanced

Persistent) Threat

For decades, cyberespionage activity linked back to
China has been leveraged in the suspected pursuit of
a diverse range of objectives: the deep penetration of
targets and industries of long-term espionage interest,
the active support of geostrategic and geoeconomic
objectives, the monitoring of diaspora, minority, and
dissident activity, and more." Crucially, however, the
last half-decade has seen considerable shifts both in
the capabilities enabling such activity as well as in the
maturation of the ecosystem underpinning it.

In more recent years, China has led the field in the
domain of zero-day exploitation publicly attributed to a
known state activity nexus, in which attackers are able
to compromise targets via the use of a vulnerability
unknown even to the vendors of the product being
exploited (as opposed to the much less challenging
exploitation of publicly known product vulnerabilities).
For example, in an assessment of zero-day exploitation
observed in 2024, Google researchers noted that
“PRC threat groups remained the most consistent
government-backed espionage developer and user of

The Indo-Pacific in Transition | February 2026
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zero-days,” with nearly 30% of “traditional espionage’
activity in this category attributed to China-linked
threat actors.™

This steady pipeline of zero-day exploits appears to be
just one aspect of an increasing ability on the part of
China-linked threat actors to bring a highly specialized
knowledge of the products that they are exploiting to
bearontargets. Certainrecent campaigns have involved
activity in target networks that evince an extraordinary
depth of understanding of targeted products, making
use of undocumented product features in their attack
chains.” At times, China-linked threat actors have been
able to leverage such specialist knowledge on the fly,
bypassing fixes for vulnerabilities and tools used to
detect malicious activity created and deployed as part
of the defensive effort against their malicious activity
in real time.™ This specialization is far from constrained
to products, as evinced by the focus of certain threat
actors on entire industry verticals and their specialist
technology (such as the aforementioned targeting
of telecommunications sector targets worldwide by
Chinese cyberespionage actor Salt Typhoon).”> The
command and control of these operations is facilitated
by complex proxy infrastructure (so-called “operational
relay box networks”) built up via the compromise of
insecure appliances worldwide and used to conceal
and obfuscate the origins of malicious activity."®

Far from being tied to a single identifiable actor, these
developmentsareunderpinned by acomplexfacilitatory
ecosystem of agencies, contractors, and service
providers.” This is actively reinforced by the Chinese
regulatory and legislative agenda, with cybersecurity
talent within China effectively weaponized™ via
mechanisms such as hacking competitions, mandatory
vulnerability reporting legislation, and the subordination
of vulnerability reporting processes to intelligence
interests.”
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Partnership in Proactive Times

In the face of this rapidly maturing threat, recent years
have seen a corresponding global shift towards the
pursuit of more proactive cybersecurity policies.?°
States are increasingly formulating cybersecurity
policy options that are varyingly framed as active,
proactive, persistent, and more, blurring the lines
between traditional paradigms of cyberspace offense
and defense. In the United States, where Biden
administration cybersecurity policies focused more
heavily on shoring up security weaknesses at home,”
recent statements by Trump administration officials
reflect a desire to "have all the tools necessary to go
on offense”?? and to be able to “respond in kind"?® in
cyberspace.

This is also prominently visible in the Indo-Pacific
region. In Japan, the last half decade has seen an even
sharper shift, with tentative first steps towards mild
responsive measures to cyberattacks in 2021, such as
public attribution (wherein malicious activity is formally
attributed to a given state or government of origin),?*
overshadowed only several years later by the adoption
of legislation on a fully-fledged “Active Cyber Defense”
posture permitting actions including the neutralisation
of adversary command and control infrastructure.?® In
South Korea, the 2024 National Cybersecurity Strategy
goes so far as to explicitly call for an offensive posture
to buttress the country’s cybersecurity situation,?® an
evident shift from the 2019 Strategy’s language on
“active countermeasures.”?

However, far from addressing this evolving threat,
the unilateral pursuit of active cyber defense options
by multiple states in parallel is liable to generate
more confusion and adverse effects than meaningful
impacts; a coherent active defense posture against the
Chinese cyberespionage threat will demand enhanced
partnership between Indo-Pacific partners on difficult
topics. Three key areas in which such partnership must
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be in evidence include deconfliction, target definition,
and denial of exploitation opportunities.

First, the existence of multiple parallel active cyber
defense efforts raises obvious deconfliction challenges
between partners. For example, one partner's actions
to disrupt threats in cyberspace may have inadvertent
effects on another state’s essential visibility over
malicious activity. Partners must therefore ensure
that active cyber defense measures are accompanied
by an enhanced deconfliction posture that addresses
potential friction between their respective interests
and security demands, understanding that one partner’s
solution may be another partner's problem. This could
include elements such as established pipelines by
which states can raise operational objections to active
cyber defense actions proposed by partners where
prior notification is feasible, or strategic working groups
established between regional security partners to take
stock on a regular basis of the outcomes of active
cyber defense actions and to assess both positive and
adverse effects resulting from them.

Secondly, partners must collectively define targeting
opportunities, sharing information and insights on
the Chinese cyberespionage threat to ensure that
active cyber defense measures are tailored to the
idiosyncrasies of China’s multifaceted cyberespionage
support apparatus. The effectiveness of approaches
tailored to target ecosystems is in evidence elsewhere
in the cyber policy debate. For example, UK officials
have stated that the multinational law enforcement
operation targeting ransomware syndicate LockBit
in 2024 pursued the fragmentation of the affiliate
model underpinning the operation.?® In the same way,
a cooperative approach to building up a picture of
the Chinese cyberespionage ecosystem may allow
partners to disrupt key nodes and dependencies in this
ecosystem with an eye to lasting, long-term impact.
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Finally, partners must coordinate to deny Chinese
cyberespionage actors access to the insecure
appliances and vulnerable software that have been their
hunting grounds of choice in recent years. Proactivity
does not simply entail cyberspace entanglements with
malicious actors. In contending with the widespread
abuse of small-office/home-office (SOHO) routers
or internet of things (IoT) devices by Chinese threat
actors to constitute anonymisation infrastructure,®
for example, enhanced multinational rulemaking
surrounding end-of-life devices in these categories,
such as the incentivisation of their replacement by
users, could serve as an equally effective means by
which to deny this terrain to malicious actors.

Taken together, the implications are clear. In the face
of a rapidly evolving and professionalising Chinese
cyberespionage threat, the attractiveness of a more
active cyber defense posture from a political and policy
standpoint in many countries is clear. However, far from
allowing these countries to pivot fully and unilaterally
to the offense, an active cyber defense posture that
is deconflicted, targeted, and comprehensive enough
to meaningfully contend with this threat will demand
far greater coordination and cooperation between
regional partners than ever before.
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ASEAN V|5|on

Strengthening Indo-Pacific cooperation to ensure the responsible
development and use of Al in defense: a case for South Korea, Japan, and

ASEAN

By CAPT Diana Y. Myers & Dr. Sayaka Shingu

Introduction

Artificial intelligence (Al) is the new geopolitical front
line in the strategic competition between the United
States and the People’s Republic of China (PRC). For
both countries, however, the choice (true dichotomy or
not) between regulation and safety versus innovation
and prosperity is shaping global alliances. The
accelerating global race towards achieving Artificial
General Intelligence (AGI) has underscored the critical
need to maintainacompetitive edge in Al while ensuring
its ethical, responsible, and equitable development.

Al's  potential for weaponization in defense
necessitates proactive policymaking to establish a
collaborative environment among like-minded nations.
This approach will facilitate the sharing, collaboration,
and development of Al capabilities that can bolster
the national defense of regional partners and uphold
international norms, especially in a digital-rich
environment, like the Indo-Pacific.

In the Indo-Pacific, the landscape of Al competition
is particularly salient for the Association of Southeast
Asian Nations (ASEAN). The PRC has been notably
proactive, engaging in numerous Al partnerships and
research collaborations with these nations. This trend
highlights the urgent need for alternative, robust Al
collaboration frameworks that can effectively compete
with and counterbalance the PRC’s growing influence,
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particularly leveraging the comparative advantages
that South Korea and Japan hold in this sector.

Al cooperation between the PRC and ASEAN nations
spans various levels of government in Beijing. We
see high-level initiatives like the PRC-Malaysia
Al collaboration between the China Academy of
Information & Communications (who reports directly
to the Ministry of Industry and Information Technology)
and the University of Malaysia. Local governments, such
as those of Jiangsu, Sichuan, and Guangxi provinces in
the PRC, are working with countries like Singapore to
develop industrial technology parks. These parks aim to
import Altechnologyandattract Al-relatedinvestments
through vehicles like the China-ASEAN Technology
Transfer Center and Collaborative Innovation (CATTC).
Headquartered in Nanning, Guangxi, the CATTC is a
public institution formally established by the Chinese
Ministry of Science and Technology and ASEAN
member states where its primary purpose is to enhance
the transfer of advanced and applicable technologies
between the PRC and ASEAN, facilitating joint research,
technology, training, and personnel exchanges.' The
PRC's strategic partnerships with ASEAN nations are
further strengthened by the expansion of Chinese
tech giants like Tencent and Huawei in Southeast Asia.
These companies provide essential Internet-of-Things
(IOT) technologies, making the PRC an attractive
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Al collaboration partner. This deepening reliance on
Chinese technology should persuade competing
nations to enhance their Al collaboration efforts and
offer viable alternatives.

Al in Defense

As Al's utility expands across various sectors, its
integration into defense strategies has become
increasingly vital. PRC’s defense doctrine, which
emphasizes mechanization (HLi#ft), informatization
({5 B4k), and intelligentization (% fitft) as key phases
of military modernization, highlights this trend. In its
military modernization efforts, the PRC is pursuing
intelligentization, which is the integration of advanced
Al and autonomous systems into its armed forces.
This transformation from a data-networked force to
an Al-driven, cognitive force aims to gain a decisive
advantage in what the People’s Liberation Army (PLA)
refers to as the “cognitive space,” potentially offering
significant asymmetric advantages on the battlefield.
Al-driven battlespace management systems in the
future, for instance, can enable commanders to make
faster, more informed decisions by synthesizing vast
amounts of information more rapidly than an adversary
without such a system. This capability will likely be a
crucial force multiplier, particularly for nations with
limited conventional military resources. Al-driven
defense applications, including automatic target
recognition, autonomous drones, and sensor-to-
shooter systems, enhance the efficiency and precision
of military operations. These technologies improve
battlespace awareness and enable more accurate
targeting of high-value targets, minimizing waste and
maximizing effectiveness.
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Existing Regulatory Al Frameworks
for Defense Use

More countries are becoming interested in discussing
the use of Al in the military domain. In July 2022,
the United States, the United Kingdom, and France
submitted to the UN’'s Nonproliferation Treaty
Review Conference a working paper emphasizing
the importance of maintaining human control and
involvement in all actions critical to informing and
implementing sovereign decisions concerning nuclear
weapons employment.2 On November 15, 2023, U.S.
President Joe Biden and Chinese President Xi Jinping
"affirmed the need to address the risks of advanced
Al systems and improve Al safety through U.S.-China
government talks”.> On the general concept of Al use
in the military domain, the September 2024 summit of
Responsible Al in the Military Domain (REAIM) hosted
in Seoul, produced the Blueprint for REAIM Action,
which confirmed the significance of maintaining
human control.*

Following the summit, South Korea, the Netherlands,
and other like-minded countries submitted a UN
resolution titled “Artificial intelligence in the military
domain and its implications for international peace
and security”.® This is the United Nations' first
initiative in adopting a resolution on the military use
of Al, and the UN Secretary General is expected to
issue a comprehensive report in 2025 to seek the
views of Member States and observer States on the
opportunities and challenges posed to international
peace and security by the application of artificial
intelligence in the military domain.
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Leaders of Al in Northeast Asia:
Japan and South Korea

To effectively counter the PRC's growing influence
over the commercial and defense applications of Al, it
is imperative for nations with aligned Al development
goals to collaborate, innovate, and leverage their
combined capabilities, resources, and markets. Japan
and South Korea, as leaders in Al software and hardware
in the region, are well-positioned to spearhead this
effort through joint ventures and strategic alliances.
As a means of trilateral cooperation, the United States
could collaborate with Japan and South Korea to create
a means for Al defense collaboration.

Japan

The Cabinet Office of Japan issued an updated
“Al Strategy” in 20225 aiming to contribute to the
Sustainable Development Goals based on the three
principles of “dignity for humanity,” “diversity,” and
“sustainability.” A concept paper on Al policy issued
by the Cabinet Office of Japan in 2024 underlined
the importance of involving multi-stakeholders for
considering future regulations and of using private
expertise when it comes to regulatory implementation.’

Following the G7 Summit in Hiroshima in May 2023, the
G7 leaders launched the Hiroshima Al Process, whose
objective is to discuss the rapid development and
spread of generative Al Building upon this initiative,
the “Hiroshima Al Process Comprehensive Policy
Framework” was compiled at the ministerial-level
meeting in December 2023 as “the first international
policy framework consisting of guidelines and a code
of conduct with the aim of promoting the spread of
safe, secure, and reliable advanced Al systems”. The
Hiroshima Al Process has since expanded to include
various actors beyond the G7, including developing
countries and emerging economies.
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Japan’s Ministry of Defense also formulated two
documents in 2024: the “Basic Policy for Promoting
the Use of Al in the Ministry of Defense” and the
“"Comprehensive Strategy for Cyber Human Resources
in the Ministry of Defense.” These documents’ purpose
is to serve as “a compass for promoting the use of Al
and securing and developing cyber human resources”.?

South Korea

The Ministry of Science and ICT (MSIT) has released
the “Blueprint for Korea's Al Innovation to Achieve
Al G3 Status,” outlining a vision for public-private
collaboration across four national Al projects.
These projects include establishing the “National
Al Computing Center,” securing private sector
investments in Al development, achieving high Al
adoption rates in industry and the public sector, and
establishing leadership in Al governance and safety.™
This policy discusses the building of regional Al
innovation hubs and deploying various Al capabilities
in national defense through “the development of
military security policies and expansion of defense Al
infrastructure”, promoting responsible use of Al in the
military context and across security sectors.

Additionally, the Ministry of National Defense under
President Yoon Suk Yeol's administration announced
its “Defense Reform 4.0” in 2024, identifying the
securing of Al-based core advanced combat platforms
as one of its five core pillars, in addition to investing in
robust defense Al foundation in its overall research and
development investments."
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Policy Recommendation

To effectively compete with the PRC's Al proliferation
in the Indo-Pacific, it is crucial to offer ASEAN nations
and other regional partners a compelling alternative.
This alternative should provide a cost-effective, robust,
and superior Al architecture that facilitates military
modernization for better battlespace awareness that
adheres to responsible global Al regulatory norms for
defense-use. A federated data network presents a
viable solution, enabling the secure sharing and analysis
of defense data across multiple countries, feeding into
a robust model that populates a common operating
picture (COP) for decision makers to use.”? A federated
architecture could integrate structured, unstructured,
and semi-structured inputs from multinational sensor
systems, generating a unified dataset to support the
development and training of advanced Al models for
use in defense. An initiative spearheaded by regional Al
leaders like South Korea and Japan, with US backing,
could offer a more appealing proposition for ASEAN
countries hesitant to align solely with the United States
over the PRC.

Federated Data Network for
Defense Capabilities

Enhanced

A federated data network led by South Korea and
Japan, comprising interconnected data lakes across
different nations, would offer a powerful architecture
for managing and analyzing diverse defense-related
data. Participating countries would contribute by
sharing sensor-collected data from their respective
platforms, allowing the model to be trained on more
robust data. The data within this network can be used
to train Al models for a range of defense applications.
For instance, large language models (LLMs) can be
developed to enhance strategic decision-making.
Additionally, models for automatic target recognition
can be trained using imagery data from regional
sensors of participating nations, improving surveillance
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and reconnaissance for like-minded allies and partners
for a collaborative and seamless COP.

To ensure seamless access to and utilization of these
capabilities, a robust cross-domain solution can be
implemented by South Korea and Japan. Such a
solution would facilitate the integration of Al-derived
insights into each country’s command and control
(C2) platforms. Alternatively, a standardized digital
C2 platform could be designed to provide a COP
for all participating nations, enhancing battlespace
awareness and coordination, a platform akin to the U.S.
Department of Defense’s efforts to develop the Joint
All-Domain Command and Control (JADC2).?®

Participation in this advanced Al capability framework
necessitates adherence to stringent cybersecurity
protocols to protect the integrity and confidentiality
of the data. Member countries must also comply with
data standardization protocols outlined in the network’s
bylaws. These bylaws will include specific restrictions to
safeguard sensitive information and ensure responsible
use of the technology. For example, participating
nations would be required to join a multilateral alliance
led by South Korea and Japan that will prohibit the
adoption of alternative Al solutions from competitors
like the PRC and Russia. The partnership should also
allow for data lake “dams” as required to control data
flow into the system—this will allow countries the
added flexibility to choose which partners they decide
to share certain information with. Additionally, the use
of this technology for domestic surveillance must be
strictly prohibited.

The expansion of the data network and the inclusion
of additional partner nations will necessitate the
development of more data centers. These data centers
would represent significant economic investment
opportunities for ASEAN countries and priority
would be given to participating nations. Investments
in data center infrastructure should be contingent
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upon meeting environmental sustainability criteria to
minimize ecological impact.™

Conclusion

To effectively counter the PRC’s expanding influence in
the commercial and military domains of Al, States with
convergent development priorities must coordinate
their efforts. This requires fostering innovation and
integrating their technological strengths, resources,
and markets. Within the Indo-Pacific, Japan and South
Korea are uniquely positioned to lead this effort, given
their comparative advantages in Al software and
hardware. These nations can assume a leading role
through strategic partnerships and joint initiatives,
providing a compelling alternative to regional partners,
particularly ASEAN nations.

Our policy proposes an effective, robust, and superior
multinational Al defense architecture that facilitates
military modernization as a compelling alternative to
the PRC. A federated data network provides a practical
approach, allowing for the secure exchange and joint
analysis of defense information among allied nations
in the region. This inclusive framework would not only
empower partners to participate more effectively in
regional security initiatives but also ensure they benefit
from advanced Al capabilities.

Similarly, the United States should engage with Tokyo
and Seoul to institutionalize a trilateral framework for
defense-focused Al collaboration for the region which
can expand to include other regional partners like
ASEAN. This framework would not only mitigate the
PRC's proliferation of Al but also promote the ethical
development and deployment of the technology by
establishing shared guidelines and best practices.
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Ultimately, this collaborative effort will strengthen
regional security and contribute to the global discourse
on the responsible use of Al in the defense sector.

Disclaimer:

The views and opinion expressed in this research
are purely of the authors and do not represent
any government, institute, or organization that
they belong to.
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Institutionalizing a Core Coalition for
Taiwan Policy Alignment

The People’s Republic of China's (PRC's) threat to
Taiwan poses the most serious test of U.S. alliances in
the Indo-Pacific. While military deterrence is critical,
political deterrence through a strong, institutionalized
coalition of allies is equally necessary. Unlike NATO's
collective defense structure, the U.S.-led Indo-
Pacific alliance system is fragmented, with no formal
mechanism that it can use to coordinate responses to
a crisis affecting Taiwan. The PRC appears increasingly
inclined to exert economic and military pressure on
Taiwan. Ad hoc diplomacy is no longer sufficient.
The United States must move beyond informal
consultations and institutionalize a core coalition of
allies—which | will suggest should include Japan,
Australia, Canada, and the United Kingdom—to ensure
maximum policy alignment on Taiwan. This coalition
must be structured to strengthen deterrence and
coordinate crisis responses in a way that protects
Taiwan while maintaining stability in the region.

One of the greatest challenges in preparing for a
Taiwan contingency is the absence of institutionalized
legal and political frameworks for responding to crises
short of war. A full-scale invasion is only one among
several possible scenarios. More likely are “gray-zone”
contingencies, in which China seeks to alter the status
quo through incremental coercion while avoiding an
overt act of war. A selective blockade, or what Beijing
might frame as a “quarantine” of Taiwan, is among
the most probable scenarios. In such an event, China
could use its maritime forces to interdict commercial
and military shipments, declaring that it is enforcing
customsregulations oranti-smuggling operations while
stopping short of a formal act of war. Such a maneuver
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would test not only U.S. resolve but also the willingness
of allies to challenge China’s claims. Without prior legal
and political coordination, allied responses are likely
to be slow, hesitant, and inconsistent. In such a crisis,
the lack of clear commitments from key U.S. allies
could embolden Beijing to press further, gambling that
political paralysis will allow it to shift the status quo in
its favor without direct military confrontation.

Beyond the challenge of military coordination, any
Indo-Pacific contingency—whether a blockade, missile
crisis, or outright conflict—would immediately create
massive disruptions to global supply chains. China has
already demonstratedawillingnesstouseitsdominance
in key industries, such as rare earth processing,
semiconductor manufacturing, and shipping logistics,
to exert economic pressure on foreign governments
and private companies. In a Taiwan crisis, Beijing
would likely pressure multinational corporations to
withdraw from Taiwan and cut off investment, while
simultaneously coercing smaller states into denying
basing rights or overflight permissions for U.S. and
allied military operations. This dynamic drives the need
for the United States and its partners to establish
pre-crisis agreements on economic coordination.
Without a coherent approach, individual companies
and states will come under intense pressure to comply
with PRC demands, thereby weakening deterrence.
A core coalition should align on policies to counter
China's economic coercion, including coordinated
export controls, financial penalties for companies
that submit to PRC pressure, and measures to secure
alternative supply chains for essential goods.
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The existing Indo-Pacific security architecture is not
suited to meet these challenges. Unlike NATO, which
provides a formal alliance framework with clear legal
commitments, the U.S. Indo-Pacific alliance network is
built from bilateral agreements, creating a fragmented
structure that lacks mechanisms for coordinated crisis
response. While NATO itself is unlikely to be extended
into the Indo-Pacific, the institutional barriers to doing
so illuminate the broader structural constraints facing
Taiwan policy alignment. NATO operatesonthe principle
of collective defense under Article V, but applying such
a framework to Taiwan would require a fundamental
shift in the security postures of key allies, particularly
Japan, which has historically avoided explicit military
commitments outside its constitutional self-defense
framework. European states such as France have already
resisted deeper NATO involvement in the Indo-Pacific,
fearing that doing so would overextend European
security commitments and provoke unnecessary
confrontation with China.! These challenges suggest
that instead of seeking a NATO-style expansion, the
United States should focus on creating a separate but
complementary structure: an Indo-Pacific coalition
specifically designed to manage Taiwan-related crises
and provide an agreed-upon mechanism for collective
decision-making and response. The core of such a
coalition should consist of four key U.S. allies: Japan,
Australia, Canada, and the United Kingdom.

Japan is the most crucial actor given its geographic
proximity and strategic interests. Tokyo has already
signaled that a Taiwan contingency would directly
affect Japanese security. In 2021, Deputy Prime
Minister Taro Aso was quoted as saying at a private
event that a Taiwan crisis could pose an existential
threat to Japan, though he walked back the remarks
when the story broke.? However, Japan has yet to
adopt a legal framework that would enable decisive
action in a crisis.®
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Talk of a Japanese version of the Taiwan Relations Act
(TRA) has circulated for decades among scholars and
lawmakers, but it has never moved beyond vague calls
for action.* (The U.S. version of the TRA notes that a
PRC effort to change the status quo by force would
constitute a matter of “grave concern” to the United
States.) Several obstacles have prevented Japan from
formally specifying its interest in Taiwan. These include:
concerns about violating the 1972 Japan—China
communiqué, the tricky politics of keeping Japan’s
governmental coalition(s) together; the pressure put
on the government by the Japanese business lobby,
Keidanren; continuing sensitivity around Article 9,
the Japanese constitutional ban on warmaking; lack
of consensus on what a “JTRA” would actually entail;
and fear of PRC retaliation. These hurdles are real—but
they are not insurmountable.

Rather than replicating the U.S. TRA wholesale,
Japan should consider a phased, carefully structured
approach. First, it could pass a basic law on Japan—
Taiwan exchanges, explicitly reaffirming the “One
China” language of 1972 while codifying nonmilitary
areas of cooperation such as humanitarian relief, civil
defense training, supply-chain security, and information
sharing. This would provide a legal roof over existing
practice without appearing to shift Tokyo's official
position. Second, Japan could adopt a Diet resolution
declaring cross-Strait stability a "vital interest” for
Japan’'s security, thereby framing any Taiwan-related
action as consistent with constitutional interpretations
of collective self-defense. Third, to avoid economic
blowback, Tokyo could pair any Taiwan legislation
with broader economic security initiatives, including
incentives for reshoring critical industries.

In the long term, a Japanese TRA would clarify Japan'’s
commitments and establish a structured, flexible
approach to Taiwan security, similar to the U.S.
framework. Another part of U.S. policy toward Taiwan,
which Japan, Australia, and the United Kingdom may
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consider replicating, is the Six Assurances. These
pledges, made bilaterally to Taiwan without the
involvement of the PRC, represent a promise that the
United States will not trade away Taiwan to the PRC
or pressure it to negotiate unification under duress.
Formalizing these sorts of commitments would
help deter China by strengthening the credibility of
collective deterrence.

Australia, as a rapidly strengthening U.S. security
partner, is the next most significant player. Through
the Australia-UK-U.S. pact (AUKUS), Australia has
demonstrated a willingness to take on a greater role in
Indo-Pacific security, but its legal commitments with
respect to Taiwan remain undefined.®Given the growing
Australian debate over its role in a Taiwan conflict,
Canberra should similarly consider adopting a Taiwan
Relations Act-style legal framework that defines its
strategic posture in a Taiwan crisis. Doing so would help
reinforce deterrence and clarify Australia’s position in
advance, reducing Beijing’s ability to pressure Canberra
into a neutral stance in a crisis.

The United Kingdom and Canada, while geographically
distant, bring economic and diplomatic strength to
any Indo-Pacific security structure. Both are already
integrated into the Five Eyes intelligence network
(along with Australian, New Zealand, and the United
States) and maintain strong defense ties with the
United States. The UK's increasing engagement in the
Indo-Pacific, including naval deployments to the region,
signals a growing commitment to regional stability.
However, neither the UK nor Canada has a clear legal or
political framework for addressing Taiwan, leaving their
positions ambiguous. As part of a core coalition, these
countries should align their policies with the United
States and Japan by adopting formal declarations or
legal frameworks that clarify their commitments.

Institutionalizing this coalition requires more than
informal diplomatic dialogue. The United States should
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establish a Taiwan Security Coordination Council,
modeled on NATO’s North Atlantic Council, to provide a
standing forum for allied coordination on Taiwan policy.
This body should meet regularly at the ministerial level,
with participation from defense, foreign affairs, and
economic officials, to ensure ongoing policy alignment.
In addition, an annual Indo-Pacific Leaders’ Summit,
taking place before the G7, should be established
to reinforce high-level commitments and public
messaging. These mechanisms would serve as both
deterrent signals to China and practical coordination
platforms for crisis scenarios.

Economic deterrence must also be built into this
coalition. The coalition should develop pre-agreed
financial and trade measures, including coordinated
sanctions and asset freezes, to be enacted
automatically in response to PRC aggression against
Taiwan. Ensuring supply chain resilience should be
another focus. China’s ability to weaponize economic
dependencies in a crisis means that the coalition
must invest in alternative supply chains for critical
products like rare earths, semiconductors, and active
pharmaceutical ingredients.

Finally, this coalition must serve as a bridge between
existing Indo-Pacific security structures and European
partners who may be reluctant to engage in Taiwan-
specific planning. Allied governments should explore
mechanisms for issue-specific cooperation between
NATO and Indo-Pacific security partners, particularly in
areas such as military technology development, cyber
defense, and intelligence sharing. Although France has
resisted NATO's expansion into the region, the United
States and its closest allies can still foster greater
European involvement in discrete security initiatives
that contribute to Taiwan's security without requiring
full NATO integration.

The U.S. cannot afford to rely on strategic ambiguity
and informal consultations alone to deter PRC
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aggression against Taiwan. As Beijing actively seeks
to exploit allied divisions and economic vulnerabilities,
Washington must institutionalize a core coalition to
ensure maximum policy alignment. By formalizing
military, economic, and diplomatic coordination, this
coalition can strengthen deterrence, provide a clear
decision-making framework for crisis response, and
prevent China from using legal and political ambiguity
to its advantage. The failure to institutionalize allied
coordination now risks paralysis in a future crisis. The
time to act is before a Taiwan contingency forces a
rushed and reactive response under immense political
and economic pressure.
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Taiwan’s Strategic Thinkin
Blind Spots: Lessons from

The Global Cooperation and Training Framework
(GCTF)—a platform which specializes in using Taiwan's
expertise for addressing global issues—has recently
concluded its latest International Workshop on the
Whole-of-Society Resilience Building, Preparation,
and Response.! Although some of the questions are
hard to confront, such as those related to Taoyuan
Airport’s contingencies in case tens of thousands of
people flock to its perimeters for evacuation, the fact
that they are being raised underscores the volatile
security environment of the Indo-Pacific in general and
the Taiwan Strait in particular. Today, Taiwan is not in
a good spot. The People’s Republic of China (PRC)'s
gray zone activities around the island have become
more frequent, Xi Jinping’s directive for the People’s
Liberation Army (PLA) to be ready to invade Taiwan by
2027 continues to haunt local political elites,? and the
determination of Taiwan's key partners to support it in
case of a military escalation is increasingly uncertain.?

Despite a deteriorating security environment, Taiwan’s
long-term determination that no military measures
will alter the relations of the two sides of the Taiwan
Strait is both inspiring and commendable. Many
recent policy and military decisions reinforce this
determination. The extension of compulsory national
service from four months to one year, a gradual
increase in military spending, efforts to increase the
retention of servicemembers through higher salaries,
and expansion of strategic stockpiles are but a few
of these measures and policy decisions.* Combined
with civilian-led initiatives and organizations such as
Kuma Academy, which strives to cultivate self-defense
capability via a provision of a variety of trainings to a
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and Strategic
kraine

By Michal Boksa

general public (70% of alumni are women, otherwise
excluded from the compulsory national service),® the
determination and resilience of the little island appears
to be considerable.

In recent months, it has been hard not to notice that
among Taiwan's political circles certain aspects of
military strategic thinking seem to be either overlooked
or, when asked during various Q&A sessions, left
unanswered. These gaps become even more obvious
when viewed through the lens of Ukraine's experience
following Russia’s full-scale invasion in February 2022.
While drawing too many parallels between the war in
Ukraine and a potential conflict in the Taiwan Strait
can be misleading at best—and a fool's errand at
worst—it would be equally unwise to ignore the critical
lessons Ukraine's defense offers for Taiwan's military
preparedness and strategic planning.

First, when the prospect of a Chinese military invasion
of Taiwan arises in debates and discussions, high-
ranking Taiwanese officials frequently emphasize
that such an operation would take the PLA weeks to
prepare. Their implication is clear: A ‘strategic surprise’
military action by Beijing is unlikely, given the logistical
buildup such an operation would require. In theory,
they are not wrong. A large-scale amphibious assault
on Taiwan would be an immense undertaking, with
estimates of the PLA troops required ranging between
400,000 and over two million.® However, the flaw in
this assumption becomes evident when considering
Ukraine's experience. Despite facing an analogous
situation—with more than 175,000 Russian troops
massed along its borders—Kyiv was caught off guard
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when the invasion began in 2022.” Ukraine was not
alone in its miscalculation; just days before the attack,
many Western and international analysts remained
skeptical that Russia would launch a full-scale war.®

Ukraine's experience—particularly the sequence of
events that led to its strategic surprise in 2022—offers
a scenario that could, to some extent, be replicated in
the Taiwan Strait. More importantly, the likelihood of
a similar trajectory unfolding within the next decade
is relatively high, regardless of whether it ultimately
culminates in a full-scale invasion of Taiwan. The
reason so many were caught off guard by Russia’s
attack was the normalization of large-scale military
drills. Over time, their frequency led to complacency,
which, in turn, enabled the strategic surprise of 2022.
If the PRC were to adopt a similar pattern—regularly
massing troops under the guise of routine exercises—
Taiwan and its allies would have to recognize this as a
critical indication that Beijing might be moving closer
to actualizing an invasion. After all, in February 2022,
Vladimir Putin continued to insist that Russia’s military
maneuvers around Ukraine were “purely defensive” and
“not a threat”.® Taiwan must carefully consider how to
respond should a comparable pattern begin to emerge.

Second, when Taiwanese representatives discuss
the island’s security vis-a-vis the PRC, they tend to
overemphasize Taiwan'’s ability to repel an initial wave
of attacks while skimming past the next steps, which
demand far more attention but offer far fewer clear
answers. Taiwan's military preparedness, commitment
to its defense, and expanding stockpiles of critical
supplies all indicate that the PLA could in the opening
phase of an invasion face significant challenges.
The Chinese military might struggle to establish air
superiority, coordinate a large-scale joint operation,
or successfully transport enough troops ashore.™
After all, the second major strategic surprise of
Russia’s war in Ukraine was the astonishing failure of
Russia’s initial offensive to achieve its objectives. This
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failure culminated in one of the most striking tactical
blunders of the war—the infamous 56-km-long
convoy of armored vehicles, consisting of 10 Russian
battalion tactical groups, immobilized for weeks due
to shortages of food, fuel, ammunition, and effective
communication. The PLA could face a similar fate
in the early stages of a Taiwan conflict, an envisaged
outcome that, in itself, serves as a powerful deterrent
for Chinese leadership.

Nevertheless, beyond repelling the PLA’s initial assault,
how would Taiwan fare if the PRC, like Russia in Ukraine,
committed to a prolonged conflict while enforcing a
military blockade of the island? How would Taiwan's
partners, particularly the United States, respond?
Strategic ambiguity regarding potential military
support leaves room for speculation. However, lessons
from Ukraine suggest that even if war breaks out and
Taiwan initially stands alone (an outcome far from
certain), the PRC's ability to deter Taiwan's partners
from providing military aid or becoming involved in
the conflict will weaken over time. When Russia first
invaded Ukraine, Western democracies were largely
hesitant to supply direct military assistance. But as
Russia’s initial deterrence faded, Western military
aid—including armored vehicles, tanks, aircraft, and,
most recently, long-range cruise missiles like Storm
Shadow and ATACMS—grew dramatically.”> There
is little doubt that the PRC's ability to deter Western
support or involvement in a Taiwan conflict would also
erode, potentially even more quickly in the wake of the
Ukraine war.

Time will undoubtedly work against Taiwan, as its
stockpiles of essential military supplies, food, and
energy deplete with the pace of the conflict. However,
it will also work against the PRC. The longer Taiwan
endures a protracted war, the greater the likelihood
and intensity of Western support or involvement.
Beijing would be wise to incorporate this trajectory
into its own strategic calculations when assessing
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the potential outcomes of any military action against
Taiwan.

Lastly, understanding the Russia—Ukraine conflict from
Beijing's perspective is crucial—especially since the
PRC has almost certainly drawnits own lessons from the
war, some of which could have significant implications
for the PLA's future planning and operations. In
particular, Russia’s initial battlefield failures have likely
reinforced doubts about the PLA's ability to successfully
execute an invasion of Taiwan.”® Given the immense
political and military stakes involved, it is difficult to
imagine China’s leadership taking such a risk without
first seeking to test and enhance the PLA's reliability,
as well as gain operational experience—preferably in a
lower-stakes environment.

Until now, China has largely been a risk-averse actor
outside the Indo-Pacific. However, if this pattern shifts
in the coming years—if Beijing becomes more willing
to expose its military to conflict situations or assumes
a greater role as a security provider—it would likely
signal a serious effort to improve the PLA's readiness
for high-stakes confrontations. In this context, regions
such as eastern Afghanistan or Myanmar could offer
opportunities for the PLA to expand its security role
without significantly jeopardizing China’'s political
and diplomatic standing. While not all operational
experience gained in these areas would be directly
applicable to a potential amphibious invasion of Taiwan,
such engagements could still help the PLA to address
critical shortcomings—particularly in areas where
Russia failed early in its 2022 invasion of Ukraine, such
as poor military planning, logistical challenges, and low
combat readiness.™

In conclusion, for the potential escalation in the Taiwan
Strait, the war in Ukraine can serve as simultaneously
a warning and a source of insight. It can demonstrate
that strategic surprises are still possible, even with tens
of thousands of troops deployed alongside a country’s
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border, but it can also reveal how an invader's ability
to deter outside involvement can weaken over the
course of a prolonged war. As of now, Taiwan’s security
mainly hinges on strengthening its own deterrence.
The capacities to repel an initial assault and to sustain
itself in a drawn-out war are the two critical factors
Taiwan should prioritize. Importantly, Beijing's greatest
fear is not merely a failed invasion but a protracted war
that draws in Western support, turning a swift military
operationinto a costly quagmire. For Taiwan, the worst-
case scenario is undeniably represented by the PRC’s
full-scale invasion. Ultimately, the best deterrence
Taiwan has is its ability to convince Beijing that the little
island has the capacity to transform Taiwan's worst-
case scenario into the PRC's worst-case scenario.
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The Growing Divide: Southeast Asia’s
Strug ?Ie for Balance in a Fragmenting

Global Economy

Theintensifyingeconomicandtechnologicaldecoupling
between the United States and China is redrawing the
map of global trade, technology, and finance. Nowhere
is this more keenly felt than in Southeast Asia. In a
region that has long embraced strategic autonomy
while profiting from deep engagement with both
superpowers, neutrality is becoming harder to sustain.
For decades, member states of the Association of
Southeast Asian Nations (ASEAN) balanced their
relationships deftly, trading freely with China while
engaging in security cooperation and investment with
the United States. While regional actors argue that
they should not have to choose between Washington
and Beijing, the growing divide between the two
largest economies is making such choices unavoidable
in key sectors such as technology, advanced research,
biotech, investment, and national security.

The Historical Roots of Decoupling

It is tempting to trace the current fragmentation
to COVID-19, or to the Trump administration’s first
wave of tariffs. But the rupture began earlier, with
China’'s own efforts to reduce dependence on foreign
technology. As early as 2003, the Chinese Communist
Party began laying the groundwork for its Medium-
to-Long Term Plan for Science and Technology
Development, implemented in 2006, which aimed to
cut foreign tech reliance in half by 2020. This 15-year
roadmap established benchmarks for China to become
an “innovation-oriented society” by 2020 and a world
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leader in science and technology by 2050. That effort
intensified under the 2015 “Made in China 2025"
program, which set aggressive goals for domestic
self-sufficiency in ten strategic industries (information
technology, robotics and Al, aerospace, shipping,
railways, energy, materials, medical equipment and
medicines, agriculture, and power equipment).?
Subsequent government directives accelerated efforts
to crowd out foreign firms by limiting foreign hardware
and software in state institutions.?

Beijing's intention was clear: to cultivate national
champions, secure supply chains, and compete directly
with leading global technology firms. The United
States took time to recognize the trend and began
recalibrating its posture during President Obama’s
second term, initially through export controls and later
through full-scale industrial policies aimed at reshoring
production and securing its own tech ecosystem. The
Biden administration’s subsequent push to “de-risk”
has since evolved into the Trump administration’s
more disruptive “Liberation Day” tariffs, injecting fresh
volatility into Southeast Asia’s external economic
environment.

Ranging from ships to chips, US tariffs have upended
more than trade relations as many countries now
grapple with new levels of uncertainty about the future
of their relationships with the United States. As new
tariff announcements emanate from Washington on
a near-weekly basis, Southeast Asian economies in
“Factory Asia” are actively seeking détente with the
Trump administration but also driving forward with new
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free-trade agreements with partners like the EU and
Gulf Cooperation Council. While many policymakers
and pundits* in the United States seem convinced
that globalization is over, Asia is unpersuaded. And
data appears to back Asia’s view—global trade volume
continues to rise while the US share of that trade
decreases. In fact, as US trade as a percentage of GDP
continues to fall, the difference in trade openness
between the US and the rest of the world has widened
to 34 percent, the largest gap in the last 50 years (see
Figure 1).

US trade openness has declined while that of
other large advanced economies has increased
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Figure 1: Trade openness, US vs. other major economies

Source: Peterson Institute for International Economics, April 19
2021

Implications for Southeast Asia

From telecommunications and payments to biotech
research and military procurement, competing
spheres of influence are taking shape, and Southeast
Asia’s role as a linchpin in global supply chains makes
it particularly vulnerable to these significant shifts.
In telecommunications, the United States and its
allies are promoting alternatives to Chinese tech
infrastructure—such as Open Radio Access Network
(Open RAN) for 5G, which is designed to open up
mobile network architecture and allow providers to
include non-proprietary subcomponents from multiple
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vendors—and providing an alternative to exclusive
communications systems relationships with China that
Washington and its allies view as problematic. China
continues to champion its own standards and systems,
with an eye on carrying its commanding lead in 5G
technology into the 6G environment. For Southeast
Asian countries, adoption of one architecture over
another signals alignment and carries implications for
trade, investment, and security cooperation.

In advanced research and biotechnology, new US
laws demonstrate increasing suspicion of Chinese
partnerships, threatening to fracture collaborative
networks that Southeast Asia relies on. The FY
2025 National Defense Authorization Act (NDAA)
restricted the DoD from funding fundamental
research collaborations between US higher education
institutions and certain foreign academic institutions,
including those with ties to China.® Although it was
removed at the eleventh hour from the 2024 NDAA,
the proposed BioSecure Act was another example of
the growing ambitions of the decoupling movement; at
one point in its development the act'’s text would have
forced acomplete divorce between federally funded US
pharmaceutical companies and Chinese services firms,
which produce over 40 percent of the world’s active
pharmaceutical ingredients. This legislation would have
shattered supply chains of the global pharmaceutical
industry. While removal of that particular text might be
interpreted as a temporary rebuke to that movement,
it in no way defeated it. Investment flows are similarly
bifurcating, with US-led initiatives like the Indo-Pacific
Economic Framework for Prosperity (IPEF) and China's
Belt and Road Initiative (BRI) offering competing
visions for the region’s economic development.

The defense sector is another area where exclusivity is
becoming difficult to avoid. US arms sales and security
pacts increasingly come with restrictions on using
Chinese equipment, while China has its own growing
market for military technology. Some countries,

The Indo-Pacific in Transition | February 2026


https://www.piie.com/research/piie-charts/united-states-has-been-disengaging-global-economy
https://www.piie.com/research/piie-charts/united-states-has-been-disengaging-global-economy

like Singapore and the Philippines, have diversified
defense imports, but very little of those imports comes
from China. For nations like Indonesia and Malaysia
that do have exposure to both defense ecosystems,
maintaining access to both sources of military
technology and training could become increasingly
complex as the United States and China erect higher
barriers to protect their most advanced weapons.

Fragmenting Ecosystems: The New
Geography of Dependency

Global decoupling is no longer abstract—it's being
enforced through industrial policy, export restrictions,
Al model controls, and data center scrutiny. The US
Departmentof CommercehasaddednumerousChinese
companies, including Huawei and Semiconductor
Manufacturing International Corporation (SMIC), to its
Entity List, which subjects foreign organizations and
individuals listed on it to specific license requirements
and restrictions on the export, reexport, and in-country
transfer of sensitive and/or dual-use technologies.
From the Chinese side, American chipmakers have
been subjected to retaliatory security reviews, such
as that imposed upon Micron in 2023, which was
followed by market restrictions.® In late 2024, a group
of industry groups including the China Association of
Communication Enterprises announced their view that
US chips “are no longer safe” and encouraged Chinese
companies to procure chips domestically.”

When Chinese company DeepSeek launched its open-
source DeepSeek R-1 model in January 2025, on the
same day as Donald Trump’s inauguration, Washington
responded with an investigation that included scrutiny
on Singapore, aiming to discern whether DeepSeek
obtained access to banned hardware by transhipments
through the city-state. Malaysia’s data center industry
been on a rapid growth trajectory since 2019, with US
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companies including Amazon, Google, and Microsoft
and Chinese companies like Huawei and ZData making
significant investments in the country.® However,
Biden-era restrictions on Chinese access to high-end
Al chips and threatened moves to cut Chinese access
to US cloud services providers have created a fraught
environment for customers of these data centers and
their operators, a trend carried forward during the
second Trump administration.®

Growing bifurcation in digital finance and payment
systems also threatens to divide the region. Central
banks in China, Hong Kong, Thailand, the United
Arab Emirates, and Saudi Arabia are collaborating
on mBridge, which enables instant, real-time cross-
border payments using central bank digital currencies
(CBDCs). While it differs in its core technology from
SWIFT, the secure global messaging system that allows
banks to communicate payment instructions to each
other, mBridge is held up as an alternative to financial
systems perceived as Western-dominated that have
been used in sanctions. Its association with the BRICS
only serves to accentuate the divide."

The Strategic Dilemma: Choose or
Be Chosen

While Southeast Asia’s leaders continue to insist they
won't choose sides, the structure of the global economy
is forcing that choice onthem. The cost of cross-system
cooperation is rising; infrastructure can no longer plug
seamlessly into both ecosystems, foreign investment
is increasingly conditional, and academic partnerships
now come with national security baggage. In this future,
countries may find themselves locked into mutually
exclusive technological and economic ecosystems,
with limited opportunities for engagement across the
divide. This risks stifling innovation and reducing the
efficiency of global supply chains, harming growth
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prospects for emerging markets. Southeast Asian
companies, and those companies seeking to invest
in the region, face increasing legal risks when doing
business across the divide, especially in sectors that
are affected by US export controls or Chinese anti-
sanctions laws.

The exclusivity driven by decoupling could exacerbate
inequality within Southeast Asia itself. Wealthier
countries like Singapore may have the institutional
capacity and strategic dexterity to operate in both
systems, but others may find themselves squeezed,
their choices constrained not by preference, but by
design. Less developed countries could find themselves
marginalized or overly dependent on a single power.

What Southeast Asia Can Do

To preserve agency, Southeast Asia must act decisively
along three strategic lines of effort.

1. Diversify partnerships: Continue to deepen
ties with middle powers, including India, and
blocs such as the EU and the Gulf states to
reduce exposure to either Washington or
Beijing. The Regional Comprehensive Economic
Partnership (RCEP) and Comprehensive and
Progressive  Agreement for Trans-Pacific
Partnership (CPTPP), already high priorities for
many regional states, will become only more
relevant as countries seek the resilience that
comes with diversified trading relationships. The
experiences of those countries most reliant on
the US market for trade (Vietnam, for example)
which were most vulnerable to tariff pressure
and which found themselves targeted by the
Trump administration in early 2025 are likely
to remain a cautionary tale against economic
overdependence.
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Build regional resilience: Strengthen intra-
ASEAN trade. While ASEAN has traditionally
observed an unspoken ceiling on its ambitions
for regionalization, perhaps this new reality will
provide impetus for increasing the coherence
of the region’s economic and tech regulation.
Many refer to ASEAN as the world's “fifth
largest economy” when it is in fact ten disparate
markets, unlike the EU’s single market. Offering
companies a simpler, streamlined regulatory
environment would reduce compliance burdens
and operating costs, incentivizing more foreign
direct investment. Lowering the 3,200 non-tariff
barriers among ASEAN member states would
boost the region’s competitiveness and offset
external volatility with intraregional trade.

Assert regional digital sovereignty and
harmonize regulation: Push for multilateral
norms on data governance, Al, and biotech
that reflect Southeast Asian priorities rather
than importing models from abroad. ASEAN's
ongoing Digital Economy Framework Agreement
(DEFA) negotiations are an opportunity for the
region to lead on progressive digital policy.
Successful creation of a legally binding regional
digital agreement would boost the region's
digital economy and put ASEAN into the driver’s
seat on global digital policy as a rule maker,
rather than a rule taker. By shaping its own digital
rules, ASEAN could avoid dependency on either
Washington's tech-stack standards or Beijing's
digital authoritarian template—preserving its
regulatory sovereignty while remaining globally
competitive.
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A Narrowing Path

For Southeast Asia, the key challenge of the past two
decades has been to preserve strategic autonomy
while maximizing the benefits of engagement with
both the United States and China. But most Southeast
Asian states had the advantage of being courted by
both sides and in most areas had significant freedom to
choose between the two without fear of retaliation. As
economic fragmentation hardens, Southeast Asia risks
being not just a theater for great power competition,
but its front line. The region must adapt swiftly to avoid
becoming collateral damage in a contest it never asked
to join.

Ultimately, the region’s ability to navigate the
growing divide will depend on the willingness of both
Washington and Beijing to respect the aspirations
of their Southeast Asian partners. While the United
States and China may not explicitly demand allegiance,
their policies are creating a world where neutrality
is unsustainable. If Southeast Asia fails to act, the
region could find itself trapped in a tech Cold War,
split between incompatible systems, with diminished
leverage and eroding sovereignty. If it acts, it has the
potential to become the world’s most dynamic bridge
economy—resilient, neutral, and indispensable.
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The Quad’s Biotech Opportunity

The Next Frontier of Strategic
Competition

Biotechnology is poised to be one of the most
transformative technologies of the 21st century. In the
decades ahead, biotech—the powerful set of tools
that harness biological processes and structures for a
wide range of applications—harbors the vast potential
to revolutionize medicine, reshape the global economy,
disrupt national security, and transform industry and
energy. Unlike chips that power advanced Al algorithms,
however, biotechnology is an expansive and diverse
domain that spans a multitude of modalities, including
mRNA vaccines, gene editing, DNA sequencing and
synthesis, engineered proteins, and the frontiers of
neuroscience. Applications of biotechnology range
from cutting-edge therapeutics for cancer and gene
therapies that can cure devastating diseases to
methods for bolstering agricultural capacity to ensure
more resilient food sources across the developing
world; biotechnology can enable destructive platforms
for the engineering of deadly viruses and helpful
tools for surveilling the global health landscape to
enable early detection of novel pathogens. Given
these consequential stakes for economic power and
international security, the coming decades will bear
witness to a fierce competition in biotechnology,
where the geopolitical stakes are profound.

If anything, the COVID-19 pandemic made vivid
both the disruptive and constructive effects of
biotechnology. COVID upended global economies for
multiple years; even deadlier viruses may wait over
the horizon, including those that could potentially be
developed by malign actors with the latest biotech
capabilities. (Indeed, the spread of SARS-CoV-2
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itself engendered a multiplicity of hypotheses about
its origins—from natural occurrence to laboratory
leak to even an engineered “gain of function” design.)
At the same time, the rapid development of mRNA
vaccines saved millions of lives and underscored
the breathtaking speed with which novel modalities
are emerging and the promise of biotechnology as a
solution to crises of global scale. But perhaps most
significantly, the pandemic made clear that despite its
important use for global humanitarian purposes and
public health, biotech has become a defined arena
of global competition, with profound geopolitical
consequences for nations. Advances in gene therapies
are offering unprecedented treatments for diseases,
while synthetic biology—driven by tools in protein
designand genetic engineering—is unlocking new ways
for generating fuel, chemicals, and crops. Meanwhile,
the convergence of biology with Al and large data sets
(of genomic data across populations, for example)
is accelerating discoveries in drug development,
neuroscience, and regenerative medicine.

Yet the story of biotech'’s trajectory is only in its early
chapters. The many layers of the human genome
remain partially understood, and cellular engineering is
in its infancy. The nations that master these frontiers
will not only dominate economic growth but also
control the fundamental building blocks of life itself—
technologies that can enable the extension of lifespan’,
reprogramming of cells?, and selection of traits in
offspring.

While much of the emerging biotech race will unfold
between the United States and China, two great powers
locked in a fierce Thucydidean rivalry® for dominance
in all domains of national power, Washington does
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not need to compete alone. The Quad framework—
which comprises the United States, Japan, India, and
Australia—offers a strategic platform for biotech
collaboration among some of the closest partners in
the Indo-Pacific region.

The potential for the Quad as a multilateral grouping to
align foundational strengthsinresearch, manufacturing,
clinical trials, and biosecurity is promising. Leveraged
to their full capacity, this cohort of states could
ensure that biotechnology’s future remains shaped by
the norms and values of free, democratic societies.
Moreover, each of the Quad countries already
possesses innate structural advantages that make
intentional and purposeful cooperation not only viable
but prudent. From India’s vigorous biomanufacturing
based, undergirding enormous production capacity,
to Japan's vibrant research ecosystem, these four
nations converge with preexisting and complementary
strengths that could easily be amplified by synergy.
These reinforcing strengths arent just theoretical.
They've been demonstrated as effective force
multipliers already. During the COVID-19 pandemic, the
Quad Vaccine Partnership, formed in 2021, coordinated
efforts by all four countries to deliver nearly 800 million
vaccines around the world, while also liaising closely
with local health agencies in each respective capital.*
More can be done. This paper outlines key areas
where, building on existing initiatives, the Quad may
be able to play a serious and possibly decisive role in
stimulating joint biotech development while sustaining
international leadership on global health security and
biotech innovation.

The Biotechnology Imperative and
an Emerging Bio-Economy

The life sciences underpin an emerging bioeconomy
that will significantly contribute to comprehensive
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national power in the 21st century. According to the
U.S. National Security Commission on Emerging
Biotechnology’s 2025 report, advances in the biotech
sector are expected to drive trillions of dollars in
economic growth over the next few decades.® Unlike
semiconductors, which are already deployed across
economic sectors and widely integrated into global
supply chains, the story of biotech is still in its infancy.
The nations that lead in biotech will not only garner
economic advantages but also achieve control of
critical sectors like pharmaceuticals, agriculture, and
even military and defense applications.

Moreover, biotech’s dual-use nature (enabling
applications in both the civilian and military domains)
means it will impinge upon issues of macroeconomics
and national security—with serious implications
for both.® Leadership in biotech will determine the
ability to combat future pandemics, enhance food
security through genetically modified crops, and
even potentially shape the future of warfare through
bioengineered materials (and even soldiers) as well as
medical treatments on the battlefield. In short, this is
not a domain the United States and its allies can afford
to cede to strategic competitors.

The Quad’s Comparative
Advantage in Biotechnology

The four Quad nations each possess unique attributes
of their economies, societies, and industrial bases
and simultaneously complementary strengths in
research, manufacturing, and regulation that make
closer coordination on biotech a singular opportunity.
At first approximation, policymakers would be wise
to identify—and act upon—key areas where closer
alignment and coordination among Quad countries
could yield significant advantages and impact over the
long term, particularly for strategic competition.
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Talent and Research Collaboration

While it’s not all that's required, scientific talent—along
with a strong biotech workforce and capabilities— is
the backbone of biotech innovation. Fundamental
breakthroughs in discovering novel proteins,
genes, pathways, and targets drive pharmaceutical
development. Without discovery and innovation,
new commercial tools and technologies cannot
be developed. Despite the importance of diffusion
and application in any domain of technology, basic
discovery still serves as a foundation. Here, the Quad
countries share enormous advantages. Japan has
long been a global leader in biomedical research, with
numerous institutions and scientists at the forefront
of regenerative medicine, stem cell research, and
neurobiology, for example. India’s rapid expansion
and improvement of STEM education, producing over
2.5 million STEM graduates annually, and its colossal
population and workforce make it a rising biotech
powerhouse.” Meanwhile, Australia’s clinical research
sector and the United States’ dominance in biotech
startups and venture funding create a formidable
coalition. Quad nations could expand joint PhD and
postdoctoral programs (building off programs like the
Quad fellowship), establish biotechnology research
exchanges, and invest in collaborative academic
networks. And in an era where Federal funding for basic
science is in a period of transition, a global coalition
would provide stability and balance across the four
partner nations. Leveraging talent mobility among
Quad nations, therefore, could significantly accelerate
biotech discoveries and strengthen regional expertise.®

Biomanufacturing and Supply Chain
Resilience

Realizing the value of innovation in biotech will depend
on the ability to scale production and manufacturing.
As political scientist Jeff Ding has argued, innovation
must be complemented by diffusion, the spread and
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adoption of new technologies. The countries that
adopt, scale, and diffuse new technologies gain more in
their national power than those who merely introduce
major innovations.® As with semiconductors, mere
discoveries and innovative advances in capability and
potential—without a corresponding increase in the
ability to manufacture at scale and at efficient costs—
are insufficient for a country to maintain its national
lead.

Here again, the Quad can play a role. India is already
a global leader in vaccine manufacturing and is home
to major producers like the Serum Institute of India,
which produces over 4 billion vaccine doses annually—
accounting for almost half the world’s doses.® The
United States and Japan have robust biotech R&D
sectors but are less competitive in biomanufacturing
at cost effectiveness and scale. Indeed, in recent
years in the United States, significant attention
has focused on the need for competitive domestic
biomanufacturers (often termed contract development
and manufacturing organizations, or CDMOs) that
can produce assets for early- and late-stage biotech
development. While Chinese firms like WuXi AppTec
have dominated this space, the United States’ ability to
compete has not been as effective. Closer U.S.-Indian
collaboration could significantly enhance the ability of
US biotech firms to manufacture at greater scale and
efficiency.

Additionally, U.S. drug supply chains—especially for
small-molecule drugs (that make up a majority of
the medicines everyday Americans consume daily)—
are heavily dependent on China. The United States
currently imports an overwhelming majority of its
drugs from China, or is reliant on Chinese-produced
active pharmaceutical ingredients (APIs) and key
starting materials (sometimes this is an undercount,
as the U.S. also imports from other countries that, in
turn, source from China)—a vulnerability that if one
day exploited would cripple American pharmacies as
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critical drugs many Americans depend on daily would
be subject to shortages. As COVID made vivid, the
U.S. supply chain for critical items is deeply integrated
with the global economy and in many cases vulnerable
to disruption. As many have argued, a Quad-backed
biomanufacturing hub in India could secure resilient
supply chains for critical pharmaceuticals, reducing
dependency on a single source and strengthening
supply chain resilience."

Clinical Trials and Regulatory Harmonization

Given a large swath of biotech applications lie in the
pharmaceutical sector, conducting large-scale human
clinical trialsis essential for continued advancement and
deployment of biotech, particularly in fields like cancer
therapies and gene editing. For the most promising
therapeutic applications in medicine, randomized
clinicaltrialsare acrucial component of the R&D process
and required for a product to ascend the value chain.
Particularly for many global pharmaceutical behemoths,
multiregional trials are even more important—as
they seek to export to markets around the world. In
this area, Japan’'s aging population makes it an ideal
location for clinical research on age-related diseases,
while Australia has a robust clinical trial ecosystem
with mature and effective regulatory oversight. A Quad
initiative to harmonize clinical trial protocols and data-
sharing mechanisms could accelerate the approval and
market adoption of new therapeutics and ensure that
rigorous regulatory standards shape global biotech
norms.

Biotech Standards and Ethics

From gene editing to synthetic biology, the breathtaking
speed and scale of biotech innovation has also
increasingly given rise to greater ethical and regulatory
concerns. The Quad has an opportunity to establish
responsible norms in emerging areas where ethical
lines remain undefined. The 1975 Asilomar Conference,
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a gathering of scientists concerned with the potentially
destabilizing effects of their innovations, set early
guidelines for recombinant DNA, demonstrating that
the scientific community has at least some ability to
self-regulate (though it may not be sufficient alone).”
However, today’s biotechnology landscape is far
more globalized and democratized than it was in the
1970s. The Quad could spearhead an “Asilomar 2025"
or host any number of other convenings of biotech
leaders, inviting the broader international community
to establish ethical guidelines on genomic engineering,
synthetic biology, and neurotechnologies.

Biosecurity and Biosurveillance

Preventing the misuse of biotechnology—by state
actors, non-state actors, and even rogue scientists—
is an equally important and intractable challenge.
From a national security perspective, it is as urgent
as harness innovation’s promises. Particularly with the
convergence of Al and biology, biosecurity should
become a greater concern to policymakers—yet few
private sector firms in the industry are closely focused
on this issue. In short, bioconvergence, biosecurity, and
bioresilience are mutually reinforcing. The Quad could
lead in biosurveillance for emerging diseases, pathogen
synthesis screening, and preventing bioterrorism. A
coordinated biosecurity framework would have the
capacity to enhance the ability to detect and respond
to pandemics, building on the success of previous
Quad collaborations on COVID-19 vaccine distribution.

The Quad as a Strategic Platform
for Biotechnology Leadership

Given the profound consequences and strategic
importance of biotech as a domain of national power,
the United States and its allies should prioritize the
maintenance of leadership in the field. A unique
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and powerful multilateral grouping of like-minded
nations, the Quad presents an optimal opportunity for
biotech collaboration because its members combine
technological prowess with shared values and a
commitment to open, rules-based innovation. Unlike
bilateral alliances, the Quad provides a multilateral
structure that can scale investments, facilitate talent
flows, and promote regional stability. During the Biden
administration, the Quad attained unprecedented
prominence, with a series of high-level gatherings
at multiple levels of government. Indeed, the 2024
Quad Leaders’ Summit underscored the importance
of strengthening biotech ecosystems among member
states.®

The second Trump administration is well-positioned to
build on previous accomplishments and make biotech a
greater priority going forward. And there are optimistic
signals. On the first full day of the Trump administration,
newly minted Secretary of State Marco Rubio convened
a meeting of the Quad foreign ministers, his first major
diplomatic engagement." President Trump’s earliest
meetings indicated a renewed focus on U.S.-India
and U.S.-Japan bilateral relations, with both Japanese
Prime Minister Ishiba and Indian Prime Minister Modi
welcomed to the White House within weeks of Trump's
assuming office. Despite tensions between the U.S.
and many of its allies derived from President Trump’s
ongoing global tariff campaign, there thus far appears
to be a significant foundation upon which to sustain—
and indeed expand and deepen—the Quad framework.

The key challenge is moving from high-level
commitments to concrete initiatives. A Quad
Biotechnology Initiative could formalize cooperation
through:

+ a Quad Biotech Research Fund to support joint
projects
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« a Quad Biosecurity Agreement to prevent
misuse of emerging technologies

« a Quad Biomanufacturing Consortium to
establish resilient supply chains

+ a Quad Regulatory Forum to align standards on
clinical trials and genomic ethics.

A Call to Action

The Quad presents a unique opportunity for the United
Statestoadvanceits competitivenessinbiotechnology.
Like many technological domains, biotech is highly
globalized, with countries—particularly in Asia—
demonstrating success in many dimensions of biotech
innovation. The Quad offers a distinct, non—security-
focused multilateral framework that assembles a key
group of critical economies with distinct strengths in
basic science, manufacturing, education and talent,
and private sector commercialization. Combined,
these four countries possess singular potential not
only to develop but to deploy biotechnologies at scale
and with economic efficiency. Moreover, because it is
not merely a security partnership, but an arrangement
that encompasses economic growth, education, and
even norms and rules, the Quad offers advantages as
a platform for increasing biosecurity resilience as well
as enhancing standards and ethics. These countries
will not only be key drivers of biotechnology but key
consumers, stewards, and markets for biotech products
as well. Biotech leadership will shape the future of
national power, economic growth, and health security.
The Quad has the expertise and strategic alignment to
lead in this domain. Now is the time to act.
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Invisible Highways: Leveraging Maritime
Domain Awareness for Subsea Cable

Resilience

By Dr. Pratnashree Basu, Takuma Matsu, Natsuki Momiji, and Dr. Bich Tran

Introduction

In an Indo-Pacific where strategic tensions and digital
interdependence collide, the resilience of subsea
cables will define both economic security and strategic
stability. These cables form the backbone of global
digital connectivity, transmitting communications
and data worldwide and remain highly vulnerable to
both natural and man-made disruptions, including
accidental damage, and sabotage (besides also being
susceptible to espionage). Subsea cables in the Indo-
Pacific are particularly at risk in geopolitical flashpoints
across the region, such as the South and East China
Seas, the Taiwan Strait, and the Malacca Strait. China’s
alleged tampering with undersea infrastructure raises
concerns for regional actors about the use of maritime
infrastructure as a tool for hybrid warfare.

As integrated surveillance and real-time monitoring
of subsea cables does not exist, leveraging Maritime
Domain Awareness (MDA) to enhance subsea cable
resilience has become an urgent necessity. This paper
explores the evolving threats to subsea cables, the role
of MDA in protecting them, and existing international
cooperation mechanisms—such as SeaVision, IORIS,
and the Quad's Indo-Pacific MDA initiative— in the
broader context of developing global resilience for
subsea cables. It concludes with recommendations
for a comprehensive resilience framework in the Indo-
Pacific.

46

The Digital Era’'s Dependence on
Subsea Cables

As digital transformation accelerates, subsea cables
have become increasingly important. Over 99
percent of global communications rely on subsea
cables, which now exceed 1.4 million kilometres
worldwide as of 2024.2 In the Indo-Pacific, major
cables such as APG (10,400 km), JUPITER (14,000
km), and Southeast Asia-Japan 2 (10,500 km) play a
crucial role in connectivity.®> Tokyo, Hong Kong, and
Singapore serve as key data hubs. Japan has 219 data
centers, for example, and 99% of Japan'’s international
communication is carried by subsea cables* The
International Cable Protection Committee (ICPC)
has noted that subsea cables cannot be fully hidden,
armoured, or buried to protect them from all forms
of interference, malicious or unintentional.® Given
the reliance of global communications and financial
transactions on these cables, any disruption can have
immediate and far-reaching consequences.

Subsea cable disruptions lead to both direct and
indirect economic losses. The direct financial burdens
incurred in cable repair are estimated to be between
$1 million and $3 million per incident.® However, these
direct costs are overshadowed by the indirect financial
impact, which is much harder to quantify. Subsea
cables facilitate an estimated $10 trillion worth of
financial transactions daily, making any delay in data
transmission potentially catastrophic for international
trade, banking, and foreign currency exchanges.” A
disruption lasting even a few hours can ripple through
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global markets, delay critical financial transactions, and
hinder cross-border trade, affecting businesses and
governments alike.

Despite growing interest in alternative communication
technologies such as low-orbit satellites, subsea cables
remain irreplaceable as the primary infrastructure for
global data transmission. While satellites can provide
partial redundancy, they lack the capacity, reliability,and
speed of fiber-optic cables. In 2024, subsea cables still
carried 95 percent of international data traffic, a slight
decrease from 97 percent in 2012—demonstrating
that they have maintained their dominant role despite
advancements in satellite communication® The
Indo-Pacific region, particularly Southeast Asia, has
been witnessing a surge in data center investments,
further emphasising the critical role of subsea cables
in supporting regional digital economies. Singapore
alone hosts over 100 data centers, accounting for 60
percent of Southeast Asia’s total data-center capacity,
reinforcing its position as a regional digital hub.®
However, this dominance may not last indefinitely,
as other Southeast Asian nations, such as Malaysia,
Indonesia, and Vietnam, are expanding their digital
infrastructure and subsea cable investments. The rapid
growth in artificial intelligence (Al)-driven applications
and cloud computing will drive unprecedented
demand for high-speed data transmission; a resilient
subsea cable infrastructure is necessary to sustain this
expansion.

Threats and Incidents of Subsea
Cable Damage

Subsea cables are physically vulnerable. Most cable
damage is accidental, with the primary causes
including fishing activity, ship anchors, and natural
disasters. Fishing activity is one of the major sources
of damage, as trawling nets and fishing gear frequently
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snag and sever cables.”® Ship anchors also pose a
significant risk, with large vessels’ anchors dropped in
cable-dense areas often disrupting or breaking cables."
The Indo-Pacific is particularly vulnerable to natural
stresses due to its location along the Pacific Ring of
Fire, a geographically active zone where frequent
seismic activities, including earthquakes and undersea
volcanic eruptions, pose significant threats to subsea
infrastructure. Additionally, severe storms and strong
ocean currents may shift cables, exposing them to
further risks.™

Geopolitical tensions in the Indo-Pacific have raised
fears of intentional sabotage. On February 2 and 8,
2023, subsea cables between Taiwan and the Matsu
Islands were severed in two separate incidents, with the
damage on the 8th causing significant disruptions to
communication and banking services.” This prompted
Taiwan to accelerate efforts to establish satellite-
based communication systems as an emergency
backup, engaging foreign providers such as OneWeb
to enhance redundancy. Taiwan's Minister of Digital
Affairs at the time, Audrey Tang, emphasised that
Taiwan must ensure continuous connectivity with the
world—even in the event of intentional cable sabotage
during a crisis.™ More recently, in January 2025, a
vessel crewed by Chinese nationals damaged a cable
off northern Taiwan, escalating political tensions.” In
the South China Sea, Vietnam suffered a series of cable
disruptions from 2023 to mid-2024, leaving all five of
its major international connections nonfunctional. Amid
these incidents, the United States warned Vietnam that
new cables might be vulnerable to sabotage, based on
intelligence assessments.”® Moreover, media reports
that the Chinese authority granted patents for some
undersea cable-cutting equipment and methods have
raised concerns about their potential applications.”

Seeing similar risks from hostile state actors in European

waters, NATO established the Critical Undersea
Infrastructure Protection Centre (CUI) in 2023,
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enhancing monitoring and response in the Baltic Sea.”®
The EU has also launched an action plan to safeguard
subsea infrastructure, strengthening both surveillance
and coordination.” These efforts by NATO and the EU
to protect subsea infrastructure in Europe highlights
the lack of comparable mechanisms in the Indo-Pacific
and provide potential models for enhanced multilateral
cooperation in the region.

Maritime Domain Awareness for
Subsea Cable Protection

In view of these multifaceted threats to subsea cables,
MDA plays a crucial role in protecting these vital lines.
MDA encompasses a comprehensive understanding
of activities within maritime environments that
affect security, safety, economic interests, and
environmental conditions. While MDA capabilities
traditionally focus on coastal defence, port security,
shipping management, illegal fishing prevention, and
environmental monitoring,?® they can be effectively
leveraged to protect subsea cable infrastructure across
prevention, response, and mitigation phases.

MDA tools enhance preventive security by monitoring
vessels, detecting abnormal behavior, and alerting
relevant authorities. These systems can identify vessels
that deviate from established shipping routes, loiter
near subsea cable corridors, or engage in unauthorized
activities, triggering appropriate security responses.

Given the extensive geographical coverage of subsea
cables, zone-specific MDA applications are essential
for effective monitoring. At cable landing sites,
surveillance cameras provide constant oversight.
Within territorial waters, a layered defence approach
incorporates patrol vessels, coastal radar systems, and
underwater acoustic monitoring. Strategic submarine
deployment serves dual purposes by providing
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surveillance capabilities while deterring deliberate
sabotage attempts. For broader protection across
Exclusive Economic Zones and international waters,
different MDA tools address both cooperative and
noncooperative vessels. Cooperative vessels are
tracked through Automatic Identification System and
Long-Range Identification and Tracking protocols. For
noncooperative “dark vessels” that intentionally disable
their signals, advanced satellite-based technologies
such as Synthetic Aperture Radar and Radio Frequency
detection can still identify them. Platforms such as
the United States’ SeaVision (part of the Quad's Indo-
Pacific Partnership for Maritime Domain Awareness),
Canada’s Dark Vessel Detection, and New Zealand’s
Starboard Maritime Intelligence effectively utilize
these methods.?!

In the response phase after cable disruptions
occur, MDA tools facilitate precise damage location
identification. Platforms such as the Indo-Pacific
Regional Information Sharing system? enable
coordinated response efforts between repair vessels,
Coast Guard units, and relevant authorities. Critically,
MDA tools help determine whether damage resulted
from accidental circumstances or deliberate actions,
providing essential evidence for potential legal
proceedings against responsible parties.

In the mitigation phase, MDA capabilities inform
strategic planning for new cable deployments. By
analysing historical vessel traffic patterns, developers
can identify and avoid high-risk areas characterized by
dense shipping activity, intensive fishing operations,
or frequent anchoring zones. Additionally, bathymetric
data integrated within MDA systems guides optimal
cable routing around unstable seabed formations and
geological hazards.

The strategic implementation of zone-appropriate

MDA tools would create a comprehensive security
framework for subsea cable infrastructure. Rather
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than developing new systems, repurposing existing
MDA technologies offers a cost-effective pathway to
enhance subsea cable protection.

Conclusion

As digital economies expand and technologies like Al
and the Internet of Things proliferate, the demand for
robust and high-capacity data transmission continues
to surge, underscoring the indispensable role of subsea
cables in sustaining global connectivity. However,
current efforts in protecting these vital lines remain
fragmented. Given the dual threats of accidental and
intentional damage, the Indo-Pacific must adopt a
proactive approach to subsea cable protection. QUAD,
ASEAN, and regional partners should strengthen MDA
through cooperation between coast guards, civilian
agencies, and private sector stakeholders.?3

MDA is at the core of securing subsea cables, providing
the operational clarity and capacity needed to preempt,
deter, and respond to threats. Besides elevating
existing MDA tools, there is a critical need to elevate
MDA'’s role in subsea cable security by incorporating
dedicated monitoring infrastructure and advanced
technological solutions, such as unmanned underwater
vehicles (UUVs) and acoustic sensors.?*

Furthermore, a comprehensive framework for subsea
cable resilience is urgently required, built on three
core pillars: international cooperation, interagency
coordination, and  public—private  partnerships.
International collaboration is vital, as subsea cables
traverse multiple jurisdictions and international
waters. Multilateral efforts can establish standardized
protocols for cable protection, share information
on potential threats, and coordinate responses to
incidents. Countries like Japan, Australia, and the United
States have enhanced subsea cable security through
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partnerships, regulatory measures, and strategic
investments.?®> Within each country’'s territory, there
should be clear guidelines about subsea cable—related
agencies’ powers and responsibilities. This will prevent
negligence and enable swift response to incidents. The
involvement of private sector stakeholders, who own
and operate the majority of subsea cables, is vital in
ensuring that commercial risk management strategies
align with broader national security imperatives.?®

In addition, regional stakeholders should consider
establishing dedicated MDA fusion nodes focused
specifically on monitoring subsea infrastructure. These
nodes can function either as standalone centers or be
embedded within existing regional frameworks such
as the Information Fusion Centre (IFC) in Singapore?
or IFC-Indian Ocean Region (IFC-IOR) in India. Fusion
nodes dedicated to subsea cable security would
aggregate real-time data from multiple surveillance
systems—such as AIS, LRIT, SAR, and acoustic
sensors—alongside geospatial cable data to monitor
vessel activity near critical infrastructure. Unlike NATO'’s
military-focused efforts, the Indo-Pacific can develop
a non-military surveillance network leveraging data-
sharing frameworks like DFFT (Data Free Flow with
Trust). By enhancing situational awareness and enabling
early threat detection, these nodes would facilitate
rapid, preemptive responses to potential sabotage,
significantly reducing reaction times and addressing a
key vulnerability in undersea cable protection.

Another step is developing joint training programs
focused on rapid response to subsea threats to enhance
preparedness and interoperability among Indo-
Pacific nations. These programs should encompass
simulated exercises on emergency communication
protocols, threat neutralization, and cable repair.
Incorporating lessons from NATO's recent initiatives,
such as the Maritime Centre for the Security of Critical
Undersea Infrastructure,®® and the recent EU action
plan to safeguard subsea infrastructure?® can provide
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valuable insights into best practices for such training
endeavours. Regular joint exercises would not only
improve technical capabilities but also foster trust and
collaboration, essential for a unified regional approach
to subsea infrastructure security.

As the digital landscape continues to evolve,
safeguarding the undersea arteries of global
connectivity must remainatop priority for policymakers
and stakeholders alike.
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