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The New York Times reported in August 2025 that internal documents of GoLaxy (Zhongke Tianji), a Beijing-
based technology company affiliated with the Chinese Academy of Sciences (CAS), revealed extensive artificial 
intelligence (AI)-enabled information operations targeting Western social media. The documents, discovered 
and archived by Vanderbilt University’s Institute of National Security, provide an unusually detailed view into a 
Chinese company focused on social media monitoring and manipulation.

This is not the only time that China’s bot networks have drawn public attention. X’s head of product recently 
alleged that the country controls 5 to 10 million accounts on the platform. Whether or not those figures are 
accurate, Chinese bot networks such as Spamouflage Dragon have been trying to discredit Hong Kong protesters 
on Western social media and drown out news on about protests in China. The networks have also engaged in 
targeted harassment of Chinese dissidents and attempted to manipulate Taiwanese elections.

Drawing on Chinese-language opensource materials, including company websites, media reporting, 
procurement records, and GoLaxy’s leaked documents, this essay examines the industry structure behind these 
campaigns that are based on influencing public opinion. It traces the industry’s domestic origins, integration into 
the party-state, ties to military and intelligence units, global expansion, and the incorporation of generative AI 
and related technologies.

This analysis shows that public opinion monitoring and management, including inauthentic social-media 
engagement, constitutes a large and structurally embedded for-profit market in China. As such, GoLaxy is 
best understood not as an outlier but as an example of a broader category of firms operating in China’s “public 
sentiment” industry. These entities combine large-scale data analysis, AI, and information manipulation to serve 
the Chinese Communist Party’s (CCP) security priorities.

Companies in this ecosystem are focused on managing domestic Chinese public opinion to maintain “social 
stability”, but some of them are increasingly extending their reach into Western social media. Understanding 
these firms and their capabilities is essential for exposing and disrupting online influence operations. Their 
impact, however, should be neither exaggerated nor underestimated.

Public Sentiment as a Threat to the CCP
The origins of China’s public opinion monitoring and manipulation industry, now increasingly visible on 
Western social media platforms, lie in the CCP’s longstanding view of public opinion as a potential political 
threat. In the party’s framing, negative public sentiment or “public opinion incidents” are not merely 
communication challenges but, if left unmanaged, systemic risks that can undermine the CCP’s hold on power.

Negative public opinion incidents that spiral out of control are treated as governance failures and have direct 
consequences for officials’ careers. Public opinion management is consequently treated not as a nice-to-have 
function but as a core priority. Over the past 15 years, this has given rise to a large, for-profit public sentiment-
management sector that supports the CCP and government agencies in monitoring, shaping, and suppressing 
online discourse in the name of “maintaining social stability”.

The industry developed from the CCP’s belief that effective control of online discourse required scalable, 
technologically mediated solutions beyond the capacity of the party and state institutions. Information control 
in China has subsequently evolved into a hybrid system in which for-profit firms are structurally embedded in 
censorship, surveillance, and propaganda functions. These companies provide tools, platforms, and services that 
have become integral to governance, transforming public opinion management from an ad hoc bureaucratic task 
into a marketized and technologically sophisticated pillar of regime control.

https://www.vanderbilt.edu/national-security/wicked-problems-lab/golaxy/
https://medium.com/doublethinklab/the-rise-of-ai-in-prc-influence-operations-nine-takeaways-from-the-golaxy-documents-2d6617a753e5
https://www.aspistrategist.org.au/too-casually-x-tells-us-how-beijing-is-spamming-chinese-users/
https://www.aspistrategist.org.au/too-casually-x-tells-us-how-beijing-is-spamming-chinese-users/
https://graphika.com/reports/spamouflage-breakout
https://www.nytimes.com/interactive/2019/09/18/world/asia/hk-twitter.html
https://www.theguardian.com/technology/2022/nov/28/chinese-bots-flood-twitter-in-attempt-to-obscure-covid-protests
https://www.international.gc.ca/transparency-transparence/rapid-response-mechanism-mecanisme-reponse-rapide/2024-spamouflage.aspx?lang=eng
https://www.npr.org/2023/12/13/1219080681/fake-social-media-accounts-are-targeting-taiwans-presidential-election
https://chinamediaproject.org/the_ccp_dictionary/guidance-of-public-opinion/
https://chinamediaproject.org/the_ccp_dictionary/guidance-of-public-opinion/
https://www.qstheory.cn/20260316/bff21c3b47a14c40ae397023747b9cbe/c.html
https://www.chinafile.com/reporting-opinion/features/message-control-china
https://www.chinafile.com/reporting-opinion/features/message-control-china
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GoLaxy has long catered to the CCP’s anxieties about unchecked public opinion. As early as 2009, the company 
marketed its Public Opinion Monitoring System as a solution for government and corporate clients to identify 
and manage public opinion crises. Promotional materials at the time referenced the 2008 Sanlu Milk Powder 
scandal as an illustrative case, highlighting the system’s intended role in detecting and containing politically 
sensitive incidents. 

The public sentiment industry got a boost in 2016, when a central government directive made government units 
at all levels responsible for responding to public opinion incidents in a timely manner. That led propaganda 
departments and public security bureaus—and universities, courts, hospitals, tax bureaus, procuratorates, 
and other CCP and government bodies—to routinely purchase services to monitor online discussions of their 
institutions, policies, and performance. The demand created a large market for firms providing real-time tracking 
of content across social media platforms and automated early-warning systems that are supposed to flag trending 
criticism before it escalates into a public opinion incident.

The Public Sentiment Industry 
These domestic pressures explain the market’s size and dynamism. Demand is continuous from thousands of 
administrative units at different levels of government. This has supported the growth of a dense ecosystem of 
vendors large and small, including publicly listed companies such as Beijing TRS Information Technology and 
firms affiliated with research institutions such as GoLaxy or Eversmart. A large share of companies, though 
certainly not all, are spin-offs of or otherwise affiliated with official local or national Chinese media organizations 
including People’s Daily, Xinhua, China Radio International, and the Communist Youth League’s China Youth 
Daily. 

One likely explanation for this concentration is that all Chinese outlets must expand into new media under the 
policy of “media convergence” to ensure official party-controlled outlets remain dominant as new media become 
more popular. Monitoring and being able to respond to online sentiment is considered a core part of the media 
convergence mandate. For this purpose, products offered by national media may be preferable. These outlets 
maintain a closeness to central authorities, which may be an advantage for buyers reporting public opinion 
incidents.

Another notable feature of China’s public opinion monitoring and management industry is the absence 
of monopolization. Rather than being dominated by a single national provider, the sector has so far been 
characterized by a fragmented and competitive market structure. For basic domestic public sentiment 
monitoring services, a wide range of companies offer overlapping products, services, and apps. Public 
procurement records show that government agencies routinely contract with different vendors, many of them 
local or local branches of companies, rather than relying on a few centralized providers.

Understanding the domestic governance environment from which these companies and technologies emerge 
helps explain the strengths of public opinion products and services, such as their scalability and institutional 
uptake that have allowed industry growth, and their weaknesses, including design assumptions shaped by 
domestic priorities that may limit their effectiveness when deployed abroad.

https://web.archive.org/web/20090516233424/http:/www.golaxy.cn/pro/index.html
https://web.archive.org/web/20090516233424/http:/www.golaxy.cn/pro/index.html
https://web.archive.org/web/20090516233424/http:/www.golaxy.cn/pro/index.html
https://www.gov.cn/zhengce/content/2016-08/12/content_5099138.htm
https://www.chinafile.com/reporting-opinion/features/message-control-china
https://www.chinafile.com/reporting-opinion/features/message-control-china
https://web.archive.org/web/20260308192148/https:/www.trs.com.cn/ljwm/gsjj/
https://web.archive.org/web/20230802062555mp_/http:/www.hengzhigroup.com/gywm
https://web.archive.org/web/20260414183524/https:/www.peopleonline.cn/
https://web.archive.org/web/20250714180240/http:/xinhuadata.com/
https://web.archive.org/web/20260307000122/http:/yuqing.crionline.cn/
https://web.archive.org/web/20260304075050/https:/www.cyyun.com/aboutUs_introduction.htm
https://web.archive.org/web/20260304075050/https:/www.cyyun.com/aboutUs_introduction.htm
https://chinamediaproject.org/the_ccp_dictionary/media-convergence/
https://web.archive.org/web/20260414164405/https:/www.qstheory.cn/llwx/2019-01/21/c_1124017663.htm
https://web.archive.org/web/20260414164405/https:/www.qstheory.cn/llwx/2019-01/21/c_1124017663.htm
https://www.chinafile.com/reporting-opinion/features/message-control-china
https://web.archive.org/web/20260328223931/https:/www.istarshine.com/
https://web.archive.org/web/20260216113659/https:/www.wenge.com/
https://web.archive.org/web/20250714180240/http:/xinhuadata.com/
https://web.archive.org/web/20250713133149/https:/www.softxy.com/
https://web.archive.org/web/20250207122534/https:/www.antingnet.com/yqjcfxxt
https://web.archive.org/web/20260312131725/https:/www.eefung.com/product/eagtek
https://web.archive.org/web/20260221113941/https:/www.trs.com.cn/cpfw/dsj/sjyy/wc_yqjc_/
https://web.archive.org/web/20260212090752/https:/www.cyyun.com/product_service.htm
https://web.archive.org/web/20220625220549/https:/apps.apple.com/cn/app/%E5%86%9B%E7%8A%AC%E8%88%86%E6%83%85%E7%AE%A1%E5%AE%B6-%E6%89%8B%E6%9C%BA%E7%AB%AF/id1159545796
https://web.archive.org/web/20260409083734/https://ylbzj.sjz.gov.cn/columns/9db1ba83-c984-456a-898a-5f3ee9fe1f63/202604/01/7aac2c46-96a0-496a-83d7-a909a371b3b6.html
https://web.archive.org/web/20260409084559/https://fgw.fujian.gov.cn/zwgk/gsgg/202505/t20250519_6915729.htm
https://web.archive.org/web/20260409085650/https://kfqgw.beijing.gov.cn/zwgkkfq/zdlyxxgk/zfcg/202505/t20250529_4101704.html
https://web.archive.org/web/20260409084559/https:/fgw.fujian.gov.cn/zwgk/gsgg/202505/t20250519_6915729.htm
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“Smart” Online Commenting Systems
Services offered go beyond monitoring and often include active intervention. On Chinese social media, this 
typically takes two forms: censorship and online commentator deployment to flood discussions and steer them 
by shaping, distracting, or redirecting the narrative. Both methods are widely used domestically. Censorship is 
generally unavailable abroad.

Chinese party and government departments have long employed personnel to post comments on domestic 
social media. These online commentators are colloquially known as the “50-Cent Party”, a moniker referring to 
the alleged per-post remuneration. In practice, compensation models vary widely, and much organized online 
commenting also relies on government employees and volunteers, including a 20-million strong part-time 
volunteer network organized through the Communist Youth League.

Commenting, however, has become increasingly semiautomated. Companies now offer dedicated platforms and 
mobile apps to manage online commentators at scale. The “Army Dog” Smart Online Commenter Management 
System, part of a suite of public sentiment products developed by Beijing-based tech company Zhongke Dianji, 
is one platform that allows administrators to assign tasks, distribute talking points, coordinate the timing and 
placement of comments, and track activity across multiple outlets. Countless similar apps exist, some of which 
even remain available through the Apple store.

While there is much overlap among the products on offer, some are more specialized and built for specific 
propaganda campaigns and goals. The Xinjiang Positive Energy app, for example, was designed to enable one-
click sharing of curated “positive” content about Xinjiang province, where the Chinese government has engaged 
in mass internment of ethnic minorities, forced labor, and other human rights violations. The app is part of the 
party-state investment in narrative shaping, including by mobilizing real human influencers. 

Such systems are marketed as “smart” and include elements of automated content generation and distribution, 
but they are not fully autonomous. They still rely heavily on human operators. Beijing Wisdom Star’s Smart 
Online Commenting System’s three main features are monitoring staff, simplifying task execution, and 
evaluating performance. All underscore the central role of human labor. 

Enter Generative AI
But this may be changing as AI is being touted as the solution to the CCP’s various governance problems. China’s 
“AI+” initiative seeks to integrate the technology into areas including grassroots mass surveillance of China’s 
population. Unsurprisingly, Chinese analysts have also written about AI’s usefulness for propaganda and public 
opinion work related to domestic security, the military, and efforts to expand global influence. 

Accordingly, firms in the public sentiment sector have pursued further automation of their various public 
opinion monitoring and manipulation activities. AI is seen as a way to help Chinese actors increase the 
granularity of their international campaigns. Companies including GoLaxy already claim that integrating AI 
products from DeepSeek has helped make public opinion monitoring systems more effective. As the leaked 
documents showed, GoLaxy is experimenting with autonomous systems that use AI to produce and disseminate 
comments, reposts, likes, and other engagement.

Researchers have found that the inauthentic accounts identified in the company’s files are in an early stage 
of development and do not yet appear to be engaged in sophisticated campaigns. Fully autonomous systems 
seem to be still largely in a testing phase. In practice, semiautonomous models remain predominant, with most 

https://locknet.chinafile.com/the-locknet/intro/
https://chinamediaproject.org/2010/05/25/must-officials-always-seek-to-guide-and-instruct-us/
https://chinadigitaltimes.net/space/Fifty_Cent_Party
https://archive.ph/AhO9i
https://jamestown.org/a-different-kind-of-army-the-militarization-of-chinas-internet-trolls/
https://jamestown.org/a-different-kind-of-army-the-militarization-of-chinas-internet-trolls/
https://web.archive.org/web/20240809001832/http:/zkdj.com/detail/
https://web.archive.org/web/20240809001832/http:/zkdj.com/detail/
https://web.archive.org/web/20260119121715/https:/www.boryou.com/%E7%BD%91%E8%AF%84%E7%AE%A1%E7%90%86/
https://web.archive.org/web/20250113014627/https:/p25018.zxnyun.com/
https://archive.is/hJ7e4
https://web.archive.org/web/20260212103336/https:/www.cyyun.com/honor.htm
https://web.archive.org/web/20220625092102/https:/apps.apple.com/cn/app/%E7%BD%91%E8%AF%84%E7%AE%A1%E5%AE%B6/id1467712581
https://web.archive.org/web/20220625092102/https:/apps.apple.com/cn/app/%E7%BD%91%E8%AF%84%E7%AE%A1%E5%AE%B6/id1467712581
https://apps.apple.com/us/app/%E6%99%BA%E6%85%A7%E7%BD%91%E8%AF%84/id1660844717
https://web.archive.org/web/20260404121209/https://www.hncj.com/sjrj/169642.html
https://www.xinjiangpolicefiles.org/
https://www.ohchr.org/en/press-releases/2026/01/un-experts-alarmed-reports-forced-labour-uyghur-tibetan-and-other-minorities
https://www.amnesty.org/en/latest/news/2025/08/china-still-no-accountability-for-crimes-against-humanity-in-xinjiang-three-years-after-major-un-report/
https://xjdp.aspi.org.au/explainers/borrowing-mouths-to-speak-on-xinjiang/
https://apps.apple.com/cn/app/%E6%99%BA%E6%85%A7%E7%BD%91%E8%AF%84/id1660844717
https://apps.apple.com/cn/app/%E6%99%BA%E6%85%A7%E7%BD%91%E8%AF%84/id1660844717
https://web.archive.org/web/20260410112203/https://www.istarshine.com/zhihuiwangping.html
https://web.archive.org/web/20260410112203/https://www.istarshine.com/zhihuiwangping.html
https://chinamediaproject.org/2026/02/24/chinese-surveillance-gets-the-ai-treatment/
https://web.archive.org/web/20260420114504/https:/www.news.cn/techpro/20220215/da83e09f2e2e43f4a05e6f3d519579a7/c.html
https://web.archive.org/web/20260410123421/http://www.81.cn/rmjz_203219/jsjz/2025nd3q_251423/yldzgzyj_251429/16393966.html
https://web.archive.org/web/20260410115929/https://epaper.gmw.cn/gmrb/html/content/202603/20/content_8966.html
https://web.archive.org/web/20260410115929/https://epaper.gmw.cn/gmrb/html/content/202603/20/content_8966.html
https://web.archive.org/web/20250404130942/https:/finance.sina.com.cn/tech/roll/2025-02-28/doc-inemzpzn9919704.shtml
https://web.archive.org/web/20250404130942/https:/finance.sina.com.cn/tech/roll/2025-02-28/doc-inemzpzn9919704.shtml
https://medium.com/doublethinklab/the-rise-of-ai-in-prc-influence-operations-nine-takeaways-from-the-golaxy-documents-2d6617a753e5
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systems continuing to depend on human operators supported by digital management tools. 

However, companies are now profiting from integrating large language models, such as DeepSeek’s R1, into their 
products either directly or by using them as the basis for developing their proprietary models. This is especially 
significant for global social media manipulation because, unlike domestic operations, skilled personnel with 
sufficient foreign language skills are in limited supply. The emergence of generative AI, which reduces reliance on 
human language skills, may help alleviate this problem. 

In addition, generative AI, even if it does not eliminate all technical constraints or the need for oversight, helps 
to quickly create and disseminate content in many languages. This overcomes another challenge that had limited 
efforts to manipulate international public opinion.

Going Global
Although China’s public sentiment industry remains primarily domestically focused, Western and other 
international social media platforms have come into view for two main reasons. First, they are used by Chinese 
citizens and the Chinese diaspora. Second, Beijing sees them as a key arena in its information competition with 
the West, including more targeted “information warfare” or “cognitive warfare” campaigns run by military or 
state security units.

The first reason reflects an extension of domestic monitoring and manipulation practices carried out across 
China. Because public opinion incidents can also originate abroad, Chinese government departments see 
monitoring Western social media platforms as essential. This explains the desire of an increasing number 
of authorities, including those in fifth-tier cities that have little international exposure, to have their service 
providers cover domestic and Western social media, and have the ability to control thousands of inauthentic 
accounts.

The second reason reflects the broader ambition of shaping discourse outside China and strengthening national 
power. Companies adopt party-state language to align themselves with global CCP priorities. As one GoLaxy 
internal analysis put it, in the context of intensifying greatpower competition “intelligent propaganda is 
becoming a new tool of international political struggle ... and a new model for future military operations”.

Military and Intelligence Ties
The public sentiment industry is dominated by many firms serving universities, hospitals, and local government 
bodies. But a subset of companies aims to move up the value and authority chains by marketing their products 
to top-level party-state actors, including military organizations that have been researching and likely deploying 
social media manipulation systems for years.

Little is known about the services and products purchased by military and intelligence units since these actors, 
unlike lower-level and less sensitive government agencies, typically do not disclose detailed procurement 
information. Nevertheless, many companies in this sector, including GoLaxy, have publicly listed security and 
military entities among their clients.

This group also includes Beijing TRS Information Technology, one of the few firms that has drawn the 
attention of Western observers. TRS identifies the Ministry of State Security and several defenserelated units 
and universities among its customers. Like many of its competitors, TRS also offers an intelligent online 

https://assets.recordedfuture.com/insikt-report-pdfs/2025/ta-cn-2025-0617.pdf
https://assets.recordedfuture.com/insikt-report-pdfs/2025/ta-cn-2025-0617.pdf
https://www.chinafile.com/reporting-opinion/features/message-control-china
https://thechinacollection.org/mareike-ohlberg-role-party-state-xinjiang-cotton-backlash-chinese-social-media/
https://cdn.vanderbilt.edu/vu-web/clients/ins/GoLaxy-Documents.pdf
https://cdn.vanderbilt.edu/vu-web/clients/ins/GoLaxy-Documents.pdf
https://www.rand.org/pubs/research_reports/RRA2679-1.html
https://web.archive.org/web/20230802062555mp_/http:/www.hengzhigroup.com/gywm
https://web.archive.org/web/20251211145406/https:/www.yun88.com/product/7465.html
https://web.archive.org/web/20180224171149/http:/www.golaxy.cn/index.php?catid=22
https://jamestown.org/evaluating-the-utility-of-global-data-collection-by-chinese-firms-for-targeted-propaganda/
https://jamestown.org/evaluating-the-utility-of-global-data-collection-by-chinese-firms-for-targeted-propaganda/
https://assets.recordedfuture.com/insikt-report-pdfs/2025/ta-cn-2025-0617.pdf
https://jamestown.org/evaluating-the-utility-of-global-data-collection-by-chinese-firms-for-targeted-propaganda/
https://assets.recordedfuture.com/insikt-report-pdfs/2025/ta-cn-2025-0617.pdf
https://assets.recordedfuture.com/insikt-report-pdfs/2025/ta-cn-2025-0617.pdf
https://web.archive.org/web/20251202200148/https:/www.trs.com.cn/gjlm_zqnr/cpfwhhyfadljjPDF/202306/P020230601628419858586.pdf
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commentator system, though it is unclear whether military and intelligence units use this particular product.

Some companies cooperate with military research institutions or civilian institutions, such as the Seven Sons, 
with well-established roles in defense research. These firms include Hunan-based Eefung, which has established 
a joint data processing research center with the School of Computer Science at the National University of 
Defense Technology. Similarly, Heilongjiang-based Anting maintains “close cooperation” with the School of 
Cyberspace Security at the Harbin Institute of Technology, a Seven Son university, on research on autonomous 
intelligent systems to intervene on social media, including X. 

Spin-offs of Research Institutions
Such collaboration highlights a tendency for companies engaged in advanced product development to partner 
with research institutions or for these research institutions to commercialize their work through dedicated 
spin‑offs. The CAS Institute of Computing Technology maintains an extensive network of commercial spin-offs 
designed to monetize new products emanating from their research and translate scientific advances into applied 
technologies. Several of these spin-offs, particularly those specializing in big data analytics and AI, are active in 
public opinion monitoring and management. GoLaxy itself traces its origins to the institute’s Software Research 
Laboratory, which was established in 1998.

The company appears to function as the commercial interface for the “Tianji Team”, a group of researchers 
embedded in the institute’s Network Data Party Branch. The group is described in institutional materials 
as comprising CCP members with “high political awareness, indifference to fame and fortune, and strong 
professional skills”. GoLaxy Chairman Cheng Xueqi is also the institute’s deputy director and director of the Key 
Laboratory of Network Data Science and Technology.

Zhongke Wenge, another CAS spin-off, is affiliated with the academy’s Institute of Automation. The company’s 
chairman acknowledged in an interview that researchers at that institute hold shares in the firm “to maximize 
the entrepreneurial enthusiasm of front-line scientific researchers”. Other CAS spin-offs with roles in the public 
sentiment industry include Eversmart (Zhongke Hengzhi), which is affiliated with the Institute of Automation’s 
Internet Big Data Research Center, and Zhongke Ruijian, which GoLaxy lists as a partner for creating virtual 
personas.

CAS’s involvement in research on social media manipulation and largescale persuasion matters. It should inform 
due diligence decisions by Western universities considering Chinese partnerships since such collaboration 
carries clear dualuse and governance risks. Products developed from the research conducted or the technical 
expertise of the individuals involved can be repurposed for information control or influence operations. 
From strategic and normative perspectives, the United States, Europe, and their allies should not contribute 
knowledge, funding, or technology to this effort.

Partnerships and Cooperation
The significant cooperation and partnership can lead to faster product development as companies operate within 
a broader ecosystem of specialized providers. They can partner with media and other sectors in the party-state, 
or with other Chinese firms offering niche capabilities such as data collection, analysis, visualization, or content 
operations. 

https://web.archive.org/web/20251202200148/https:/www.trs.com.cn/gjlm_zqnr/cpfwhhyfadljjPDF/202306/P020230601628419858586.pdf
https://www.jstor.org/stable/resrep23061.7?seq=1
https://web.archive.org/web/20260414174917/https:/m.eefung.com/company/intro
https://web.archive.org/web/20250207121239/http:/www.antingnet.com/article-detail/WqLq4J8N
https://web.archive.org/web/20260407195437/https:/sai.hit.edu.cn/2024/1024/c19933a357242/page.htm
https://web.archive.org/web/20260407195437/https:/sai.hit.edu.cn/2024/1024/c19933a357242/page.htm
https://archive.ph/7jrPW
https://sinocities.substack.com/p/from-research-academy-to-state-venture
https://web.archive.org/web/20090516233652/http:/www.golaxy.cn/about
https://web.archive.org/web/20260331114826/https:/www.bjb.cas.cn/story2/videos/202010/t20201023_5721434.html
https://web.archive.org/web/20260331114826/https:/www.bjb.cas.cn/story2/videos/202010/t20201023_5721434.html
https://archive.is/fzTDv
https://web.archive.org/web/20200521133334/https://ia.cas.cn/xwzx/jryw/201705/t20170515_4787961.html
https://web.archive.org/web/20200521133334/https://ia.cas.cn/xwzx/jryw/201705/t20170515_4787961.html
https://web.archive.org/web/20230802062512/http:/www.hengzhigroup.com/
https://medium.com/doublethinklab/the-rise-of-ai-in-prc-influence-operations-nine-takeaways-from-the-golaxy-documents-2d6617a753e5
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TRS partners with Huawei to expand digital intelligence services and “leverag[e] the advantages of Huawei’s 
overseas channels”. TRS specializes in predicting election results and providing services to Chinese companies 
expanding abroad in line with the Belt and Road Initiative. TRS claims its cooperation with Huawei strengthens 
its ability to do both.

In another example, the Institute of Automation established in 2012 a collaboration with China Daily (which 
also engages in monitoring and analysis of public opinion outside China) to create a New Media Lab to advance 
media convergence. The initiative was designed to explore new-media audience behavior, develop early-warning 
systems for negative public opinion across media formats, and research technologies for guiding public opinion.

The GoLaxy files themselves include a list of partner companies, illustrating the role of multiple vendors 
in providing a service. Such cooperation, if done well, allows participants to scale more quickly, combine 
complementary technologies and skills, and deliver more comprehensive solutions.

Lingering Challenges
Despite technological advances and synergies that come from collaborations, important limitations remain. The 
GoLaxy documents delve into problems that companies face, especially when operating globally.

One persistent challenge is the capacity of Western social media platforms to detect coordinated inauthentic 
behavior. This has forced companies such as GoLaxy to move away from bulk automation and toward behavioral 
mimicry. That firm’s personas post consistently from a single device associated with a stable IP address, operate 
within a fixed time zone, and display other markers that align with expected human usage patterns. These design 
choices make coordination harder to detect, but they also increase the effort required to scale operations.

The GoLaxy documents suggest that the company has struggled to create fake personas on platforms such 
as Facebook and faced resource constraints, including limited funding. These challenges indicate enduring 
technical, organizational, and platform-level barriers that limit its operations.

GoLaxy’s characterization of Western platforms as “uncontrolled overseas environments” captures the tension. 
Although these environments remain attractive targets, operating in them is far more difficult than in China’s 
tightly managed domestic ecosystem.

Increasingly Capable but Not Unstoppable
China’s public sentiment industry is large and well established, driven primarily by domestic governance needs 
such as social stability. International monitoring and influence activities have developed from similar domestic 
efforts but confront firms with challenges largely absent from their operations in China, including stricter 
detection of inauthentic behavior and the need to communicate with a broad spectrum of audiences.

Influence operations are becoming more sophisticated, but they are neither perfect nor impossible to counter. 
The capabilities of AI-enabled systems should not be exaggerated. They remain flawed and constrained in 
practice for now. At the same time, advances in generative AI have lowered barriers to creating credible 
personas and producing content at scale. This will likely help China’s party-state actors overcome long-standing 
limitations, especially those encountered abroad.

https://web.archive.org/web/20260409095536/https://pdf.dfcfw.com/pdf/H3_AP202405311635064290_1.pdf
https://www.chinafile.com/reporting-opinion/features/message-control-china
https://web.archive.org/web/20200303032515/http:/media.people.com.cn/n1/2017/0905/c414063-29516099.html
https://medium.com/doublethinklab/the-rise-of-ai-in-prc-influence-operations-nine-takeaways-from-the-golaxy-documents-2d6617a753e5
https://medium.com/doublethinklab/the-rise-of-ai-in-prc-influence-operations-nine-takeaways-from-the-golaxy-documents-2d6617a753e5
https://cdn.vanderbilt.edu/vu-web/clients/ins/GoLaxy-Documents.pdf
https://cdn.vanderbilt.edu/vu-web/clients/ins/GoLaxy-Documents.pdf
https://cdn.vanderbilt.edu/vu-web/clients/ins/GoLaxy-Documents.pdf
https://cdn.vanderbilt.edu/vu-web/clients/ins/GoLaxy-Documents.pdf
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Even in their current, relatively simple forms, bot networks and coordinated inauthentic accounts can function 
as tools of de facto censorship by, for example, mass reporting content or flooding discussion forums at sensitive 
moments. Such campaigns can also draw on multiple parts of the party-state ecosystem for support. As these 
digital capabilities to influence public opinion improve, failing to disrupt or constrain them risks increasing 
harm to democratic societies.

The views expressed herein are those solely of the author(s). GMF as an institution does not take positions.

https://www.aspistrategist.org.au/too-casually-x-tells-us-how-beijing-is-spamming-chinese-users/

